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Preface

An Overview of This Manual

This manual is for network administrators and operators responsible for managing the Alcatel-Lucent .

Contents

This guide provides information about AOS-W MIBs. Unless otherwise stated in the following table,
each chapter provides information about the hierarchy, OIDs, and descriptions of the statistical
information the MIBs provide.

Chapter 1
MIBs Overview

Chapter 2
Using MIBs

Chapter 3
AP and AM

Chapter 4
Authentication

Chapter 5

Controller Transport
Service

Chapter 6

External Services
Interface

Chapter 7
IF External

Chapter 8
Mesh

Chapter 9
Mobility

Chapter 10
Monitor

Chapter 11
Signal Noise Ratio

Chapter 12
Switch

Chapter 13
System External

Chapter 14
Textual Conventions

Introductory information about AOS-W MIBs—hierarchy, relationship with SNMP, and
Traps.

Information and tips about MIB files.

Information about access points (AP) and air monitors (AM).

Information about authorization—network access.

Information about the Controller Transport Service (CTS)—synchronization of database
and data sections.

Information about the ESI module of wireless management— redirecting traffic to filter
or other network appliances.

Information about interfaces —physical ports, configured VLANs, port memberships.

Information about Mesh topology.

Information about the AOS-W subsystem—roaming agents.

Information about monitoring network traffic —transfer rate, errors, and so on.

Information about signal quality and packets—signal strength, number of packets.

Information about switches, including storage and memory utilization, and the wireless

stations associated with the access points.

Information about the utilization of system resources.

Information about Textual Conventions (TC), which define many of the data formats
used for Alcatel-Lucent object types. TCs do not have OIDs.
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Chapter 15 Descriptions of traps, information that is delivered when an event occurs.
Traps

Chapter 16 Information about users—parties connected to the switch.

User

Chapter 17 Information about IPv6 users —parties connected to the switch that are using IPv6
User6

Chapter 18 Information about Voice over IP—call status and call details.

Voice

Chapter 19 Information about wide local area network (WLAN).

WLAN

Chapter 20 Information about the Alcatel AMAP and GMAP protocols.

AMAP Protocol

Chapter 21 Reference—list of SNMP MIBs and associated OIDs.

SNMP MiIBs

Reference

Related Documents

The complete documentation set for AOS-W 5.0 software release are:

o AOS-W 6.0 MIB Reference Guide (this guide)
o AOS-W 6.0 Quick Start Guide

o AOS-W 6.0 User Guide

o AOS-W 6.0 CLI Reference Guide

o AOS-W 6.0 Release Notes

o AOS-W 6.0 Syslog Messages

Text Conventions

Table 1 presents the conventions used throughout this manual to emphasize important
concepts:

Table 1 Conventions

Type Style Description

Italics This style is used to emphasize important terms and to mark the titles of books.

System items This fixed-width font depicts the following: Sample screen output, System prompts,
Filenames, software devices, and certain commands when mentioned in the text.

Commands In the command examples, this bold font depicts text that the user must type exactly
as shown.

14 | Preface
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Frequently Used Acronyms

Table 2 defines frequently used acronyms.

Table 2 Frequently Used Acronyms

o o

3DES Triple DES

ACL Access Control List

ADP AOS-W Discovery Protocol

AM Air Monitor

AP Access Point

ARM Adaptive Radio Management
BSSID Basic Service Set Identifier

CA Certificate Authority

CAC Call Admission Control

CHAP Challenge Handshake Authentication Protocol
CLI Command Line Interface

CRL Certificate Revocation List

CSA Channel Switch Announcement
CSR Certificate Signing Request

Cw Contention Window

DA Destination Address

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service

DOS Denial of Service

DPD Dead Peer Detection

DSS Direct Spread Spectrum

EAP Extensible Authentication Protocol
EDCA Enhanced Distributed Channel Access
EIRP Effective Isotropic Radiated Power
ESI External Services Interface

ESSID Extended Service Set Identifier
GRE Generic Routing Encapsulation
GUI Graphical User Interface

HAT Home Agent Table

HT High Throughput

IAS Internet Authentication Service
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Table 2 Frequently Used Acronyms (Continued)

e

IDS Intrusion Detection System

IGMP Internet Group Management Protocol

IKE Internet Key Exchange

IP Internet Protocol

v Initialization Vectors

kB Kilobyte

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LI Listening Interval

MAC Media Access Control

MB Megabyte

MCHAP Microsoft Challenge Handshake Authentication Protocol
MIB Management Information Base

NAS Network Address Server

NAT Network Address Translation

NIC Network Interface Card

NTP Network Time Protocol

OFDM Orthogonal Frequency Division Multiplexing
OID Object Identifier

oul Organizational Unit Identifier

PAP Password Authentication Protocol

PEAP Protected EAP

PEF Policy Enforcement Firewall

PIN Personal Identification Number

PoE Power over Ethernet

PPTP Point-to-Point Tunneling Protocol

PSK Pre-Shared Key

QoS Quality of Service

RADIUS Remote Authentication Dial In User Service
RAP Remote Access Point

RF Radio Frequency

RMON Remote Monitor

RSA Rivest-Shamir-Aldeman (encryption algorithm)
SIP Session Initiation Protocol
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Table 2 Frequently Used Acronyms (Continued)

Acronym Definition

SNMP Simple Network Management Protocol
SSH Secure Shell

SSID Service Set Identifier

TIM Traffic Indication Map

TLS Transport Layer Security

ToS Type of Service

TSPEC Traffic Specification

VLAN Virtual Local Area Network

VolP Voice over IP

VPN Virtual Private Network

VRRP Virtual Router Redundancy Protocol
VSA Vendor Specific Attributes

WEP Wired Equivalent Protocol

WINS Windows Internet Naming Service
WLAN Wireless Local Area Network

WMM Wireless MultiMedia / Wi-Fi Multimedia
WMS WLAN Management System

WPA Wi-Fi Protected Access

Contacting Alcatel-Lucent

Web Site Support

Main Site http://www.alcatel-lucent.com/enterprise
Support Site https://service.esd.alcatel-lucent.com
Support Email support@ind.alcatel.com

North America 1-800-995-2696

Latin America 1-877-919-9526

Europe +33 (0) 38 855 6929

Asia Pacific +65 6240 8484

Worldwide 1-818-878-4507
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Chapter 1

MIBs Overview

This chapter provides an overview of the AOS-W Enterprise MIBs in the following sections:
e MIBs
e SNMP

e Traps

MiIBs

A Management Information Base (MIB) is a virtual database that contains information that is used for
network management. Each managed device contains MIBs that define the properties of that device. A
separate MIB is provided for each defined property, such as the group of physical ports that are
assigned to a VLAN or the statistical data of packets that are transferred at a specific rate.

MIB objects, such as a MIB table or a specific element of data in a MIB table, are identified with Object
Identifiers (OIDs). The OIDs are designated by text strings and integer sequences.

For example, Alcatel-Lucent and 1.3.6.1.4.1.674 both represent the private enterprise node Aruba, as
shown in Figure 1 on page 20.

Alcatel-Lucent is the parent of most of the proprietary MIBs that are supported on Alcatel-Lucent
PowerConnect OAW WLAN Switches.

sysObjectlIDs for the Alcatel-Lucent OAW switches are allocated from the Alcatel-Lucent MIB tree.
Alcatel-Lucent (1.3.6.1.4.1.6486) is also the parent of the Alcatel-Lucent proprietary AMAP protocol
MIB (see Chapter 20, “AMAP Protocol” on page 559).

The numerical string lists the nodes of the enterprise MIB hierarchy, as shown in Table 3.

Table 3 MIB Node Identification - enterprise nodes

Integer String Name
1 1 (o8]
3 1.3 ORG
6 1.3.6 DOD
1 1.3.6.1 Internet
4 1.3.6.1.4 Private
1 1.3.6.1.4.1 Enterprise
6486 Alcatel-Lucent

1.3.6.1.4.1.6486

Figure 1 illustrates the high-level hierarchy of the MIBs. This document only covers the enterprise
MIBs, objects designed to specifically support Alcatel-Lucent devices. Standard MIBs are not covered.
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Figure 1 High Level MIB Hierarchy
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MIB is one of the elements of Simple Network Management Protocol (SNMP), which is used to manage
network devices. To deliver information between devices, every object referred to in an SNMP message
must be listed in the MIB. If a component of a device is not described in a MIB, that component cannot
be recognized by SNMP—there is no information for SNMP managers and SNMP agents to exchange.

The information provided by a MIB is a file that describes network elements with numerical strings.
This information is compiled into readable text by the SNMP manager. For information about reading
MIB text files, see Reading MIB Files on page 28.

Three significant elements of SNMP are Managers, Agents, and MIBs.

Managers (software application) are consoles that are used to communicate with and manage
devices that support SNMP Agents. Managers collect information by polling Agents. Managers can
also be used to send configuration updates or send controlling requests to actively manage a
network device.

Agents (software application) provide information from the network devices to the Managers.
Network devices include workstations, routers, microwave radios, and other network components.
Agents are embedded in the switch firmware, unlike some devices such as servers that require the
agent to be installed separately.
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e MIBs are used for communication between the Managers and the Agents. The OIDs of the MIBs
enable the Managers and Agents to communicate specific data requests and data returns.

e To ensure functionality with SNMP, MIB objects must be defined with the proper keywords, as
shown in Table 4.

AOS-W Enterprise MIBs support SNMPv1, SNMPv2, and SNMPv3.

Table 4 MIB Keywords

Sequence The sequence of objects of the MIB. This keyword is used mostly with entry MIB
objects to list the MIB objects that exchange information.

Syntax Textual conventions, such as Integer32.

Max-Access Defines the object accessibility:
read-only: can be retrieved but not modified
read-write: can be retrieved and modified
not-accessible: cannot be retrieved; it is for internal (device) use only

accessible-for-notify: can be retrieved when a trap message (notification) is
sent

Status Defines the status of the object:
current: up to date
deprecated. obsolete, and to be phased out in the future

Description A text string that describes the object.

History may be included in some MIB tables—it lists in which AOS-W release the MIB was updated

or otherwise changed.
NOTE

An event is a change on a network device, such as a change in value that crosses threshold. Some
events are categorized as alarms, other events only provide information. When an event occurs on a
network device, SNMP notifications are sent out as traps or information requests.

e Traps are unconfirmed notifications—the receiver does not acknowledge to the sender that the
information was received.

¢ Inform requests are confirmed notifications—the receiver acknowledges to the sender that the
information was received.

Following are descriptions of trap types.

e Discrete Alarm Inputs

These traps, also known as digital inputs or contact closures, are used for monitoring equipment
failures, intrusion alarms, beacons, and flood and fire detectors.

e Analog Alarm Inputs

Analog alarms measure characteristics that can affect equipment performance—variable levels of
voltage or current, temperature, humidity, and pressure.

e Ping Alarms

Ping alarms are used to ping network devices at regular intervals. If a device fails to respond, an
alarm (SNMP trap) will be sent.

e Control Relays
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Relay outputs enable operating remote site equipment.
e Terminal Server Function

The terminal server function enables connection to remote-site serial devices. For example, device
connection to serial ports enables telnet access via LAN.

AOS-W traps are described in the following chapter and sections.
e Traps on page 325

e wlsrTrapObjectsGroup on page 87

e wlsrTrapsGroup on page 91

e wlsxSwitchTraps Group on page 265

e Switch Traps—Notifications on page 270

e Platform Traps on page 274

e [Pv6 Authentication Traps on page 279

Alcatel-Lucent AMAP/GMAP are described in the following sections:
e aipAMAPTraps-0 on page 570

e aipGMAPTraps-0 on page 571
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Chapter 2

Using MIBs

This chapter provides information on and examples of using MIBs.
e Downloading MIB Files

e Monitoring WLAN Health

e Reading MIB Files

e SNMP File

e HP OpenView

e MIB Limitations

Downloading MIB Files
The most recent Alcatel-Lucent MIB files are available for registered customers at:
https://service.esd.alcatel-lucent.com

For assistance to set up an account and access files, please contact customer service. See Contacting
Aruba Networks on page 54.

Monitoring WLAN Health

This section lists SNMP MIBs that are frequently used to run health checks on Alcatel-Lucent devices,
which can be performed through a MIB browser application. To retrieve information from a MIB, the
following information is required:

e SNMP version

e SNMP community name—public or private

e The IP Address of the Alcatel-Lucent WLAN Switch
e The OID of the MIB value you want to monitor

In addition, MIB files can be placed in the appropriate disk location to assist the user in locating desired
OID values for monitoring. If MIB files need to be acquired, see Downloading MIB Files, above.

It is assumed that the workstation is connected to the Alcatel-Lucent switch and that a MIB browser is
available. For most applications, the root of the MIB must be included in the OID—the OID begins with
a decimal point as shown below.

.1.3.6.1.4.1.674.2.2.1.1.2.1

MIB Browsers

If using an application that is run through CLI (a ¢cmd window), the command would resemble the
following:

snmpget -v 2c -c <community name> <switch IP address><MIB OID>

Figure 2 shows an example of submitting a command to obtain information.
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Figure 2 CL/ Interface

sbhinssnmpget —wvw Zde —c public 1H.188.181.5% .

SWITCH-MIB: :wlsxHostHame GLOBALS :

Figure 3 shows how information may be obtained through a graphical user interface ( GUI). The user
interface and the available features vary by application.

Figure 3 Graphical User Interface
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WLAN Health Information

This sections lists frequently used MIBs for system health checks. Examples of executing a command
via CLI are also provided. Health check information can be acquired through other MIB browsers, as
described in MIB Browsers on page 23

e Number of Current Authentications per AP e Frame Retry Rate per AP Channel

e Number of Current APs per Switch e Frame Low-Speed Rate per AP Channel

e Number of Down APs per Switch e Frame Receive Errors per AP Channel

e Number of Successful 802.1x Authentications e Total Current Channel Bandwidth (kbps) per AP

e Number of Rogue APs per Switch—Count per e Tx Packets per AP BSSID (32-bit counter)
Building

e Number of Interfering APs per Switch e Tx Bytes per AP BSSID (32-bit counter)

e Noise Level per AP e Rx Packets per AP BSSID (32-bit counter)

| Using MIBs

| Reference Guide



e AP Information from Master Switch e Rx Bytes per AP BSSID (32-bit counter)

e Information from Any AP e Total Bandwidth per AP BSSID (kbps)
e Frame Retry Rate per AP BSSID e Free Memory

e Frame Low-Speed Rate per AP BSSID e SNR of Wireless Devices per AP

e Frame Receive Error Rate per AP BSSID e SNR of APs

Number of Current Authentications per AP

wlsxSwitchUserTable .1.3.6.1.4.1.14823.2.2.1.1.21

snmpwalk -v 2c -m ALL -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.2.1 | grep -c <AP Location ID x.y.z>

Number of Current APs per Switch
wisxSwitchTotalNumAccessPoints .1.3.6.1.4.1.14823.2.2.1.1.3.1

snmpget -v 2c -m ALL -c <community name> <Local switch IP>
21.3.6.1.4.1.14823.2.2.1.1.3.1

Number of Down APs per Switch
globalAPState .1.3.6.1.4.1.14823.2.2.1.1.3.4.1.6

snmpwalk -v 2c -m ALL -c <community name> <Master switch IP addr>
1.3.6.1.4.1.14823.2.2.1.1.3.4.1.6 | grep -c "INTEGER: 2"

Number of Successful 802.1x Authentications
wlisxSwitchUserTable .1.3.6.1.4.1.14823.2.2.1.1.2.1

To list the current dotlx users, enter:

snmpwalk -v 2c -m ALL -c <community name> <switch IP addr>
-1.3.6.1.4.1.14823.2.2.1.1.2.1 | grep -c "<dotlx>"

Number of Rogue APs per Switch—Count per Building
wisrAmRAPType .1.3.6.1.4.1.14823.2.3.1.1.4.1.1.6

snmpwalk -v 2c -m ALL -c <community name> <AP IP addr>
.1.3.6.1.4.1.14823.2.3.1.1.4.1.1.6 | grep -c "unsecure"

Number of Interfering APs per Switch
wisrAmRAPType .1.3.6.1.4.1.14823.2.3.1.1.4.1.1.6

snmpwalk -v 2c -m ALL -c <community name> <AP IP addr>
-1.3.6.1.4.1.14823.2.3.1.1.4.1.1.6 | grep -c "interfering”
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Noise Level per AP
apChannelNoise .1.3.6.1.4.1.14823.2.2.1.1.3.3.1.13

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.3.1.13 | grep '<ap bssid in decimal format>"

AP Information from Master Switch
wisxSwitchGlobalAPTable .1.3.6.1.4.1.14823.2.2.1.1.3.4

The following command retrieves the BSSIDs and local switch IP of each AP.

snmpwalk -v 2c -m ALL -c <community name> <Master switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.3.4

Information from Any AP
wlisrConfigTable .1.3.6.1.4.1.14823.2.3.1.1.1.1

The following information can be retrieved from an AP:

Current configuration of SSID, Mode, Current Channel, Tx-Power, RTS Threshold, Retry Limit,
Preamble, Beacon Interval, Power Mgmt, Load Balance, Supported Rates, DTIM Period, LMS
Address, Encryption, Status, Ageout, MTU, Location, Hide SSID, Deny Broadcast, BG mode, Radio
Chipset, Regulatory Domain, Country Code, and Tx Rates.

snmpwalk -v 2c -m ALL -c <community name> <AP IP addr>
.1.3.6.1.4.1.14823.2.3.1.1.1.1

Frame Retry Rate per AP BSSID
apBSSFrameRetryRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.13

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.13 | grep "<ap bssid in decimal format>"

Frame Low-Speed Rate per AP BSSID
apBSSFramelLowSpeedRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.14

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.14 | grep "<ap bssid in decimal format>"

Frame Receive Error Rate per AP BSSID
apBSSFrameReceiveErrorRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.17

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.17 | grep "<ap bssid in decimal format>"
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Frame Retry Rate per AP Channel

apChannelFrameRetryRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.3

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.3 | grep "<ap bssid in decimal format>"

Frame Low-Speed Rate per AP Channel

apChannelFrameLowSpeedRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.4

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.4 | grep "<ap bssid in decimal format>"

Frame Receive Errors per AP Channel

This information is available from any Alcatel-Lucent switch.
apChannelFrameReceiveErrorRate .1.83.6.1.4.1.14823.2.2.1.1.3.5.1.7

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.7 | grep "<ap bssid in decimal format>"

Total Current Channel Bandwidth (kbps) per AP
apChannelBwRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.2

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.2 | grep "<ap bssid in decimal format>"

Tx Packets per AP BSSID (32-bit counter)
apBSSTxPackets .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.8

snmpwalk -v 2c -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.3.5.1.8 | grep "<ap bssid in decimal format>"

Tx Bytes per AP BSSID (32-bit counter)
apBSSTxBytes .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.9

snmpwalk -v 2c -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.3.5.1.9 | grep "<ap bssid in decimal format>"

Rx Packets per AP BSSID (32-bit counter)

apBSSRxPackets .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.10

snmpwalk -v 2c -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.3.5.1.10 | grep "<ap bssid in decimal format>"
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Rx Bytes per AP BSSID (32-bit counter)

apBSSRxBytes .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.11

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.11 | grep '<ap bssid in decimal format>"

Total Bandwidth per AP BSSID (kbps)

apBSSBwRate .1.3.6.1.4.1.14823.2.2.1.1.3.5.1.12

snmpwalk -v 2c -c <community name> <switch IP addr>
21.3.6.1.4.1.14823.2.2.1.1.3.5.1.12 | grep "<ap bssid in decimal format>

Free Memory

sysXMemoryFree .1.3.6.1.4.1.14823.2.2.1.1.1.11.1.4

snmpget -v 2c -m ALL -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.1.11.1.4.1

SNR of Wireless Devices per AP

staSignalToNoiseRatio .1.3.6.1.4.1.14823.2.2.1.1.2.21.7

snmpwalk -v 2c -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.2.2.1.7 | grep "<ap bssid in decimal format>"

SNR of APs

apSignalToNoiseRatio .1.3.6.1.4.1.14823.2.2.1.1.3.3.1.14

snmpwalk -v 2c -c <community name> <switch IP addr>
.1.3.6.1.4.1.14823.2.2.1.1.3.3.1.14 | grep "<ap bssid in decimal format>"

This section describes how to interpret the basic components of a MIB file. To determine the OIDs,
viewing the file snmp.h may be necessary, which is described in SNMP File on page 32. For additional
information about MIB files, see MIBs on page 19. For a listing of SNMP MIB OIDs, see Chapter 21,
“SNMP MIBs Reference” on page 573.

MIB files describe a specific component of a network device. The files are numerical strings that are
converted to ASCII text by the compiler of the SNMP manager. A word processor or text editor can be
used to open the ASCII file. The contents of an example AOS-W enterprise MIB file, aruba-cts.my, are
described below.

Opening Line
Following is the opening line, the beginning of the MIB file.
WLSX-CTS-MIB DEFINITIONS ::= BEGIN
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Imports

The Imports section lists the objects that are defined in external ASN.1 files and are used in the current
MIB file.

IMPORTS
TEXTUAL-CONVENTION,
MODULE-IDENTITY,
OBJECT-TYPE,
snmpModules,
Integer32,
Unsigned32,
Counter32,
IpAddress,
NOTIFICATION-TYPE
FROM SNMPv2-SMI

TDomain,
DisplayString,
PhysAddress,
TAddress,
Timelnterval,
RowStatus,
StorageType,
TestAndIncr,
MacAddress,
TruthValue
FROM SNMPv2-TC

OBJECT-GROUP
FROM SNMPv2-CONF

Inheritance
This section shows the vendor of the MIB and the inheritance, and provides an overall description.
A significant part of inheritance is the OID. The entire OID is not listed for each MIB object—instead,

the parent of the object is shown. The tree for the CTS MIB is illustrated in Figure 4 on page 32. The OID
can be determined from the parent object as follows.

wlsxEnterpriseMibModules is the parent object of the CTS MIB—its OID is
1.3.6.1.4.1.14823.2.2.1.

wlsxCtsMIB MODULE-IDENTITY shows wlsxEnterpriseMibModules 11, which indicates 11 is
appended to the OID of wlsxEnterpriseMibModules. The resultant OID is
1.3.6.1.4.1.14823.2.2.1.11.

wlsxCtsOpGroup OBJECT IDENTIFIER ::= { wlsxCtsMIB 1 7} indicates the OID is
1.3.6.1.4.1.14823.2.2.1.11.1.

wlsxCtsRequestTable OBJECT-TYPE shows wlsxCtsOpGroup 1, which indicates the OID is
1.3.6.1.4.1.14823.2.2.1.11.1.1.

All MIBs and their related OIDs are listed in the snmp file of AOS-W. For more information, see SNMP
File on page 32.

wlsxEnterpriseMibModules
FROM ARUBA-MIB;
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Identity

Identity is the opening description of the MIB. The information includes contact information for the
vendor and a general description of the MIB.

wlsxCtsMIB MODULE-IDENTITY
LAST-UPDATED ''0609240301Z"
ORGANIZATION "Aruba Wireless Networks"
CONTACT-INFO

"Postal: 1322 Crossman Avenue
Sunnyvale, CA 94089
E-mail: dl-support@arubanetworks.com
Phone: +1 408 227 4500"
DESCRIPTION

"This MIB module defines MIB objects which provide
information about the Controller Transport Service (Cts) in the
Alcatel-Lucent controller.”
REVISION ''06092403012Z2"
DESCRIPTION
"The initial revision."
2= { wlsxEnterpriseMibModules 11 }

MIB Modules

MIB objects can be placed in logical groups, Group and Table. One MIB file can consist of multiple
groups. A group typically contains at least one table. The table lists the MIB objects that contain the
information that is exchanged.

The first object of a table is an Entry. The keyword SEQUENCE lists the objects of the table that contain
device information. Each subsequent object (Informative MIB Objects) inherits the OID of the Entry,
and contains information sorted by keywords: Syntax, Access, Status, Description. For details about
keywords, see MIBs on page 19.

The OID of the Entry is wlsxCtsRequestEntry is wlsxCtsRequestTable 1, which represents
1.3.6.1.4.1.14823.2.2.1.11.1.1.1. The OIDs of the subsequent objects of this table are appended
increments of the Entry OID. For example, the OID of wlsxCtslIndex is wlsxCtsRequestEntry 1,
which represents 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.1.

Group
wlsxCtsOpGroup OBJECT IDENTIFIER ::= { wlsxCtsMIB 1 }

Table

wlsxCtsRequestTable OBJECT-TYPE
SYNTAXSEQUENCE OF WIsxCtsRequestEntry
MAX-ACCESSnot-accessible
STATUScurrent

DESCRIPTION

:= { wlsxCtsOpGroup 1 }

Entry

wlsxCtsRequestEntry OBJECT-TYPE
SYNTAX WIsxCtsRequestEntry
MAX-ACCESS not-accessible
STATUScurrent
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DESCRIPTION
INDEX { wlsxCtslndex }
:= { wlsxCtsRequestTable 1 }

WIsxCtsRequestEntry ::=
SEQUENCE

{

wlsxCtslIndexInteger32,
wlsxCtsOpcodeDisplayString,
wlsxCtsCookieDisplayString,
wlsxCtsURLDisplayString,
wlsxCtsFlagsBITS,
wlsxCtsStatusRowStatus

}

Informative MIB Objects

wlsxCtslIndex OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS not-accessible
STATUScurrent

DESCRIPTION

CTS transport index

0 - Config Sync

1 - Counters Sync

2 - RF Plan Sync

:= { wlsxCtsRequestEntry 1 }

wlsxCtsOpcode OBJECT-TYPE
SYNTAX DisplayString
MAX-ACCESS read-write
STATUScurrent

DESCRIPTION

CTS operation opcode

::= { wlsxCtsRequestEntry 2 }

wlsxCtsStatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-write
STATUScurrent

DESCRIPTION

CTS row status

::= { wlsxCtsRequestEntry 6 }

Closing Line
Following is the closing line—the end of the MIBs file.
END
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OID Flow Chart

Figure 4 illustrates the tree of the CTS MIB, relative to the Alcatel-Lucent MIB.

Figure 4 CTS OIDs Relative to Alcatel-Lucent

( Aruba

) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB I\/Iodules) 1.3.6.1.4.1.14823.2

( Switch

) 1.3.6.1.4.1.14823.2.2

( wisx MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

( wisx CTS

) 1.3.6.1.4.1.14823.2.2.1.11

( wisx CTS Op Group ) 1.3.6.1.4.1.14823.2.2.1.11.1

( wisx CTS Request Table ) 1.3.6.1.4.1.14823.2.2.1.11.1.1

The snmp.h file lists the OIDs of all MIBs. Following are sections from snmp.h that show the complete
OID of each of the Controller Transport Service (CTS) MIB elements. The list starts from the ancestral

parent iso.

The SNMP file with all Alcatel-Lucent MIBs is listed in Chapter 21, “SNMP MIBs Reference” on

page 573.

All AOS-W MIBs inherit their OIDs from the Alcatel-Lucent MIB node. The following rows list the MIBs that

precede CTS, starting from iso.

{ "iso", HASHNEXT('1'") 3},

{ "org"”, HASHNEXT("'1.3™) },

{ "dod", HASHNEXT("'1.3.6") },

{ "internet”, HASHNEXT("'1.3.6.1") },

{ "private”, HASHNEXT("'1.3.6.1.4") },

{ "enterprises", HASHNEXT(*'1.3.6.1.4.1") },

{ "aruba”, HASHNEXT("'1.3.6.1.4.1.14823™) },
{""arubaEnterpriseMibModules", HASHNEXT(*'1.3.6.1.4.1.14823.2") },

{ "switch", HASHNEXT("'1.3.6.1.4.1.14823.2.2") },

{ "wlsxEnterpriseMibModules™, HASHNEXT(*'1.3.6.1.4.1.14823.2.2.1") },
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The following rows list the CTS MIB OIDs.

{ "wlsxCtsMIB", HASHNEXT(*'1.3.6.1.4.1.14823.2.2.1.11") },

{ "wlsxCtsOpGroup", HASHNEXT("'1.3.6.1.4.1.14823.2.2.1.11.1") },

{ "wlsxCtsRequestTable", HASHNEXT("'1.3.6.1.4.1.14823.2.2.1.11.1.1") },

{ "wlsxCtsRequestEntry", HASHNEXT("'1.3.6.1.4.1.14823.2.2.1.11.1.1.1") },
{ "wlsxCtslIndex", HASHNEXT(""1.3.6.1.4.1.14823.2.2.1.11.1.1.1.1")},
{ "wlsxCtsOpcode", HASHNEXT(*'1.3.6.1.4.1.14823.2.2.1.11.1.1.1.2")},
{ "wlsxCtsCookie", HASHNEXT("'1.3.6.1.4.1.14823.2.2.1.11.1.1.1.3")},
{ "wlsxCtsURL", HASHNEXT("'1.3.6.1.4.1.14823.2.2.1.11.1.1.1.4")},
{ "wisxCtsFlags", HASHNEXT("'1.3.6.1.4.1.14823.2.2.1.11.1.1.1.5")},
{ "wlsxCtsStatus", HASHNEXT(""'1.3.6.1.4.1.14823.2.2.1.11.1.1.1.6")},
HP OpenView

To install the Alcatel-Lucent module for HP OpenView, log in as the root user and execute the following
script:

# $OV_CONTRIB/NNM/Alcatel-Lucent/install

MIB Limitations

Following are the known limitations and constraints of AOS-W MIBs.

Table 5 Limitations and Constraints

Switch wlsxSwitchListTable Information can only be queried from the master switch—only the
table of the master switch is populated. If a local switch is queried,
an empty table will be returned.

Switch wisxSwitchGlobalAPTable  Information can only be queried from the master switch—only the
table of the master switch is populated. If a local switch is queried,
an empty table will be returned.

Textual All objects Textual conventions objects do not include object identification
Conventions (OID).
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Chapter 3

AP and AM

All MIB tables and MIB OIDs in this chapter were deprecated in AOS-W 3.0 and are no longer

NOT & supported.

The AP and AM module provides information about access points and air monitors. The access point
(AP) is a device or an application that connects the wireless client to a local area network (LAN). APs
continually poll the network and report information to the switches. This feature can be used to
enhance the security of wireless communication and to extend the range of a wireless user by
connecting to a wireless device through a wired LAN.

The Alcatel-Lucent AP can also function as an air monitor (AM), which scans the RF spectrum, and can
be used to enhance the performance of the AP.

Figure 5 shows the architecture of the AP AM MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The AP and AM MIBs are listed in the file aruba-ap.my.
For information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.
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Figure 5 Access Point Air Module Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

( Aruba Ap ) 1.3.6.1.4.1.14823.2.3

( wisr Enterprise Mib Modules ) 1.3.6.1.4.1.14823.2.3.1

( wisr MIB ) 1.3.6.1.4.1.14823.2.3.1.1
wisr Traps Group ) 1.3.6.1.4.1.14823.2.3.1.1.100
wisr Trap Objects Group ) 1.3.6.1.4.1.14823.2.3.1.1.100.100
wisr Config Group ) 1.3.6.1.4.1.14823.2.3.1.1.1
wisr Config Table ) 13.6.1.4.1.14823.2.3.1.1.1.1
wisr Stats Group ) 1.3.6.1.4.1.14823.2.3.1.1.3
—(wisr Stats Channel Group ) 1.3.6.1.4.1.14823.2.3.1.1.3.3
—(Wisr Stats Ch Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.3.1
—(wisr Ch Rate Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.3.2
—(wisr Ch DA Type Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.3.3
—(Wisr Channel Frame Type Stats TabIe) 1.3.6.1.4.1.14823.2.3.1.1.3.3.4

—(wisr Channel Pkt Size Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.3.5

—(wisr Stats Sta Group ) 1.3.6.1.4.1.14823.2.3.1.1.3.4
—(Wierta Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.4.1
—(wisr Ch Rate Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.4.2
—(wierta Rate Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.4.3
—(wisr Sta Frame Type Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.4.4

—(wisr Sta Pkt Size Stats Table ) 1.3.6.1.4.1.14823.2.3.1.1.3.4.5

‘(wisr Air Monitor Group ) 1.3.6.1.4.1.14823.2.3.1.1.4

wisr Air Monitor Ap List Group ) 1.3.6.1.4.1.14823.2.3.1.1.4.1
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wisrEnterpriseMibModules

The AP MIB contains several tables, which are listed and summarized in Table 6. The objects of each
table are described in the following sections.

Table 6 AP Tables

Table Description

wisrConfigTable This table lists the configuration data of an access point. Each row in
the table represents a WiFi interface.

wlisrChannelStatsTable This table lists channel statistics.

wlisrChannelRateStatsTable This table lists channel statistics that are sorted per data rate.

wlsrChannelDATypeStatsTable This table lists channel packet and byte counts per channel, which
are sorted by destination address.

wlisrChannelPkiSizeStatsTable This table lists channel statistics that are sorted by packet size.

wlisrStaStatsTable This table lists statistics that are sorted by station.

wlisrStaRateStatsTable This table lists station statistics that are sorted by data rates.

wlsrStaDATypeStatsTable This table lists station statistics that are sorted by the destination
address.

wlisrStaFrameTypeStatsTable This table lists station statistics that are sorted by the subtype of the
packet.

wlisrStaPkiSizeStatsTable This table lists station statistics of received or transmitted packets

that are sorted by packet size.

wisrAirMonitorApListTable On an air monitor, this table contains all the access points the air
monitor is monitoring. On an access point, this table contains itself.

wlisrConfigTable

The wlsr Configuration Table contains the configuration data of an access point. Each object in the
table represents a WiFi interface.

Table 7 wisrConfigTable OIDs

Object Object ID

wisrConfigEntry 1.3.6.1.4.1.14823.2.3.1.1.1.1.1 wisrConfigTable 1
wisrBSSID 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.1 wisrConfigEntry 1
wisrESSID 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.2 wisrConfigEntry 2
wlisrMode 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.3 wlisrConfigEntry 3
wlsrCurrentChannel 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.4 wlisrConfigEntry 4
wlisrTxPower 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.5 wlisrConfigEntry 5
wisrRTSThreshold 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.6 wisrConfigEntry 6
wisrRetryLimit 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.7 wisrConfigEntry 7
wisrPreamble 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.8 wisrConfigEntry 8
wlisrBeaconlnterval 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.9 wlisrConfigEntry 9
wlisrPowerMgmt 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.10 wlisrConfigEntry 10
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Table 7 wisrConfigTable OIDs (Continued)

Object Object ID

wlisrLoadBalance 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.11 wisrConfigEntry 11
wlisrSupportedRates 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.12 wisrConfigEntry 12
wisrDTIMPeriod 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.13 wlsrConfigEntry 13
wlisrLMSAddress 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.14 wisrConfigEntry 14
wlisrEncryption 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.15 wlisrConfigEntry 15
wlsrStatus 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.17 wisrConfigEntry 17
wlisrAgeout 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.18 wisrConfigEntry 18
wisrMTU 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.19 wisrConfigEntry 19
wisrLocation 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.20 wlsrConfigEntry 20
wisrHideSSID 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.21 wisrConfigEntry 21
wlisrDenyBroadcast 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.22 wlisrConfigEntry 22
wisrBGmode 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.23 wisrConfigEntry 23
wlisrCardType 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.24 wisrConfigEntry 24
wlisrRegDomain 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.25 wisrConfigEntry 25
wisrCountryCode 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.26 wisrConfigEntry 26
wisrTxRates 1.3.6.1.4.1.14823.2.3.1.1.1.1.1.27 wisrConfigEntry 27
wlisrConfigEntry
Syntax wisrConfigEntry
Max-Access not-accessible
Status deprecated
Description A WiFi configuration entry.
Index { wisrBSSID }
wisrBSSID
Syntax MacAddress
Max-Access not-accessible
Status deprecated
Description BSSID of the WiFi Interface.
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wlisrESSID

Syntax
Max-Access
Status

Description

wlisrMode

Syntax

Max-Access
Status

Description

DisplayString (Size(0..64))
read-only
deprecated

ESSID of the WiFi Interface.

Integer
master(1)
adhoc(2)
monitor(3)

read-only
deprecated

Mode of the access point.
Master indicates that we are operating as access point.
Monitor indicates that the access point is an air monitor.

wlsrCurrentChannel

Syntax
Max-Access
Status

Description

wisrTxPower

Syntax
Max-Access
Status

Description

| Reference Guide

Integer (1..165)
read-only
deprecated

The current operating frequency channel of the DSSS PHY.

Integer32
read-only

deprecated

Transmit power of the access point. The value is between 0 ...
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wlisrRTSThreshold

Syntax
Max-Access
Status

Description

wisrRetryLimit

Syntax
Max-Access
Status

Description

wlisrPreamble

Syntax
Max-Access
Status

Description

wlisrBeaconlinterval

Syntax
Max-Access
Status

Description

wisrPowerMgmt

Syntax

Max-Access
Status

Description

| AP and AM

Integer (0..2347)
read-only
deprecated

This attribute shall indicate the number of octets in an MPDU, below which an RTS/
CTS handshake shall not be performed.

Integer (1..255)

read-only

deprecated

This attribute shall indicate the maximum number of transmission attempts of a
frame, the length of which is less than or equal to dot11RTSThreshold, that shall be

made before a failure condition is indicated. The default value of this attribute shall
be 7.

Integer {short(1),long(2)
read-only
deprecated

The current radio preamble type in use by the WiFi interface.

Integer (1..65535)

read-only

deprecated

This object specifies the number of transmission units that a station uses for

scheduling beacon transmissions. This value is transmitted in beacon and probe
response frames.

Integer
enable(1)
disable(2)

read-only
deprecated

This attribute indicates whether power management is enabled or not.
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wisrLoadBalance

Syntax

Max-Access
Status

Description

Integer
enable(1)
disable(2)

read-only
deprecated

This attribute indicates if load balancing is enabled or disabled.

wlisrSupportedRates

Syntax

Max-Access
Status

Description

wlisrDTIMPeriod

Syntax
Max-Access
Status

Description

| Reference Guide

Bits
unused0(0)
unusedi(1)
unused2(2)
unused3(3)
rate54Mbps(4)
rate48Mbps(5)
rate36Mbps(6)
rate24Mbps(7)
rate18Mbps(8)
rate12Mbps(9)
rate9Mbps(10)
rate6Mbps(11)
rate11Mbps(12)
rate5Mbps(13)
rate2Mbps(14
rate1Mbps(15)

read-only
deprecated

Basic bit rates supported by this WiFi interface.

Integer (1..255)

read-only

deprecated

This attribute shall specify the number of beacon intervals that shall elapse between

transmission of beacon frames containing a TIM element—the DTIM count field is
0. This value is transmitted in the DTIM Period field of beacon frames.
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wisrLMSAddress

Syntax
Max-Access
Status

Description

wisrEncryption

Syntax

Max-Access
Status

Description

wlsrStatus

Syntax
Max-Access
Status

Description

wisrAgeout

Syntax
Max-Access
Status

Description

IpAddress
read-only

deprecated

The IP Address of the local switch that the access point is connected to.

Bits
unused0(0)
unusedi(1)
unused2(2)
unused3(3)
unused4(4)
unused5(5)
unused6(6)

xSec(7)

wpa2PreAuth(8)
aes8021x(9)
aesPSK(10)
dynamicTkip(11)
staticTkip(12)
dynamicWep(13)
staticWep(14)
disabled(15)

read-only

deprecated

The encryption type of the WiFi interface.

TruthValue
read-only
deprecated

The status of the WiFi Interface.

Integer32
read-only
deprecated

The age-out value in seconds.
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wisrMTU

Syntax
Max-Access
Status

Description

wisrLocation

Syntax
Max-Access
Status

Description

wlsrHideSSID

Syntax
Max-Access
Status

Description

Integer (0..2347)
read-only
deprecated

The MTU of the WiFi Interface.

DisplayString (Size(0..32))
read-only

deprecated

The location of the access point in Building.Floor.location format.

TruthValue
read-only
deprecated

This attribute indicates if SSID is hidden or not.

wisrDenyBroadcast

Syntax
Max-Access
Status

Description

wisrBGmode

Syntax

Max-Access
Status

Description
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TruthValue
read-only
deprecated

A True value indicates that Broadcast is disabled.

Integer
bgMixed(1)
bOnly(2)
gOnly(3)

read-only

deprecated

This attribute indicates the mode of the WiFi Interface.

AP and AM |



wisrCardType

Syntax

Max-Access
Status

Description

wisrRegDomain

Syntax
Max-Access
Status

Description

Integer
noCard(1)
intersil(2)
atherosA(3)
atherosBG(4)
atherosABG(5)
ar5212A(10)
ar5212BG(11)
ar5212ABG(12)

read-only

deprecated

Indicates the type of the radio card.

Integer32
read-only

deprecated

This object represents the configured regulatory domain of which country this AP

will adhere to. See Table 8.

Table 8 Regulatory Domain

K
1 us 10

Japan
Eu
Eu2
Eu3

Korea

N o oA WwN

China

France

© o

Singapore

11
12
13
14
15
16
17
18

Malaysia

Brazil

Taiwan

Czech Republic
GR

South Africa
Argentina
Australia

Chile
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wlisrCountryCode

Syntax DisplayString (Size(0..64))
Max-Access read-only
Status deprecated

Description This object represents the configured country code.

wisrTxRates

Syntax Bits
{unused0(0)
unusedi(1)
unused2(2)
unused3(3)
rate54Mbps(4)
rate48Mbps(5)
rate36Mbps(6)
rate24Mbps(7)
rate18Mbps(8)
rate12Mbps(9)
rate9Mbps(10)
rate6Mbps(11)
rate11Mbps(12)
rate5Mbps(13)
rate2Mbps(14)
rate1Mbps(15)

Max-Access read-only
Status deprecated

Description Transmit Bit rates supported by this WiFi interface.
NOTE:

wisrChannelStatsTable

The objects of the wlsr Channel Statistics table provide aggregated channel statistics.

Table 9 wlsrChannelStatsTable OIDs

wlisrChannelStatsEntry 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1 wisrChannelStatsTable 1
wlisrChStatsChannel 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.1 wlisrChannelStatsEntry 1
wlsrChStatsNumAPs 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.2 wisrChannelStatsEntry 2
wlsrChStatsNumStations 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.3 wlisrChannelStatsEntry 3
wlisrChStatsTotPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.4 wisrChannelStatsEntry 4
wlisrChStatsTotBytes 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.5 wisrChannelStatsEntry 5
wisrChStatsTotRetryPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.6 wisrChannelStatsEntry 6
wlisrChStatsTotFragmentedPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.7 wisrChannelStatsEntry 7
wisrChStatsTotPhyErrPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.8 wisrChannelStatsEntry 8
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Table 9 wisrChannelStatsTable OIDs (Continued)

wisrChStatsTotMacErrPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.9

wlisrChStatsFrameErrorRate 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.10
wisrChStatsFrameRetryRate 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.11
wlisrChStatsFrameLowSpeedRate 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.12

wlsrChStatsFrameNonUnicastRate 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.13
wlsrChStatsFrameBandwidthRate 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.14
wlsrChStatsFrameFragmentationRate  1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.15

wlsrChannelStatsEntry 9

wisrChannelStatsEntry 10
wisrChannelStatsEntry 11
wisrChannelStatsEntry 12
wlisrChannelStatsEntry 13
wlsrChannelStatsEntry 14
wisrChannelStatsEntry 15

wlisrChStatsMonitoredTime 1.3.6.1.4.1.14823.2.3.1.1.3.3.1.1.16 wisrChannelStatsEntry 16
wisrChannelStatsEntry

Syntax wlsrChannelStatsEntry

Max-Access not-accessible

Status deprecated

Description Channel Statistics Table

Index { wisrChStatsChannel }
wlisrChStatsChannel

Syntax Integer (1..165)

Max-Access not-accessible

Status deprecated

Description The frequency channel on which these statistics are collected.
wlisrChStatsNumAPs

Syntax Integer32

Max-Access read-only

Status deprecated

Description The number of APs using this channel.
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wisrChStatsNumsStations

Syntax Integer32

Max-Access read-only

Status deprecated

Description The number of stations using this channel.
wlisrChStatsTotPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total packets observed on this channel.
wlisrChStatsTotBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total bytes observed on this channel.

wisrChStatsTotRetryPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total retry packets observed on this channel.

wlisrChStatsTotFragmentedPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total fragmented packets observed on this channel.
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wlisrChStatsTotPhyErrPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total physical error packets observed on this channel.

wisrChStatsTotMacErrPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total MAC errors packets observed on this channel.

wisrChStatsFrameErrorRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Frame errors as a percentage of total frames on this channel.

wisrChStatsFrameRetryRate

Syntax Integer32
Max-Access read-only

Status deprecated
Description The frame retry rate

wlisrChStatsFramelLowSpeedRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description The frame low speed error rate in kbps.
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wlisrChStatsFrameNonUnicastRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Frame non-unicast rate in kbps.

wisrChStatsFrameBandwidthRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Frame bandwidth rate in kbps.

wlisrChStatsFrameFragmentationRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Frame fragmentation rate in kbps.

wlisrChStatsMonitoredTime

Syntax TimeTicks

Max-Access read-only

Status deprecated

Description Time in ticks, since we have been observing this channel.

wisrChannelRateStatsTable

The objects of the wisr Channel Rates Statistics table provide statistical information of packet and byte
counts. The information is sorted by data rates.

Table 10 wisrChannelRateStatsTable OIDs

wlsrChannelRateStatsEntry 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1 wlisrChannelRateStatsTable 1
wlisrChStatsTotPktsAt1Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1.1 wisrChannelRateStatsEntry 1
wlisrChStatsTotBytesAt1Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1.2 wlisrChannelRateStatsEntry 2

wlsrChStatsTotPktsAt2Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1.3 wisrChannelRateStatsEntry 3
wlisrChStatsTotBytesAt2Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1.4 wlisrChannelRateStatsEntry 4
wlisrChStatsTotPktsAt5SMbps 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1.5 wisrChannelRateStatsEntry 5
wlisrChStatsTotBytesAt5Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.3.2.1.6 wlisrChannelRateStatsEntry 6
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Table 10 wisrChannelRateStatsTable OIDs (Continued)

wlsrChStatsTotPktsAt11Mbps
wlsrChStatsTotBytesAt11Mbps
wlsrChStatsTotPktsAt6Mbps
wlisrChStatsTotBytesAt6Mbps
wlsrChStatsTotPktsAt12Mbps
wlisrChStatsTotBytesAt12Mbps
wlsrChStatsTotPktsAt18Mbps
wlsrChStatsTotBytesAt18Mbps
wlsrChStatsTotPktsAt24Mbps
wlisrChStatsTotBytesAt24Mbps
wlsrChStatsTotPktsAt36Mbps
wlsrChStatsTotBytesAt36Mbps
wlsrChStatsTotPktsAt48Mbps
wlsrChStatsTotBytesAt48Mbps
wlsrChStatsTotPktsAt54Mbps

wlisrChStatsTotBytesAt54Mbps

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

wisrChannelRateStatsEntry

Syntax
Max-Access
Status
Description

Index

not-accessible

deprecated

14823.2.3.1.1.3.3.2.1.7

14823.2.3.1.1.3.3.2.1.8

14823.2.3.1.1.3.3.2.1.9

14823.2.3.1.1.3.3.2.1.10
14823.2.3.1.1.3.3.2.1.11
14823.2.3.1.1.3.3.2.1.12
14823.2.3.1.1.3.3.2.1.13
14823.2.3.1.1.3.3.2.1.14
14823.2.3.1.1.3.3.2.1.15
14823.2.3.1.1.3.3.2.1.16
14823.2.3.1.1.3.3.2.1.17
14823.2.3.1.1.3.3.2.1.18
14823.2.3.1.1.3.3.2.1.19
14823.2.3.1.1.3.3.2.1.20
14823.2.3.1.1.3.3.2.1.21
14823.2.3.1.1.3.3.2.1.22

wisrChannelRateStatsEntry

Channel rate statistics.

{ wisrChStatsChannel}

wlisrChannelRateStatsEntry 7

wisrChannelRateStatsEntry 8

wlisrChannelRateStatsEntry 9

wlisrChannelRateStatsEntry 10
wisrChannelRateStatsEntry 11
wlisrChannelRateStatsEntry 12
wisrChannelRateStatsEntry 13
wisrChannelRateStatsEntry 14
wlisrChannelRateStatsEntry 15
wlisrChannelRateStatsEntry 16
wisrChannelRateStatsEntry 17
wlisrChannelRateStatsEntry 18
wisrChannelRateStatsEntry 19
wisrChannelRateStatsEntry 20
wisrChannelRateStatsEntry 21

wlisrChannelRateStatsEntry 22
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wisrChStatsTotPktsAt1Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 1 Mbps rate.

wlisrChStatsTotBytesAt1Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 1 Mbps rate.

wisrChStatsTotPktsAt2Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 2 Mbps rate.

wlisrChStatsTotBytesAt2Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 2 Mbps rate.

wlisrChStatsTotPktsAt5Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 5 Mbps rate.
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wlisrChStatsTotBytesAt5Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 5 Mbps rate.

wlisrChStatsTotPktsAt11Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 11 Mbps rate.

wlisrChStatsTotBytesAt11Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 11 Mbps rate.

wisrChStatsTotPktsAt6Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 6 Mbps rate.

wlisrChStatsTotBytesAt6Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 6 Mbps rate.
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wisrChStatsTotPktsAt12Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 12 Mbps rate.

wlisrChStatsTotBytesAt12Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 12 Mbps rate.

wlsrChStatsTotPktsAt18Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 18 Mbps rate.

wlisrChStatsTotBytesAt18Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 18 Mbps rate.

wlisrChStatsTotPktsAt24Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 24 Mbps rate.
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wisrChStatsTotBytesAt24Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 24 Mbps rate.

wlisrChStatsTotPktsAt36Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 36 Mbps rate.

wlisrChStatsTotBytesAt36Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 36 Mbps rate.

wlisrChStatsTotPktsAt48Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 48 Mbps rate.

wlisrChStatsTotBytesAt48Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 48 Mbps rate.
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wlisrChStatsTotPkisAt54Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets observed on this channel at 54 Mbps rate.

wisrChStatsTotBytesAt54Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of bytes observed on this channel at 54 Mbps rate.

wisrChannelDATypeStatsTable

The objects of the wlsr Channel Destination Address Type Statistics table provide statistical
information about channels that is based on the destination type.

Table 11 wisrChannelDATypeStatsTable OIDs

wlisrChannelDATypeStatsEntry
wlisrChStatsTotDABroadcastPkis

wlsrChStatsTotDABroadcastByte
s

wlsrChStatsTotDAMulticastPkts
wlsrChStatsTotDAMulticastBytes
wisrChStatsTotDAUnicastPkts

wlsrChStatsTotDAUnicastBytes

1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1
1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.1
1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.2

1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.3
1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.4
1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.5
1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.6

wisrChannelDATypeStatsEntry

Syntax
Max-Access
Status
Description

Index

wisrChannelDATypeStatsEntry
not-accessible

deprecated

Channel Statistics based on the Address Type.
{ wisrChStatsChannel }

wlisrChannelDATypeStatsTable 1
wlisrChannelDATypeStatsEntry 1
wlsrChannelDATypeStatsEntry 2

wisrChannelDATypeStatsEntry 3
wlsrChannelDATypeStatsEntry 4
wisrChannelDATypeStatsEntry 5
wisrChannelDATypeStatsEntry 6
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wisrChStatsTotDABroadcastPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of broadcast packets observed on this channel.

wlisrChStatsTotDABroadcastBytes

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of broadcast bytes observed on this channel.

wisrChStatsTotDAMulticastPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of multicast packets observed on this channel.

wisrChStatsTotDAMulticastBytes

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of multicast bytes observed on this channel.

wisrChStatsTotDAUnicastPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of unicast packets observed on this channel.
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wlisrChStatsTotDAUnicastBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of unicast bytes observed on this channel.

wisrChannelFrameTypeStatsTable

The objects of the wlsr Channel Frame Type Statistics table provide information on package and byte
counts per channel, which are sorted by frame type.

Table 12 wisrChannelFrameTypeStatsTable OIDs

Object Object ID

wlsrChannelFrameTypeStatsEntr  1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1 wlsrChannelFrameTypeStatsTable 1

y

wlisrChStatsTotMgmtPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.1  wisrChannelFrameTypeStatsEntry 1
wlsrChStatsTotMgmtBytes 1.3.6.1.4.1.14823.2.3.1.1.3.8.3.1.2  wlisrChannelFrameTypeStatsEntry 2
wlisrChStatsTotCtrlPkts 1.3.6.1.4.1.14823.2.3.1.1.3.8.3.1.3  wlisrChannelFrameTypeStatsEntry 3
wlisrChStatsTotCtrIBytes 1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.4  wlisrChannelFrameTypeStatsEntry 4
wlisrChStatsTotDataPkts 1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.5  wisrChannelFrameTypeStatsEntry 5
wlisrChStatsTotDataBytes 1.3.6.1.4.1.14823.2.3.1.1.3.3.3.1.6  wisrChannelFrameTypeStatsEntry 6

wisrChannelFrameTypeStatsEntry

Syntax wisrChannelFrameTypeStatsEntry
Max-Access not-accessible

Status deprecated

Description Channel statistics based on frame type.
Index { wisrChStatsChannel}

wlisrChStatsTotMgmtPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of management packets observed on this channel.
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wlisrChStatsTotMgmtBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of management bytes observed on this channel.
wisrChStatsTotCtrIPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of control packets observed on this channel.
wlisrChStatsTotCtriBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of control bytes observed on this channel.

wisrChStatsTotDataPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of data packets observed on this channel.

wlisrChStatsTotDataBytes

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of data bytes observed on this channel.
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The objects of the wlsr Channel Packet Size Statistics table provide channel statistics that are grouped
by packet size.

Table 13 wisrChannelPktSizeStatsTable OIDs

wlsrChannelPktSizeStatsEntry 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1 wlisrChannelPktSizeStatsTable 1
wlisrChStatsPkts63Bytes 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1.1 wlisrChannelPktSizeStatsEntry 1
wlisrChStatsPkts64To127 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1.2 wlisrChannelPktSizeStatsEntry 2
wlisrChStatsPkts128To255 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1.3 wlsrChannelPktSizeStatsEntry 3
wlisrChStatsPkts256To511 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1.4 wlsrChannelPktSizeStatsEntry 4
wlisrChStatsPkts512To1023 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1.5 wlsrChannelPktSizeStatsEntry 5

wlsrChStatsPkts1024To1518 1.3.6.1.4.1.14823.2.3.1.1.3.3.4.1.6 wlisrChannelPktSizeStatsEntry 6

wlisrChannelPktSizeStatsEntry

Syntax wisrChannelPktSizeStatsEntry

Max-Access not-accessible

Status deprecated

Description Channel statistics based on the packet sizes.
Index { wisrChStatsChannel}

wlsrChStatsPkts63Bytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets that were less than 64 bytes long.

wisrChStatsPkts64To127

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets that were between 64 and 127 bytes long.
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wlisrChStatsPkts128To255

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of packets that were between 128 and 255 bytes long.

wisrChStatsPkts256To511

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of packets that were between 256 and 511 bytes long.

wlsrChStatsPkts512To1023

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The total number of packets that were between 512 and 1023 bytes long.

wlisrChStatsPkts1024To1518

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total number of packets that were between 1024 and 1518 bytes long.
wisrStaStatsTable

The objects of the wlsr Station Statistics table provides the aggregated statistics for a station.

Table 14 wisrStaStatsTable OIDs

Object Object ID

wlisrStaStatsEntry
wlsrStaAddress
wisrStaTxPkts
wlisrStaTxBytes
wisrStaRxPkts
wlisrStaRxBytes

wlisrStaTxRetryPkts

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1 wisrStaStatsTable 1

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.1 wisrStaStatsEntry 1

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.2 wlsrStaStatsEntry 2
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.3 wlisrStaStatsEntry 3
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.4 wisrStaStatsEntry 4
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.5 wisrStaStatsEntry 5
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.6 wlsrStaStatsEntry 6
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Table 14 wisrStaStatsTable OIDs (Continued)

Object Object ID

wisrStaRxRetryPkts

wlisrStaTxFragmentedPkts

wlisrStaRxFragmentedPkts

wlsrStaReceiveErrPkts
wisrStaTxTotSignal
wlisrStaTxSignalPkts
wlsrStaTxCurSignal
wlisrStaTxHighSignal
wisrStaRxTotNoise

wisrStaRxNoisePkts

wlisrStaRxCurrentNoise

wlisrStaRxHighNoise

wisrStaRxLowNoise

wlisrStaFrameRetryRate
wlisrStaFramelLowSpeedRate
wisrStaFrameNonUnicastRate
wisrStaFrameRetryErrorRate
wlisrStaFrameBandwidthRate

wlisrStaFrameFragmentationRate

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.7

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.8

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.9

1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.10
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.11
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.12
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.13
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.14
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.15
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.16
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.17
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.18
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.19
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.20
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.21
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.22
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.23
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.24
1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.25

wlsrStaFrameHighBandwidthRate 1.3.6.1.4.1.14823.2.3.1.1.3.4.1.1.26

wlisrStaStatsEntry

Syntax
Max-Access
Status
Description

Index

wisrStaStatsEntry
not-accessible
deprecated
Station statistics.

{ wisrStaAddress}

wlsrStaStatsEntry 7

wlsrStaStatsEntry 8

wlsrStaStatsEntry 9

wlsrStaStatsEntry 10
wlsrStaStatsEntry 11
wlisrStaStatsEntry 12
wlsrStaStatsEntry 13
wlsrStaStatsEntry 14
wlsrStaStatsEntry 15
wlisrStaStatsEntry 16
wlisrStaStatsEntry 17
wlisrStaStatsEntry 18
wisrStaStatsEntry 19
wisrStaStatsEntry 20
wlsrStaStatsEntry 21
wlisrStaStatsEntry 22
wlisrStaStatsEntry 23
wlisrStaStatsEntry 24
wlsrStaStatsEntry 25
wisrStaStatsEntry 26
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wisrStaAddress

Syntax
Max-Access
Status

Description

wisrStaTxPkts

Syntax
Max-Access
Status

Description

wisrStaTxBytes

Syntax
Max-Access
Status

Description

wisrStaRxPkts

Syntax
Max-Access
Status

Description

wisrStaRxBytes

Syntax
Max-Access
Status

Description
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MacAddress
not-accessible

deprecated

The MAC Address of the station connected to this access point.

Counter32
read-only

deprecated

The total packets transmitted to the station.

Counter32
read-only
deprecated

The total bytes transmitted to the station.

Counter32
read-only

deprecated

The total packets received from the station.

Counter32
read-only
deprecated

The total bytes received from the station.
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wisrStaTxRetryPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The retry packets transmitted by the station
wisrStaRxRetryPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The retry packets received from the station.

wisrStaTxFragmentedPkts

Syntax
Max-Access
Status

Description

Counter32
read-only

deprecated

The fragmented packets transmitted by the station.

wisrStaRxFragmentedPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The fragmented packets received from the station.

wisrStaReceiveErrPkts

Syntax
Max-Access
Status

Description
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Counter32
read-only
deprecated

The total error packets received from this station.
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wlisrStaTxTotSignal

Syntax Integer32

Max-Access read-only

Status deprecated

Description The attribute indicates the total transmitted signal computed for this station.

wisrStaTxSignalPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total signal packets transmitted by this station.

wlisrStaTxCurSignal

Syntax Integer32

Max-Access read-only

Status deprecated

Description This attribute indicate the station’s curent transmit signal strength.

wisrStaTxHighSignal

Syntax Integer32

Max-Access read-only

Status deprecated

Description This attribute indicate the station’s high transmit signal strength.

wisrStaRxTotNoise

Syntax Counter32
Max-Access read-only
Status deprecated
Description Total noise.
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wisrStaRxNoisePkts

Syntax Counter32
Max-Access read-only
Status deprecated
Description Received noise.

wisrStaRxCurrentNoise

Syntax Integer32
Max-Access read-only
Status deprecated
Description Current noise.
wlisrStaRxHighNoise

Syntax Integer32
Max-Access read-only
Status deprecated
Description High noise.

wisrStaRxLowNoise

Syntax Integer32
Max-Access read-only
Status deprecated
Description Low noise.

wisrStaFrameRetryRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Station frame retry rate in kbps.
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wisrStaFrameLowSpeedRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Station frame low speed error rate in kbps.

wisrStaFrameNonUnicastRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Station frame non-unicast rate in kbps.

wisrStaFrameRetryErrorRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Station frame retry error rate in kbps.

wisrStaFrameBandwidthRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Station frame bandwidth rate in kbps.

wisrStaFrameFragmentationRate

Syntax Integer32

Max-Access read-only

Status deprecated

Description Station frame fragmentation rate in kbps.
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wisrStaFrameHighBandwidthRate

Syntax
Max-Access
Status

Description

Integer32
read-only
deprecated

Station frame high bandwidth rate in kbps.

wisrStaRateStatsTable

The objects of the wlsr Station Rate Statistics table provide information on channel packet and byte

counts per channel. The information is grouped by data transfer rate.

Table 15 wisrStaRateStatsTable OIDs

Object Object ID

wlisrStaRateStatsEntry
wlisrStaTxPktsAt1Mbps
wisrStaTxBytesAt1Mbps
wlisrStaTxPktsAt2Mbps
wisrStaTxBytesAt2Mbps
wlisrStaTxPktsAt5Mbps
wlisrStaTxBytesAt5Mbps
wlisrStaTxPktsAt11Mbps
wisrStaTxBytesAt11Mbps
wlisrStaTxPktsAt6Mbps
wisrStaTxBytesAt6Mbps
wlisrStaTxPktsAt12Mbps
wlisrStaTxBytesAt12Mbps
wlisrStaTxPktsAt18Mbps
wlisrStaTxBytesAt18Mbps
wlisrStaTxPktsAt24Mbps
wisrStaTxBytesAt24Mbps
wlisrStaTxPktsAt36Mbps
wlisrStaTxBytesAt36Mbps
wlisrStaTxPktsAt48Mbps
wisrStaTxBytesAt48Mbps
wlisrStaTxPktsAt54Mbps
wisrStaTxBytesAt54Mbps
wlisrStaRxPktsAt1Mbps
wlisrStaRxBytesAt1Mbps

1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.1
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.2
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.3
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.4
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.5
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.6
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.7
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.8
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.9
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.10
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.11
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.12
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.13
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.14
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.15
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.16
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.17
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.18
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.19
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.20
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.21
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.22
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.23
1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.24

wlsrStaRateStatsTable 1
wlsrStaRateStatsEntry 1
wlisrStaRateStatsEntry 2
wlisrStaRateStatsEntry 3
wlisrStaRateStatsEntry 4
wlsrStaRateStatsEntry 5
wlsrStaRateStatsEntry 6
wlsrStaRateStatsEntry 7
wlisrStaRateStatsEntry 8
wlisrStaRateStatsEntry 9
wlisrStaRateStatsEntry 10
wisrStaRateStatsEntry 11
wisrStaRateStatsEntry 12
wlisrStaRateStatsEntry 13
wlisrStaRateStatsEntry 14
wlisrStaRateStatsEntry 15
wlsrStaRateStatsEntry 16
wisrStaRateStatsEntry 17
wisrStaRateStatsEntry 18
wlisrStaRateStatsEntry 19
wlisrStaRateStatsEntry 20
wlisrStaRateStatsEntry 21
wlisrStaRateStatsEntry 22
wisrStaRateStatsEntry 23

wlsrStaRateStatsEntry 24
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Table 15 wisrStaRateStatsTable OIDs (Continued)

Object Object ID

wisrStaRxPktsAt2Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.25  wisrStaRateStatsEntry 25
wlisrStaRxBytesAt2Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.26  wlisrStaRateStatsEntry 26
wisrStaRxPktsAt5Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.27  wlisrStaRateStatsEntry 27
wlisrStaRxBytesAt5Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.28  wlisrStaRateStatsEntry 28
wlisrStaRxPktsAt11Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.29  wlsrStaRateStatsEntry 29
wisrStaRxBytesAt11Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.30  wlisrStaRateStatsEntry 30
wlisrStaRxPktsAt6Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.31  wlisrStaRateStatsEntry 31
wlisrStaRxBytesAt6Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.32  wisrStaRateStatsEntry 32
wlisrStaRxPktsAt12Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.33  wisrStaRateStatsEntry 33
wlisrStaRxBytesAt12Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.34  wlsrStaRateStatsEntry 34
wisrStaRxPktsAt18Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.35  wlisrStaRateStatsEntry 35
wisrStaRxBytesAt18Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.36  wisrStaRateStatsEntry 36
wlisrStaRxPktsAt24Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.37  wisrStaRateStatsEntry 37
wlisrStaRxBytesAt24Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.38  wisrStaRateStatsEntry 38
wlisrStaRxPktsAt36Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.39  wisrStaRateStatsEntry 39
wlisrStaRxBytesAt36Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.40  wlsrStaRateStatsEntry 40
wisrStaRxPktsAt48Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.41  wlisrStaRateStatsEntry 41
wisrStaRxBytesAt48Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.42  wisrStaRateStatsEntry 42
wlisrStaRxPktsAt54Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.43  wisrStaRateStatsEntry 43
wlisrStaRxBytesAt54Mbps 1.3.6.1.4.1.14823.2.3.1.1.3.4.2.1.44  wisrStaRateStatsEntry 44
wlisrStaRateStatsEntry
Syntax wisrStaRateStatsEntry
Max-Access not-accessible
Status deprecated
Description Station rate statistics table.
Index { wisrStaAddress}
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wisrStaTxPktsAt1Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 1 Mbps rate.
wisrStaTxBytesAt1Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 1 Mbps rate.
wisrStaTxPktsAt2Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 2 Mbps rate.
wisrStaTxBytesAt2Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 2 Mbps rate.
wlisrStaTxPktsAt5Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 5 Mbps rate.
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wisrStaTxBytesAt5Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 5 Mbps rate.
wlisrStaTxPktsAt11Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 11 Mbps rate.
wisrStaTxBytesAt11Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 11 Mbps rate.
wisrStaTxPktsAt6Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 6 Mbps rate.
wisrStaTxBytesAt6Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 6 Mbps rate.
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wisrStaTxPktsAt12Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 12 Mbps rate.
wisrStaTxBytesAt12Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 12 Mbps rate.
wisrStaTxPktsAt18Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 18 Mbps rate.
wisrStaTxBytesAt18Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 18 Mbps rate.
wlisrStaTxPktsAt24Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 24 Mbps rate.
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wisrStaTxBytesAt24Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 24 Mbps rate.
wlisrStaTxPktsAt36Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 36 Mbps rate.
wisrStaTxBytesAt36Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 36 Mbps rate.
wisrStaTxPktsAt48Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 48 Mbps rate.
wisrStaTxBytesAt48Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 48 Mbps rate.
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wisrStaTxPktsAt54Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station at 54 Mbps rate.
wisrStaTxBytesAt54Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets transmitted by the station at 54 Mbps rate.
wisrStaRxPktsAt1Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 1 Mbps rate.
wisrStaRxBytesAt1Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 1 Mbps rate.
wisrStaRxPktsAt2Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 2 Mbps rate.
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wisrStaRxBytesAt2Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 2 Mbps rate.
wisrStaRxPktsAt5Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 5 Mbps rate.
wisrStaRxBytesAt5Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 5 Mbps rate.
wisrStaRxPktsAt11Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 11 Mbps rate.
wisrStaRxBytesAt11Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 11 Mbps rate.
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wisrStaRxPktsAt6Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 6 Mbps rate.
wisrStaRxBytesAt6Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 6 Mbps rate.
wisrStaRxPktsAt12Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 12 Mbps rate.
wisrStaRxBytesAt12Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 12 Mbps rate.
wisrStaRxPktsAt18Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 18 Mbps rate.
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wisrStaRxBytesAt18Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 18 Mbps rate.
wisrStaRxPktsAt24Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 24 Mbps rate.
wisrStaRxBytesAt24Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 24 Mbps rate.
wisrStaRxPktsAt36Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 36 Mpbs rate.
wlisrStaRxBytesAt36Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 36 Mpbs rate.
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wisrStaRxPktsAt48Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 48 Mbps rate.

wlisrStaRxBytesAt48Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 48 Mbps rate.

wisrStaRxPktsAt54Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets received by the station at 54 Mbps rate.

wisrStaRxBytesAt54Mbps

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of octets received by the station at 54 Mbps rate.

wisrStaDATypeStatsTable

The objects of the wlsr Station Destination Type Statistics table provide information categorized by
address type.

Table 16 wisrStaDATypeStatsTable OIDs

wlisrStaDATypeStatsEntry 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1 wlisrStaDATypeStatsTable 1
wisrStaTxDABroadcastPkts 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1.1 wisrStaDATypeStatsEntry 1
wlsrStaTxDABroadcastBytes 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1.2  wilisrStaDATypeStatsEntry 2
wlisrStaTxDAMulticastPkts 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1.3  wlsrStaDATypeStatsEntry 3
wlisrStaTxDAMulticastBytes 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1.4  wisrStaDATypeStatsEntry 4
wlisrStaTxDAUnicastPkts 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1.5  wisrStaDATypeStatsEntry 5
wlisrStaTxDAUnicastBytes 1.3.6.1.4.1.14823.2.3.1.1.3.4.3.1.6  wlisrStaDATypeStatsEntry 6
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wisrStaDATypeStatsEntry

Syntax
Max-Access
Status
Description

Index

wisrStaDATypeStatsEntry

not-accessible

deprecated

Station statistics based on the destination address.

{ wisrStaAddress}

wisrStaTxDABroadcastPkts

Syntax
Max-Access
Status

Description

Counter32
read-only

deprecated

The number of broadcast packets transmitted by this station.

wisrStaTxDABroadcastBytes

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The number of broadcast bytes transmitted by this station.

wisrStaTxDAMulticastPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The number of multicast packets transmitted by this station.

wisrStaTxDAMulticastBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of multicast bytes transmitted by this station.
wisrStaTxDAUnicastPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The total of unicast packets transmitted by this station.
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wisrStaTxDAUnicastBytes

Syntax
Max-Access
Status

Description

Counter32
read-only

deprecated

The total of unicast bytes transmitted by this station.

wisrStaFrameTypeStatsTable

The objects of the wlsr Station Frame Type Statistics table provide information about packet and byte
counts per channel. The information is grouped by frame type.

Table 17 wisrStaFrameTypeStatsTable OIDs

wlisrStaFrameTypeStatsEntry

wlisrStaTxMgmtPkts
wlisrStaTxMgmiBytes
wlsrStaTxCtrIPkts
wlisrStaTxCtrIBytes
wisrStaTxDataPkts
wlisrStaTxDataBytes
wlisrStaRxMgmtPkts
wlisrStaRxMgmtiBytes
wisrStaRxCtrIPkts
wlisrStaRxCtrIBytes
wisStaRxDataPkts

wlisrStaRxDataBytes

1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.1
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.2
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.3
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.4
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.5
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.6
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.7
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.8
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.9
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.10
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.11
1.3.6.1.4.1.14823.2.3.1.1.3.4.4.1.12

wisrStaFrameTypeStatsEntry

Syntax
Max-Access
Status
Description

Index

wisrStaFrameTypeStatsEntry
not-accessible

deprecated

Station frame type statistics entry.

{ wisrStaAddress}

wisrStaFrameTypeStatsTable 1
wisrStaFrameTypeStatsEntry 1
wlisrStaFrameTypeStatsEntry 2
wlisrStaFrameTypeStatsEntry 3
wlisrStaFrameTypeStatsEntry 4
wisrStaFrameTypeStatsEntry 5
wisrStaFrameTypeStatsEntry 6
wisrStaFrameTypeStatsEntry 7
wlisrStaFrameTypeStatsEntry 8
wlisrStaFrameTypeStatsEntry 9
wlisrStaFrameTypeStatsEntry 10
wisrStaFrameTypeStatsEntry 11
wisrStaFrameTypeStatsEntry 12
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wisrStaTxMgmtPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The transmitted management packets from a station.
wisrStaTxMgmtBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The transmitted management bytes from a station.
wisrStaTxCtriPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The transmitted control packets from a station.
wisrStaTxCirIBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The transmitted control bytes from a station.
wisrStaTxDataPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The transmitted data packets from a station.
wisrStaTxDataBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The transmitted data bytes observed on this channel.
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wisrStaRxMgmtPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of received management packets at a station.
wisrStaRxMgmtBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of received management bytes at a station.
wisrStaRxCtrIPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of received control packets at a station.
wisrStaRxCtriBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of received control bytes at a station.
wisStaRxDataPkts

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of received data packets at a station.
wisrStaRxDataBytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of received data bytes at a station.
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wisrStaPktSizeStatsTable

The objects of the wlsr Station Packet Size Statistics table provide information about packet and byte
counts. The information is grouped by packet size.

Table 18 wisrStaPktSizeStatsTable OIDs

wisrStaPktSizeStatsEntry 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1 wlsrStaPktSizeStatsTable 1

wisrStaTxPkts63Bytes 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1.1 wlisrChannelPktSizeStatsEntry 1
wisrStaTxPkts64To127 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1.2 wlsrChannelPktSizeStatsEntry 2
wlisrStaTxPkts128To255 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1.3 wlsrChannelPkiSizeStatsEntry 3
wlisrStaTxPkts256To511 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1.4 wlsrChannelPkiSizeStatsEntry 4
wlisrStaTxPkts512To1023 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1.5 wlisrChannelPktSizeStatsEntry 5
wlisrStaTxPkts1024To1518 1.3.6.1.4.1.14823.2.3.1.1.3.3.5.1.6 wlsrChannelPktSizeStatsEntry 6

wlisrStaPkiSizeStatsEntry

Syntax wlisrStaPktSizeStatsEntry

Max-Access not-accessible

Status deprecated

Description Station packet size statistics.

Index { wisrStaAddress}
wlisrStaTxPkts63Bytes

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station that were less than 64 bytes long.
wlisrStaTxPkts64To127

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station that were between 64 and 127

bytes long.

82 | AP and AM AOS-W 6.0 MIB | Reference Guide



wisrStaTxPkts128To255

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station that were between 128 and 255
bytes long.

wisrStaTxPkts256To511

Syntax Counter32

Max-Access read-only

Status deprecated

Description The number of packets transmitted by the station that were between 256 and and

511 bytes long.

wisrStaTxPkts512To1023

Syntax
Max-Access
Status

Description

Counter32
read-only
deprecated

The number of packets transmitted by the station that were between 512 and 1023
bytes long.

wisrStaTxPkts1024To1518

Syntax Counter32
Max-Access read-only
Status deprecated
Description The number of packets transmitted by the station that were between 1024 and
1518 bytes long.
wisrStaRxPkts63Bytes
Syntax Counter32
Max-Access read-only
Status deprecated
Description The number of packets received by the station that were less than 64 bytes long.
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wisrStaRxPkts64To127

Syntax Counter32
Max-Access read-only
Status deprecated
Description The number of packets received by the station that were between 64 and 127
bytes long.
wisrStaRxPkts128To0255
Syntax Counter32
Max-Access read-only
Status deprecated
Description The number of packets received by the station that were between 128 and 255
bytes long.
wisrStaRxPkts256To511
Syntax Counter32
Max-Access read-only
Status deprecated
Description The number of packets received by the station that were between 256 and 511
bytes long.

wisrStaRxPkts512To1023

Syntax Counter32

Max-Access read-only

Status deprecated

Description gh;a nLImeer of packets received by the station that were between 512 and 1023
ytes long.

wisrStaRxPkts1024To1518

Syntax Counter32

Max-Access read-only

Status deprecated

Description gh;a nLImeer of packets received by the station that were between 1024 and 1518
ytes long.
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The objects of the wlsr Air Monitor Access Point List table list all the access points that the air monitor
is monitoring. On an access point, this table contains itself.

Table 19 wisrAirMonitorApListTable OIDs

wlisrAirMonitorApListEntry

wisrAmApBSSID
wilsrAmSSID
wilsrAmChannel

wlsrAmPhysicalType

wisrAmAccessPointType

wisrAmRAPType
wisrAmRSS|
wisrAmMonitoredTime
wlisrAmlinactivityTime

wlsrAmLoadBalancing

1.3.6.1.4.1.14823.2.3.1.1.4.11
1.3.6.1.4.1.14823.2.3.1.1.4.1.11
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.2
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.3
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.4
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.5
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.6
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.7
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.8
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.9
1.3.6.1.4.1.14823.2.3.1.1.4.1.1.10

wisrAirMonitorApListEntry

Syntax
Max-Access
Status
Description

Index

wisrAmApBSSID

Syntax
Max-Access
Status

Description

wisrAmSSID

Syntax
Max-Access
Status

Description

wisrAirMonitorApListEntry
not-accessible
deprecated

Ap List Entry.

{ wisrAmApBSSID}

MacAddress
not-accessible
deprecated

BSSID of the access point.

DisplayString(Size(0..62))
read-only
deprecated

The SSID of the access point.

wisrAirMonitorApListTable 1
wisrAirMonitorApListEntry 1
wisrAirMonitorApListEntry 2
wisrAirMonitorApListEntry 3
wisrAirMonitorApListEntry 4
wisrAirMonitorApListEntry 5
wisrAirMonitorApListEntry 6
wlsrAirMonitorApListEntry 7
wlsrAirMonitorApListEntry 8
wisrAirMonitorApListEntry 9
wisrAirMonitorApListEntry 10
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wisrAmChannel

Syntax Integer(1..165)
Max-Access read-only
Status deprecated
Description The channel on which this access point is operating.
wisrAmPhysicalType

Syntax Integer

dot11b(1)

dot11a(2)

dot11g(3)
Max-Access read-only
Status deprecated
Description The physical layer type.

wisrAmAccessPointType

Syntax Integer
genericAp(1)
softAp(2)
ciscoAp(3)
Max-Access read-only
Status deprecated
Description The type of access point.
wisrAmRAPType
Syntax Integer
valid(1)
interfering(2)
unsecure(3)
dos(4)
unknown(5)
Max-Access read-only
Status deprecated
Description The type of the access point.

| AP and AM | Reference Guide



wisrAmRSSI

Syntax Integer32

Max-Access read-only

Status deprecated

Description The access point receiver signal strength.

wisrAmMonitoredTime

Syntax TimeTicks
Max-Access read-only
Status deprecated
Description Time in ticks since the air monitor is observing this access point.
wisrAmlInactivityTime
Syntax TimeTicks
Max-Access read-only
Status deprecated
Description Access point inactivity time.
wisrAmLoadBalancing
Syntax Integer
enable(1)
disable(2)
Max-Access read-only
Status deprecated
Description The attributes indicates whether load balancing is enabled for this access point.
wlisrTrapObjectsGroup

The objects of the wlsr Trap Objects group provide information about traps generated by access points.
The objects of this group do not support the commands GET or SET.

Table 20 wisrTrapsGroup OIDs

wlisrTargetApBSSID 1.3.6.1.4.1.14823.2.3.1.1.100.100.1  wlsrTrapObjectsGroup 1
wisrTargetApSSID 1.3.6.1.4.1.14823.2.3.1.1.100.100.2  wisrTrapObjectsGroup 2
wlisrTargetApChannel 1.3.6.1.4.1.14823.2.3.1.1.100.100.3  wlisrTrapObjectsGroup 3
wlsrSourceMac 1.3.6.1.4.1.14823.2.3.1.1.100.100.4  wisrTrapObjectsGroup 4
wlsrNodeMac 1.3.6.1.4.1.14823.2.3.1.1.100.100.5  wilsrTrapObjectsGroup 5
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Table 20 wisrTrapsGroup OIDs (Continued)

wlisrFrameType 1.3.6.1.4.1.14823.2.3.1.1.100.100.6  wlisrTrapObjectsGroup 6
wlisrAddressType 1.3.6.1.4.1.14823.2.3.1.1.100.100.7  wlsrTrapObjectsGroup 7
wlsrSignatureName 1.3.6.1.4.1.14823.2.3.1.1.100.100.8  wlsrTrapObjectsGroup 8
wlsrMatchedMac 1.3.6.1.4.1.14823.2.3.1.1.100.100.9  wlsrTrapObjectsGroup 9
wlisrMatchedlp 1.3.6.1.4.1.14823.2.3.1.1.100.100.10 wlsrTrapObjectsGroup 10
wlisrReceiverMac 1.3.6.1.4.1.14823.2.3.1.1.100.100.11  wlsrTrapObjectsGroup 11
wlisrTransmitterMac 1.3.6.1.4.1.14823.2.3.1.1.100.100.12 wlsrTrapObjectsGroup 12
wlisrRSSI 1.3.6.1.4.1.14823.2.3.1.1.100.100.13 wlsrTrapObjectsGroup 13
wlisrRoguelnfoURL 1.3.6.1.4.1.14823.2.3.1.1.100.100.14 wlsrTrapObjectsGroup 14
wisrinterferingAPInfoURL 1.3.6.1.4.1.14823.2.3.1.1.100.100.15 wilsrTrapObjectsGroup 15
wlisrTargetApBSSID

Syntax MacAddress

Max-Access read-only

Status deprecated

Description This object is used in the traps to indicate the BSSID of the access point for which

we are raising the trap. If an air monitor is sending the trap, this will indicate AP. If an
Access Point is sending the trap, it will point to itself.

wisrTargetApSSID
Syntax DisplayString(Size(0..64))
Max-Access read-only
Status deprecated
Description This object is used in the traps to indicate the SSID of the access point for which we

are raising the trap. If an air monitor is sending the trap, this will indicate AP. If an
Access Point is sending the trap it will point to itself.
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wisrTargetApChannel

Syntax
Max-Access
Status

Description

wisrSourceMac

Syntax
Max-Access
Status

Description

wisrNodeMac

Syntax
Max-Access
Status

Description

wisrFrameType

Syntax

Max-Access
Status

Description
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Integer(1..165)

read-only

deprecated

This object is used in the traps to indicate the channel of the access point for which

we are raising the trap. If an air monitor is sending the trap, this will indicate access
point. If an access point is sending the trap, it will point to itself.

MacAddress
read-only
deprecated

This object is used in the traps to indicate the MAC address of the source.

MacAddress
read-only
deprecated

This object is used in the traps to indicate the MAC address of a node.

Integer
associateRequest(1)
associateResponse(2)
reassociateRequest(3)
reassociateResponse(4)
probeRequest(5)
probeResponse(6)
beacon(9)
atim(10)
disassociate(11)
auth(12)
deauth(13)

read-only
deprecated

This object is used in the traps to indicate the frame type.
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wisrAddressType

Syntax

Max-Access
Status

Description

Integer
srcAddress(1)
dstAddress(2)
bssid(3)

read-only
deprecated

This object is used in the traps to indicate the address type.

wisrSignatureName

Syntax
Max-Access
Status

Description

wlisrMatchedMac

Syntax
Max-Access
Status

Description

wisrMatchedlp

Syntax
Max-Access
Status

Description

wlisrReceiverMac

Syntax
Max-Access
Status

Description

Octet String (Size (0..64))
read-only
deprecated

This object is used in the traps to indicate the signature name.

MacAddress
read-only
deprecated

This object is used in the traps to indicate the MAC address.

IpAddress
read-only
deprecated

This object is used in the traps to indicate the IP Address.

MacAddress
read-only
deprecated

This object is used in the traps to indicate the MAC address of the receiver.
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wlisrTransmitterMac

Syntax MacAddress

Max-Access read-only

Status deprecated

Description This object is used in the traps to indicate the MAC address of the transmitter.
wisrRSSI

Syntax Integer32

Max-Access read-only

Status deprecated

Description This object is used in the traps to indicate the signal strength indicator.
wisrRoguelnfoURL

Syntax DisplayString(Size(0..256))

Max-Access read-only

Status deprecated

Description This object is used to point to the WEBGUI rogue access point information URL.

wisrinterferingAPInfoURL

Syntax DisplayString(Size(0..256))

Max-Access read-only

Status deprecated

Description This object is used to point to the WEBGUI rogue interfering access point

information URL.

wisrTrapsGroup

The wlsr Traps group is type notification.

Table 21 wisrTrapsGroup OIDs

wlisrUnsecureApDetected 1.3.6.1.4.1.14823.2.3.1.1.100.1001  wlisrTrapsGroup 1001
wlisrStalmpersonation 1.83.6.1.4.1.14823.2.3.1.1.100.1002  wlsrTrapsGroup 1002
wlsrReservedChannelViolation 1.3.6.1.4.1.14823.2.3.1.1.100.1003  wlisrTrapsGroup 1003
wlsrValidSSIDViolation 1.3.6.1.4.1.14823.2.3.1.1.100.1004  wisrTrapsGroup 1004
wlsrChannelMisconfiguration 1.3.6.1.4.1.14823.2.3.1.1.100.1005  wlisrTrapsGroup 1005
wlisrOUIMisconfiguration 1.3.6.1.4.1.14823.2.3.1.1.100.1006  wlisrTrapsGroup 1006
wlsrSSIDMisconfiguration 1.83.6.1.4.1.14823.2.3.1.1.100.1007  wlsrTrapsGroup 1007
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Table 21 wisrTrapsGroup OIDs (Continued)

1.3.6.1.4.1.14823.2.3.1.1.100.1008

wlisrShortPreableMisconfiguration
wlsrWPAMisconfiguration
wisrAdhocNetworkDetected
wlsrStaPolicyViolation
wlisrRepeatWEPIVViolation
wisrWeakWEPIVViolation
wisrChannellnterferenceDetected
wisrAPInterferenceDetected
wisrStalnterferenceDetected
wlisrFrameRetryRateExceeded
wlisrFrameReceiveErrorRateExceeded
wlisrFrameFragmentationRateExceeded
wisrFrameBandWidthRateExceeded
wlisrFrameLowSpeedRateExceeded
wlsrFrameNonUnicastRateExceeded
wlisrLoadbalancingEnabled
wlsrChannelFrameRetryRateExceeded
wlisrChannelFrameFragmentationRateExceeded
wisrChannelFrameErrorRateExceeded
wlsrSignatureMatch
wlisrChannelRateAnomaly
wlsrNodeRateAnomaly
wisrEAPRateAnomaly
wlsrSignalAnomaly
wlsrSequenceNumberAnomaly
wisrDisconnectStationAttack
wlisrApFloodAttack
wlisrAdhocNetwork
wlisrWirelessBridge
wisrinvalidMacOUI
wlisrLoadbalancingDisabled
wlisrWEPMisconfiguration
wlisrStaRepeatWEPIVViolation

wisrStaWeakWEPIVViolation

1.3.6.1.4.1.14823.2.3.1.1.100.1009

1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.
1.3.6.1.4.1.14823.2.3.1.

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

.100.1010
.100.1011
.100.1012
.100.1013
.100.1014
.100.1015
.100.1016
.100.1017
.100.1018
.100.1019
.100.1020
.100.1021
.100.1022
.100.1023
.100.1024
.100.1025
.100.1026
.100.1027
.100.1028
.100.1029
.100.1030
.100.1031
.100.1032
.100.1033
.100.1034
.100.1035
.100.1036
.100.1037
.100.1038
.100.1039
.100.1040
.100.1041

wlisrTrapsGroup 1008
wlsrTrapsGroup 1009
wlsrTrapsGroup 1010
wisrTrapsGroup 1011
wlisrTrapsGroup 1012
wlsrTrapsGroup 1013
wlsrTrapsGroup 1014
wlsrTrapsGroup 1015
wisrTrapsGroup 1016
wlsrTrapsGroup 1017
wlisrTrapsGroup 1018
wlsrTrapsGroup 1019
wlsrTrapsGroup 1020
wlsrTrapsGroup 1021
wisrTrapsGroup 1022
wlisrTrapsGroup 1023
wlisrTrapsGroup 1024
wlsrTrapsGroup 1025
wlsrTrapsGroup 1026
wlsrTrapsGroup 1027
wlsrTrapsGroup 1028
wlsrTrapsGroup 1029
wlisrTrapsGroup 1030
wlsrTrapsGroup 1031
wlsrTrapsGroup 1032
wlsrTrapsGroup 1033
wlsrTrapsGroup 1034
wlisrTrapsGroup 1035
wlsrTrapsGroup 1036
wlsrTrapsGroup 1037
wlsrTrapsGroup 1038
wisrTrapsGroup 1039
wlsrTrapsGroup 1040
wlisrTrapsGroup 1041
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Table 21 wisrTrapsGroup OIDs (Continued)

wlisrStaAssociatedToUnsecureAp 1.83.6.1.4.1.14823.2.3.1.1.100.1042  wlsrTrapsGroup 1042
wlsrAdhocNetworkBridgeDetected 1.3.6.1.4.1.14823.2.3.1.1.100.1043  wlsrTrapsGroup 1043
wisrlnterferingApDetected 1.3.6.1.4.1.14823.2.3.1.1.100.1044  wisrTrapsGroup 1044

wisrUnsecureApDetected

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel,
wlsrMatchedMac, wisrMatchedlp, wisrRoguelnfoURL}

Status deprecated

Description This trap indicates that an unsecure access point is detected by an air monitor

located at wisrLocation on channel wisrCurrentChannel. The AP is declared
unsecure, because we matched it to the wisrMatchedMac/wlsrMatchedlp.

wisrStalmpersonation

Objects {wlsrNodeMac, wisrLocation}
Status deprecated
Description This trap indicates that an AM at location wisrLocation detected a station

impersonation.

wisrReservedChannelViolation

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point is detected by an AP at location

wlsrLocation, which violates the Reserved Channel configuration.

wilsrValidSSiDViolation

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point violating Valid SSID is detected by an AP at

wlsrLocation.
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wisrChannelMisconfiguration

Objects {wlsrTargetApBSSID, wlisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point has a bad channel configuration.

wisrOUIMisconfiguration

Objects {wlisrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point has a bad OUI configuration.

wlisrSSIDMisconfiguration

Objects {wlisrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point has a bad SSID configuration.

wisrShortPreableMisconfiguration

Objects {wlsrTargetApBSSID, wlisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point has a bad short preamble configuration.

wisrWPAMisconfiguration

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point has bad WPA configuration.

wlisrAdhocNetworkDetected

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM has detected an ad hoc network.
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wisrStaPolicyViolation

Objects {wlsrTargetApBSSID, wisrNodeMac, wisrLocation, wisrCurrentChannel}

Status deprecated

Description This trap indicates that a Valid Station policy is violated.
wisrRepeatWEPIVViolation

Objects {wlisrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}

Status deprecated

Description This trap indicates that an AP/AM detected a Repeat WEP-IV violation.
wlisrWeakWEPIVViolation

Objects {wlisrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}

Status deprecated

Description This trap indicates that an AP/AM detected a Weak WEP-IV violation.

wisrChannellnterferenceDetected

Objects {wlsrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation has detected a channel

interference on wisrCurrentChannel.

wisrAPInterferenceDetected

Objects {wlisrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation has detected an AP

interference on wisrCurrentChannel.

wisrStalnterferenceDetected

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrNodeMac, wisrLocation,
wlisrCurrentChannel}

Status deprecated

Description This trap indicates that an AM/AP located at wisrLocation has detected a station

interference on wisrCurrentChannel.
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wisrFrameRetryRateExceeded

Objects
Status

Description

{wlsrTargetApBSSID, wlisrTargetApSSID, wisrLocation, wisrCurrentChannel}
deprecated

This trap indicates that an AM/AP located at wisrLocation is reporting that an AP
wlisrTargetApBSSID has exceeded an upper threshold for frame retry rate for AP
wisrTargetApBSSID.

wlisrFrameReceiveErrorRateExceeded

Objects
Status

Description

{wlsrTargetApBSSID, wisrTargetApSSID, wisrTargetApChannel, wisrLocation}
deprecated

This trap indicates that an AM/AP located at wisrLocation is reporting that an AP
wlisrTargetApBSSID has exceeded an upper threshold for Frame Receive Error Rate
for AP wisrTargetApBSSID.

wisrFrameFragmentationRateExceeded

Objects
Status

Description

{wlsrTargetApBSSID, wlisrTargetApSSID, wisrTargetApChannel, wisrLocation}

deprecated

This trap indicates that an AM/AP located at wisrLocation is reporting that an AP
wlisrTargetApBSSID has exceeded an upper threshold for Frame Fragmentation
Rate for AP wisrTargetApBSSID.

wlisrFrameBandWidthRateExceeded

Objects

Status

Description

{wlsrNodeMac, wisrTargetApBSSID, wisrTargetApSSID, wisrLocation,
wlisrCurrentChannel}

deprecated

This trap indicates that an AM/AP located at wisrLocation is reporting that a station
wlisrStaAddress has exceeded the allocated bandwidth rate.

wisrFrameLowSpeedRateExceeded

Objects

Status

Description

{wilsrNodeMac, wisrTargetApBSSID, wisrTargetApSSID, wisrLocation,
wlisrCurrentChannel}

deprecated

This trap indicates that an AM/AP located at wisrLocation is reporting that a station
wlisrStaAddress has exceeded the low speed rate.
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wisrFrameNonUnicastRateExceeded

Objects {wilsrNodeMac, wisrTargetApBSSID, wisrTargetApSSID, wisrLocation,
wlisrCurrentChannel}

Status deprecated

Description This trap indicates that an AM/AP located at wisrLocation is reporting that a station

wlisrStaAddress has exceeded the non-unicast traffic rate.

wisrLoadbalancingEnabled

Objects {wlsrTargetApBSSID, wlisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation is reporting that an AP

with BSSID wisrTargetApBSSID has enabled load balancing.

wisrChannelFrameRetryRateExceeded

Objects {wlsrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation is reporting that it

exceeded an upper threshold for frame retry rate.

wisrChannelFrameFragmentationRateExceeded

Objects {wlsrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation is reporting that it

exceeded an upper threshold for frame fragmentation rate.

wlisrChannelFrameErrorRateExceeded

Objects {wlsrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation is reporting that it

exceeded an upper threshold for frame error rate.

wisrSignatureMatch

Objects {wlsrSignatureName, wisrSourceMac, wisrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that a signature match was detected.
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wisrChannelRateAnomaly

Objects {wlsrFrameType, wisrLocation, wisrCurrentChannel}

Status deprecated

Description This trap indicates that an AP/AM at wisrLocation detected frames of type
wlisrFrameType on wisrCurrentChannel which exceeds the configured IDS rate
threshold.

wisrNodeRateAnomaly

Objects {wlsrFrameType, wisrNodeMac, wisrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that an AP/AM at wisrLocation detected frames of type

wlsrFrameType transmitted by node wisrNodeMac which exceeds the configured
IDS rate threshold.

wisrEAPRateAnomaly
Objects {wlsrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that the number of EAP Handshake packets received by an AP/

AM at wisrLocation exceeds the configured IDS EAP Handshake rate.

wisrSignalAnomaly

Objects {wlsrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an AP/AM at wisrLocation detected a signal anomaly on

wlsrCurrentChannel.

wisrSequenceNumberAnomaly

Objects {wlsrSourceMac, wisrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that an AP/AM at wisrLocation received packets which exceeds

the acceptable sequence number difference. The acceptable sequence number
difference is an IDS Configuration object.

wisrDisconnectStationAttack

Objects {wlsrFrameType, wisrSourceMac, wisrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that an AP/AM detected a station disconnect attack.
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wisrApFloodAttack

Objects {wlsrLocation}
Status deprecated
Description This trap is triggered when the number of spurious AP’s detected by an AP/AM at

wisrLocation exceeds the configured IDS threshold.

wisrAdhocNetwork

Objects {wlsrSourceMac, wisrTargetApBSSID, wisrTargetApSSID, wisrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that an AP/AM at wisrLocation detected an ad hoc network.

Node wisrSourceMac is connected to an ad hoc AP wisrTargetAApBSSID with
wisrTargetApSSID.

wisrWirelessBridge

Objects {wlisrTransmitterMac, wisrReceiverMac, wiIsrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that an AP/AM at wisrLocation detected a Wireless Bridge. The

detected bridge is between wisrSourceMac and wisrReceiverMac.

wisrinvalidMacOUI

Objects {wlsrAddressType, wisrNodeMac, wisrRSSI, wisrLocation}
Status deprecated
Description This trap indicates that an AP/AM at wisrLocation detected an invalid MAC OUI in

transmission from the node wisrNodeMac. The invalid MAC is the
<wlsrAddressType>.

wisrLoadbalancingDisabled

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrTargetApChannel, wisrLocation}
Status deprecated
Description This trap indicates that an AM/AP located at wisrLocation is reporting that an AP

with BSSID wisrTargetApBSSID has disabled load balancing.

wisrWEPMisconfiguration

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel}
Status deprecated
Description This trap indicates that an Access Point has a bad WEP configuration.
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wisrStaRepeatWEPIVViolation

Objects {wlsrTargetApBSSID, wlisrTargetApSSID, wisrNodeMac, wisrLocation,
wlsrCurrentChannel}

Status deprecated

Description This trap indicates that an AP/AM detected a repeat WEP-IV violation for a station.

wisrStaWeakWEPIVViolation

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrNodeMac, wisrLocation,
wlisrCurrentChannel}

Status deprecated

Description This trap indicates that an AP/AM detected a weak WEP-IV violation for a station.

wisrStaAssociatedToUnsecureAp

Objects {wlisrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel,
wisrNodeMac, wisrRoguelnfoURL}

Status deprecated

Description This trap indicates that a station with wisrNodeMac associated with an Unsecure

Access Point wisrTargetApBSSID. This is detected by an air monitor located at
wisrLocation on channel wisrCurrentChannel.

wisrAdhocNetworkBridgeDetected

Objects {wlsrSourceMac, wlisrTargetApBSSID, wlisrTargetApSSID, wisrLocation,
wlisrCurrentChannel}

Status deprecated

Description This trap indicates that an AM has detected an ad hoc network that is bridging to a

wired network.

wisrinterferingApDetected

Objects {wlsrTargetApBSSID, wisrTargetApSSID, wisrLocation, wisrCurrentChannel,
wisrinterferingAPInfoURL}

Status deprecated

Description This trap indicates that an Interfering Access Point is detected by an air monitor

located at wisrLocation on channel wisrCurrentChannel.
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Chapter 4

Authentication

The Authentication module provides information about the authentication server, as well as entities
that are attempting to access the network.Authentication is used to verify the entity that is
communicating to a device.

Figure 6 shows the architecture of the Auth MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The Authentication MIBs are listed in the file

aruba-auth.my. For information about downloading Alcatel-Lucent MIB files, see Downloading MIB
Files on page 23.

Figure 6 Authorization Hierarchy

C Aruba ) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB Modules) 1.3.6.1.4.1.14823.2

( Switch ) 1.3.6.1.4.1.14823.2.2

(W|SX Enterprise MIB Modules) 1.3.6.1.4.1.14823.2.2.1

( wisx Authentication ) 1.3.6.1.4.1.14823.2.2.1.8

—(Wlsx Authentication Server Group) 1.3.6.1.4.1.14823.2.2.1.8.1

{wlsx Authentication Table ) 1.3.6.1.4.1.14823.2.2.1.8.1.1

—(wlsx Portal Server Table ) 1.3.6.1.4.1.14823.2.2.1.8.1.2

{wlsx Ldap Server State Table) 1.3.6.1.4.1.14823.2.2.1.8.1.5

{wlsx Authentication Info Group ) 1.3.6.1.4.1.14823.2.2.1.8.2

—(Wlsx Authentication Group ) 1.3.6.1.4.1.14823.2.2.1.8.3
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The Authentication MIB consists of several tables, which are listed and summarized in Table 22. The
objects of each table are described in the following sections.

Table 22 Authentication MIB Tables

Group Description

wlsxAuthenticationServerTable = Contains the users (both wired and wireless) currently connected to the
switch. Users are identified by their IP addresses.

wlisxPortalServerTable Contains the configured captive portal servers.

wlisxLdapServerStateTable Contains the LDAP server state.

wisxAuthenticationServerTable

The objects of the wlsx Authentication Server table provide information about the authentication
servers in the switch.

Table 23 wisxAuthenticationServerTable OIDs

Object Object ID

wlisxAuthenticationServerEntry 1.3.6.1.4.1.14823.2.2.1.8.1.1.1 wlisxAuthenticationServerTable 1

authServerName 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.1  wlisxAuthenticationServerEntry 1
authServerType 1.3.6.1.4.1.14823.2.2.1.8.1.1.12 wlisxAuthenticationServerEntry 2
authServerAddress 1.3.6.1.4.1.14823.2.2.1.8.1.1.13 wisxAuthenticationServerEntry 3
authServerPort 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.4  wisxAuthenticationServerEntry 4
authServerRetryCount 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.5  wisxAuthenticationServerEntry 5
authServerTimeOutValue 1.3.6.1.4.1.14823.2.2.1.8.1.1.16 wlisxAuthenticationServerEntry 6
authServerState 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.7  wlisxAuthenticationServerEntry 7
authServerlnservice 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.8  wisxAuthenticationServerEntry 8
authServerUsageCount 1.3.6.1.4.1.14823.2.2.1.8.1.1.19 wisxAuthenticationServerEntry 9
authServerSuccessfullAuths 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.10  wisxAuthenticationServerEntry 10
authServerFailedAuths 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.11  wisxAuthenticationServerEntry 11
authServerTimeouts 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.12 wlisxAuthenticationServerEntry 12
authServerAvgResponseTime 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.13  wlisxAuthenticationServerEntry 13

authServerOutStandingRequests  1.3.6.1.4.1.14823.2.2.1.8.1.1.114  wisxAuthenticationServerEntry 14
authServerUptime 1.3.6.1.4.1.14823.2.2.1.8.1.1.1.15 wlisxAuthenticationServerEntry 15
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wisxAuthenticationServerEntry

Syntax wisxAuthenticationServerEntry

Max-Access not-accessible

Status current

Description Server entry.

Index { authServerName }
authServerName

Syntax DisplayString(SIZE(0..32))

Max-Access

not-accessible

Status current

Description The name of the authentication server.
authServerType

Syntax ArubaAuthServerType

Max-Access read-only

Status current

Description The type of the authentication server.
authServerAddress

Syntax IpAddress

Max-Access read-create

Status current

Description The IP address of the authentication server.
authServerPort

Syntax Integer32

Max-Access

read-create

Status current

Description The transport layer port of the authentication server.
authServerRetryCount

Syntax Integer32

Max-Access read-create

Status current

Description The configured retry count.
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authServerTimeOutValue

Syntax nteger32

Max-Access read-create

Status current

Description The configured timeout value.
authServerState

Syntax ArubaEnableValue

Max-Access read-only

Status current

Description The state of the authentication server.

authServerinservice

Syntax TruthValue

Max-Access read-only

Status current

Description An indication of whether or not the authentication server is in service.
authServerUsageCount

Syntax Counter32

Max-Access read-only

Status current

Description The number of times this server was queried.

authServerSuccessfullAuths

Syntax Counter32

Max-Access read-only

Status current

Description The number of times this server responded with success.

authServerFailedAuths

Syntax Counter32

Max-Access read-only

Status current

Description The number of times this server responded with failure.
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authServerTimeouts

Syntax Counter32

Max-Access read-only

Status current

Description The number of times this communication with this server timed out.

authServerAvgResponseTime

Syntax Integer32

Max-Access read-only

Status current

Description The average response time of the server in milliseconds.

authServerOutStandingRequests

Syntax Integer32

Max-Access read-only

Status current

Description The number of requests currently outstanding to this server.
authServerUptime

Syntax Integer32

Max-Access read-only

Status current

Description The time since the server went into service with the switch.

wlisxPortalServerTable

The objects of the wlsx Portal Server table provide information about configured captive portal servers.

Table 24 wisxPortalServerTable OlDs

wlsxPortalServerEntry 1.3.6.1.4.1.14823.2.2.1.8.1.2.1 wlisxPortalServerTable 1
portalServerlndex 1.3.6.1.4.1.14823.2.2.1.8.1.2.1.1 wisxPortalServerEntry 1
portalServerHost 1.3.6.1.4.1.14823.2.2.1.8.1.2.1.2 wisxPortalServerEntry 2
portalServerPort 1.3.6.1.4.1.14823.2.2.1.8.1.2.1.3 wlisxPortalServerEntry 3
portalServerPage 1.3.6.1.4.1.14823.2.2.1.8.1.2.1.4 wlisxPortalServerEntry 4
portalServerProtocol 1.3.6.1.4.1.14823.2.2.1.8.1.2.1.5 wlisxPortalServerEntry 5
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wisxPortalServerEntry

Syntax wisxPortalServerEntry
Max-Access not-accessible
Status current

Description Portal Server Entry
Index { portalServerindex }

portalServerindex

Syntax DisplayString(SIZE(0..256))
Max-Access not-accessible

Status current

Description Portal server index.

portalServerHost

Syntax DisplayString(SIZE(0..256))

Max-Access read-only

Status current

Description The IP address of the portal server.
portalServerPort

Syntax Integer32

Max-Access read-only

Status current

Description The transport layer port of the portal server.

portalServerPage

Syntax DisplayString(SIZE(0..256))
Max-Access read-only

Status current

Description The portal server URL.

portalServerProtocol

Syntax DisplayString

Max-Access read-only

Status current

Description The portal server protocol (e.g., HTTP or HTTPS).
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wisxLdapServerStateTable

The objects of the wlsx Ldap Server State table provide information about the state of the LDAP server.

Table 25 wisxLdapServerStateTable

Object Object ID

wlisxLdapServerStateEntry 1.3.6.1.4.1.14823.2.2.1.8.1.5.1 wlisxLdapServerStateTable 1
IdaplInitDone 1.3.6.1.4.1.14823.2.2.1.8.1.5.1.1 wlisxLdapServerStateEntry 1
IdapAdminBound 1.3.6.1.4.1.14823.2.2.1.8.1.5.1.2 wlsxLdapServerStateEntry 2
IdapReBindCount 1.3.6.1.4.1.14823.2.2.1.8.1.5.1.3 wisxLdapServerStateEntry 3
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wisxLdapServerStateEntry

Syntax
Max-Access
Status
Description

Index

IdapInitDone

Syntax
Max-Access
Status

Description

IdapAdminBound

Syntax

Max-Access
Status

Description

IdapReBindCount

Syntax
Max-Access
Status

Description

| Reference Guide

wlisxLdapServerStateEntry
not-accessible

current

LDAP Server Entry.

{ authServerName }

TruthValue
read-only
current

Indicates whether the switch is initialized with the server.

Integer
no(1)
yes(2)
inProgress(3)

read-only
current

Indicates whether the switch is bound to the server.

Counter32
read-only
current

The number of times that the switch is rebound with the server.
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Chapter 5

Controller Transport Service

All MIB tables and MIB OIDs in this chapter were deprecated in AOS-W 5.0 and are no longer

NOT & supported.

This module provides information about the Controller Transport Service. The Controller Transport
Service (CTS) is used with the Mobility Manager for synchronizing configuration, database, and data
sections. The CTS MIBs are used for triggering the data synchronization event with the MMS, such as
config update.

CTS is not intended to be used with other applications.

Figure 7 shows the relationship of CTS to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.Alcatel-Lucent). The CTS MIBs are listed in the file aruba-
cts.my. For information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on
page 23.

Figure 7 CTS MIB Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

\_‘

(Aruba Enterprise MIB Modules) 1.3.6.1.4.1.14823.2

( Switch ) 1.3.6.1.4.1.14823.2.2

( wisx MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

\_‘

( wisx CTS ) 1.3.6.1.4.1.14823.2.2.1.11

\_‘

( wisx CTS Op Group ) 1.3.6.1.4.1.14823.2.2.1.11.1

\_‘

( wisx CTS Request Table )1.3.6.1.4.1.14823.2.2.1.11.1.1
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The CTS MIB contains the following table. Its objects are described in the following sections.

Table 26 CTS MIB Tables

Table Description

wlisxCtsRequestTable The objects are used for the data synchronization event with MMS.

wisxCtsRequestTable
The objects of the wlsx CTS Request Table are used for data synchronization when using MMS.

Table 27 wisxCtsRequestTable OIDs

wlsxCtsRequestEntry 1.3.6.1.4.1.14823.2.2.1.11.1.11 wlisxCtsRequestTable 1
tablewlsxCtsIndex 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.1 wlisxCtsRequestEntry 1
wlisxCtsOpcode 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.2 wlisxCtsRequestEntry 2
wlsxCtsCookie 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.3 wlsxCtsRequestEntry 3
wisxCtsURL 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.4 wlisxCtsRequestEntry 4
wlisxCtsFlags 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.5 wlisxCtsRequestEntry 5
wlisxCtsStatus 1.3.6.1.4.1.14823.2.2.1.11.1.1.1.6 wlisxCtsRequestEntry 6
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wisxCtsRequestEntry

Syntax
Max-Access
Status
Description

History

tablewlsxCtsindex

Syntax

Max-Access
Status
Description

History

wlisxCtsOpcode

Syntax
Max-Access
Status
Description

History

wlsxCtsCookie

Syntax
Max-Access
Status
Description

History
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wisxCtsRequestEntry
not-accessible
deprecated

CTS transport index.

Added in AOS-W 3.1.0.3
Deprecated in AOS-W 5.0

Integer32
0 Config Sync
1 Counters Sync
2 RF Plan Sync

not accessible
deprecated

CTS transport index.
Added in AOS-W 3.1.0.3.

Updated in AOS-W 3.2.0.0.—Syntax

Deprecated in AOS-W 5.0

DisplayString
read-write

deprecated

Cookie for the config sync operation.

Added in AOS-W 3.1.0.3.
Deprecated in AOS-W 5.0

DisplayString
read-write

deprecated

Cookie for the config sync operation.

Added in AOS-W 3.1.0.3.
Deprecated in AOS-W 5.0
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wlisxCtsURL

Syntax
Max-Access
Status
Description

History

wlisxCtsFlags

Syntax

Max-Access
Status
Description

History

wisxCtsStatus

Syntax
Max-Access
Status
Description

History

| Controller Transport Service

DisplayString

read-write

deprecated

URL for the config sync operation.

Added in AOS-W 3.1.0.3.
Deprecated in AOS-W 5.0

Bits
wlsxCtsFlagForce(0)
wlsxCtsFlagUseCert(1)

read-write

deprecated

Operational flags to be sent via CTS.

Added in AOS-W 3.1.0.3.
Deprecated in AOS-W 5.0

Row Status
read-write
deprecated
CTS row status.

Added in AOS-W 3.1.0.3.
Deprecated in AOS-W 5.0
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Chapter 6

External Services Interface

The External Services Interface (ESI) module provides information about the Wireless Management
System (WMS) in the Alcatel-Lucent switch. ESI is used for redirecting traffic to a virus scanner,
context filter, or other third party network appliances.

Figure 8 shows the architecture of the ESI MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The ESI MIBs are listed in the file aruba-esi.my. For
information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.

Figure 8 ESI Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

\_‘

(Aruba Enterprise MIB Modules) 1.3.6.1.4.1.14823.2

( Switch ) 1.3.6.1.4.1.14823.2.2

\_‘

( wisx MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

\_‘

( wisx IF Ext ) 1.3.6.1.4.1.14823.2.2.1.3

\_‘

( wisx IF EXT Group ) 1.3.6.1.4.1.14823.2.2.1.3.1

\_‘

( wisx IF Ext Table ) 1.3.6.1.4.1.14823.2.2.1.3.1.1

This MIB module defines MIB objects which provide information about the Wireless Management
System (WMS) in the Alcatel-Lucent switch. The ESI MIB consists of the following table.

Table 28 ESI MIB Tables

Table Description

wisxESIServerTable This table lists all ESI servers that are configured on the switch.

wlisxESIServerTable
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The objects of the wlsx ESI Server table provide information of the ESI servers that are configured on
the switch.

Table 29 wisxESIServerTable OlDs

wlisxESIServerEntry
esiServerName
esiServerGroup
esiServerMode
esiServerTrustedIP
esiServerUntrustedIP
esiServerTrustedSlot

esiServerTrustedPort

esiServerUntrustedSlot

esiServerUntrustedPort

esiServerStatus

1.3.6.1.4.1.14823.2.2.1.10.1.1.1
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.1
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.2
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.3
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.4
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.5
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.6
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.7
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.8
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.9
1.3.6.1.4.1.14823.2.2.1.10.1.1.1.10

wlisxESIServerTable 1
wlisxESIServerEntry 1
wlIsxESIServerEntry 2
wlisxESIServerEntry 3
wlisxESIServerEntry 4
wlisxESIServerEntry 5
wlisxESIServerEntry 6
wisxESIServerEntry 7
wisxESIServerEntry 8
wlisxESIServerEntry 9
wlisxESIServerEntry 10

wlisxESIServerEntry

Syntax wlisxESIServerEntry

Max-Access not-accessible

Status current

Description ESI Server Entry.

Index esiServerName
esiServerName

Syntax DisplayString

Max-Access not-accessible

Status current

Description The name of the ESI Server.
esiServerGroup

Syntax DisplayString

Max-Access read-only

Status current

Description The name of the ESI server group to which this server belongs.
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esiServerMode

Syntax ArubaESIServerMode

Max-Access read-only

Status current

Description The mode of this server.
esiServerTrustedIP

Syntax IpAddress

Max-Access read-only

Status current

Description The trusted IP address of this server, or 0.0.0.0 if it is not set.
esiServerUntrustedIP

Syntax IpAddress

Max-Access read-only

Status current

Description The untrusted IP address of this server, or 0.0.0.0 if it is not set.

esiServerTrustedSlot

Syntax Integer32

Max-Access read-only

Status current

Description The slot number of the trusted interface for this server.

esiServerTrustedPort

Syntax Integer32

Max-Access read-only

Status current

Description The port number of the trusted interface for this server.
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esiServerUntrustedSiot

Syntax Integer32

Max-Access read-only

Status current

Description The slot number of the untrusted interface for this server.
esiServerUntrustedPort

Syntax Integer32

Max-Access read-only

Status current

Description The port number of the untrusted interface for this server.
esiServerStatus

Syntax ArubaESIServerStatus

Max-Access read-only

Status current

Description Indicates the status of this ESI server.
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Chapter 7

IF External

IF External (IF EXT) MIB objects provide system-level information about the Alcatel-Lucent switch—
physical ports, configured VLANSs, the port memberships, and the interfaces that define the VLANS.

Figure 9 shows the architecture of the IF EXT MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The IF External MIBs are listed in the file
aruba-ifext.my. For information about downloading Aruba MIB files, see Downloading MIB Files on
page 23.

Figure 9 IF EXT Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB Modules) 1.3.6.1.4.1.14823.2

\_‘

( Switch ) 1.3.6.1.4.1.14823.2.2

( wisx MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

\_‘

( wisx IF Ext ) 1.3.6.1.4.1.14823.2.2.1.3

\_‘

( wisx IF Ext Group ) 1.3.6.1.4.1.14823.2.2.1.3.1

\_‘

( wisx IF Ext Table ) 1.3.6.1.4.1.14823.2.2.1.3.1.1

wisxIfExtMIB

This MIB module contains MIB objects that provide system-level information about the Alcatel-Lucent
switch. The wisx IF EXT tables consists of the following tables. The objects of each table are described
in the following sections..

Table 30 /F EXT Tables

Table Description

wlisxIfExtPortTable This table lists the physical ports in the switch.
wisxIfExtVLANTable This table lists the VLAN in the switch.
wlisxIfExtVLANMemberTable This table lists the port membership of the VLAN.
wlisxIfExtVLANInterfaceTable This table defines Layer 3 VLAN interfaces.
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wisxIfExtPortTable

The objects of the wlsx External Port table define the physical ports of the switch.

Table 31 wisxlfExtPortTable OIDs

wlisxIfExtPortEntry
ifExtSlotNumber
ifExtPortNumber
ifExtPortlflndex
ifExtAdminState
ifExtOperState
ifExtPoeState
ifExtlsTrusted
ifExtDot1DState
ifExtMode
ifExtAccessVLANId
ifExtTrunkNativeVLANId
ifExtTrunkIsAllowedAll
ifExtTrunkAllowedVLANList
ifExtingressACLName
ifExtEgressACLName
ifExtSessionACLName
ifExtXsecVLAN
ifExtlsMonitoring
ifExtlsMux
ifExtUserSlotNumber
ifExtUserPortNumber
ifExtPortSpeed
ifExtPortDuplex
ifExtPortType

ifExtDescr

Object ID

1.3.6.1.4.1.14823.2.2.1.3.1.1.1

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.1

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.2

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.3

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.4

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.5

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.6

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.7

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.8

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.9

1.3.6.1.4.1.14823.2.2.1.3.1.1.1.10

1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.
1.3.6.1.4.1.14823.2.2.1.3.1.

1

_ 4 a4 a4 a4 a a4

111
112
.1.18
.1.14
.1.15
.1.16
117
.1.18
.1.19
.1.20
.1.21
.1.22
.1.238
.1.24
.1.25

wisxIfExtPortTable 1
wisxIfExtPortEntry 1
wisxIfExtPortEntry 2
wisxIfExtPortEntry 3
wisxIfExtPortEntry 4
wisxIfExtPortEntry 5
wisxIfExtPortEntry 6
wisxIfExtPortEntry 7
wisxIfExtPortEntry 8
wisxIfExtPortEntry 9
wlisxIfExtPortEntry 10
wlisxIfExtPortEntry 11
wisxIfExtPortEntry 12
wlisxIfExtPortEntry 13
wisxIfExtPortEntry 14
wlisxIfExtPortEntry 15
wlisxIfExtPortEntry 16
wlisxIfExtPortEntry 17
wisxIfExtPortEntry 18
wlisxIfExtPortEntry 19
wisxIfExtPortEntry 20
wlisxIfExtPortEntry 21
wlisxIfExtPortEntry 22
wlisxIfExtPortEntry 23
wisxIfExtPortEntry 24
wisxIfExtPortEntry 25
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wisxIfExtPortEntry

Syntax
Max-Access
Status
Description

Index

ifExtSlotNumber

Syntax
Max-Access
Status

Description

ifExtPortNumber

Syntax
Max-Access
Status

Description

ifExtPortifIndex

Syntax
Max-Access
Status

Description

ifExtAdminState

Syntax
Max-Access
Status

Description
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wlisxIfExtPortEntry

not-accessible

current

An entry for one processor contained by the switch.

{ ifExtSlotNumber, ifExtPortNumber }

Integer32
not-accessible
current

This object represents the physical slot of the interface.

Integer32
not-accessible
current

This object represents the physical port of the interface.

Integer32
read-only

current

This is the if Index in the ifTable, representing this slot and port.

ArubaEnableValue
read-write
current

The desired state of the interface.
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ifExtOperState

Syntax

Max-Access
Status

Description

ifExtPoeState

Syntax
Max-Access
Status

Description

ifExtlsTrusted

Syntax
Max-Access
Status

Description

ifExtDot1DState

Syntax
Max-Access
Status

Description

ifExtMode

Syntax
Max-Access
Status

Description

Integer

up(1)
down(2)
testing(3)

read-only
current

The current operational state of the interface.

ArubaPoeState
read-write
current

The current state of the power over ethernet capability of the port.

TruthValue
read-write

current

The object indicates if the port is used in the trusted side of the network or the

untrusted side.

ArubaDot1dState
read-write
current

Current Dot1d state of the Port.

ArubaPortMode
read-write
current

This object indicates if the port is in a trunk mode or access mode.
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ifExtAccessVLANId

Syntax ArubaVLANValidRange

Max-Access read-write

Status current

Description The VLAN ID when the port is in access mode.

ifExtTrunkNativeVLANId

Syntax ArubaVLANValidRange

Max-Access read-write

Status current

Description The native VLAN ID of the Port when the port is in dot1g mode.

ifExtTrunkisAllowedAll

Syntax TruthValue

Max-Access read-write

Status current

Description When the mode of the port is trunk, this object indicates if the port is part of all
the configured VLANS.

ifExtTrunkAllowedVLANList

Syntax Octet String SIZE(0..512))

Max-Access read-write

Status current

Description A string of octets containing one bit per VLAN for a total of 4096 VLANS in the

management domain. The most significant bit of the octet string is the lowest value
VLAN of 4096 VLANSs.

Setting bit(1) indicates that the VLAN is part of the interface.
The most significant bit of the bitmap is transmitted first.

Note—If the length of this string is less than 512 octets, missing octets are
assumed to contain the value zero.
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ifExtiIngressACLName

Syntax DisplayString(SIZE(0..64))
Max-Access read-write
Status current
Description This object represents the ingress ACL name applied to the port. An empty string
indicates that ACL is not applied on this port.
ifExtEgressACLName
Syntax DisplayString(SIZE(0..64))
Max-Access read-write
Status current
Description This object represents the egress ACL name applied to the port. An empty string
indicates that ACL is not applied on this port.
ifExtSessionACLName
Syntax DisplayString(SIZE(0..64))
Max-Access read-write
Status current
Description This object represents the session ACL name applied to the port. An empty string
indicates that ACL is not applied on this port.
ifExtXsecVLAN
Syntax ArubaVLANValidRange
Max-Access read-write
Status current
Description This object indicates if the port is an Xsec Port.
ifExtlsMonitoring
Syntax TruthValue
Max-Access read-write
Status current
Description This object indicates if the port is used for port monitoring.
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ifExtlsMux

Syntax TruthValue

Max-Access read-write

Status current

Description This object indicates if the port is used as a MUX Port.
ifExtUserSlotNumber

Syntax Integer32

Max-Access read-only

Status current

Description The user-visible (zero-based) slot number.
ifExtUserPortNumber

Syntax Integer32

Max-Access read-only

Status current

Description The user-visible (zero-based) port number.
ifExtPortSpeed

Syntax ArubaPortSpeed

Max-Access read-only

Status current

Description Speed of the port.
ifExtPortDuplex

Syntax ArubaPortDuplex

Max-Access read-only

Status current

Description The duplex state of the port.
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ifExtPortType

Syntax ArubaPortType

Max-Access read-only

Status current

Description The type of the port.
ifExtDescr

Syntax DisplayString

Max-Access read-only

Status current

Description Port description.
wisxIfExtVLANTable

The objects of the wisx IF External VLAN table provide information about the VLANSs of the switch.

Table 32 wisxIfExtVLANTable OIDs

Object Object ID

wisxIfExtVLANEntry 1.3.6.1.4.1.14823.2.2.1.3.1.2.1 wisxIfExtVLANTable 1

ifExtVLANId 1.3.6.1.4.1.14823.2.2.1.3.1.2.1.1 wisxIfExtVLANEntry 1

ifExtVLANName 1.3.6.1.4.1.14823.2.2.1.3.1.2.1.2 wisxIfExtVLANEntry 2

ifExtVLANStatus 1.3.6.1.4.1.14823.2.2.1.3.1.2.1.3 wisxIfExtVLANEnNtry 3
wIisxIfExtVLANEnNtry

Syntax wIsxIfExtVLANEnNtry

Max-Access
Status
Description

Index

not-accessible

current

An entry for one processor contained by the switch.

{ ifExtVLANId }
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ifExtVLANId

Syntax
Max-Access
Status

Description

ifExtVLANName

Syntax
Max-Access
Status

Description

ifExtVLANStatus

Syntax
Max-Access
Status

Description

ArubaVLANValidRange
not-accessible

current

This object represents the VLAN ID of the interface.

DisplayString(SIZE(0..64))
read-create
current

Name of the VLAN.

Row Status
read-create
current

A row status object used to create/modify the row.

wisxIfExtVLANMemberTable

The objects of the wisx External VLAN Member table provide information about the port membership

of the VLAN.

Table 33 wisxIfExtVLANMemberTable OIDs

Object Object ID

wisxIfExtVLANMemberEntry

1.3.6.1.4.1.14823.2.2.1.3.1.3.1

wisxIfExtVLANMemberTable 1
wlisxIfExtVLANMemberEntry 1

ifExtVLANMemberStatus 1.3.6.1.4.1.14823.2.2.1.3.1.3.1.1

ifExtVLANMemberSlot 1.3.6.1.4.1.14823.2.2.1.3.1.3.1.2 wisxIfExtVLANMemberEntry 2
ifExtVLANMemberPort 1.3.6.1.4.1.14823.2.2.1.3.1.3.1.3 wisxIfExtVLANMemberEntry 3
ifExtVLANMemberType 1.3.6.1.4.1.14823.2.2.1.3.1.3.1.4 wisxIfExtVLANMemberEntry 4
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wisxIfExtVLANMemberEntry

Syntax wiIsxIfExtVLANMemberEntry

Max-Access not-accessible

Status current

Description An entry for one processor contained by the switch.

Index { ifExtVLANId, ifIndex }
ifExtVLANMemberStatus

Syntax Row Status

Max-Access read-create

Status current

Description A row status object used to create/modify and indicate the status row.
ifExtVLANMemberSlot

Syntax Integer32

Max-Access read-only

Status current

Description The slot index of the slot referred to by this row (1-based).
ifExtVLANMemberPort

Syntax Integer32

Max-Access read-only

Status current

Description The slot index of the slot referred to by this row (1-based).
ifExtVLANMemberType

Syntax ArubalfType

Max-Access read-only

Status current

Description The VLAN member type.
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wisxIfExtVLANInterfaceTable

The objects of the wilsx IF EXT VLAN Interface table provide information about Layer 3 VLAN
interfaces.

Table 34 wisxIfExtVLANInterfaceTable OIDs132

Object Object ID

wiIsxIfExtVLANInterfaceEntry 1.3.6.1.4.1.14823.2.2.1.3.1.4.1 wisxIfExtVLANInterfaceTable 1
ifExtVLANInterfacelflndex 11.3.6.1.4.1.14823.2.2.1.3.1.4.11 wisxIfExtVLANInterfaceEntry 1
ifExtVLANInterfaceDescription 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.2 wisxIfExtVLANInterfaceEntry 2
ifExtVLANInterfaceBWContract 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.3 wisxIfExtVLANInterfaceEntry 3
ifExtVLANInterfaceAdminState 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.4 wisxIfExtVLANInterfaceEntry 4

ifExtVLANInterfaceOperState 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.5 wisxIfExtVLANInterfaceEntry 5
ifExtVLANInterfacelpAddress 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.6 wisxIfExtVLANInterfaceEntry 6
ifExtVLANInterfacelpMask 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.7 wisxIfExtVLANInterfaceEntry 7
ifExtVLANInterfacelsLocalArp 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.8 wisxIfExtVLANInterfaceEntry 8
ifExtVLANInterfaceStatus 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.9 wisxIfExtVLANInterfaceEntry 9
ifExtVlaninterfacelpRouting 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.10 wisxIfExtVLANInterfaceEntry 10
ifExtVlaninterfacelpNatlInside 11.3.6.1.4.1.14823.2.2.1.3.1.4.1.11 wisxIfExtVLANInterfaceEntry 11

ifExtVlaninterfacelplgmpSnooping  11.3.6.1.4.1.14823.2.2.1.3.1.4.1.12 wisxIfExtVLANInterfaceEntry 12

wisxIfExtVLANInterfaceEntry

Syntax wisxIfExtVLANInterfaceEntry

Max-Access not-accessible

Status current

Description An entry for one processor contained by the switch.
Index { ifExtVLANId }

ifExtVLANInterfacelfindex

Syntax Integer32

Max-Access read-create

Status current

Description This is the iflndex in ifTable, representing the VLAN interface.
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ifExtVLANInterfaceDescription

Syntax DisplayString(SIZE(0..64))
Max-Access read-create

Status current

Description The description of the VLAN interface.

ifExtVLANInterfaceBWContract

Syntax DisplayString(SIZE(0..64))

Max-Access read-create

Status current

Description This object indicates the bandwidth contract on the interface.

ifExtVLANInterfaceAdminState

Syntax ArubaEnableValue

Max-Access read-create

Status current

Description This object indicates the IP address of the interface.

ifExtVLANInterfaceOperState

Syntax ArubaOperStateValue

Max-Access read-create

Status current

Description This object indicates the IP address of the interface.

ifExtVLANInterfacelpAddress

Syntax IpAddress

Max-Access read-create

Status current

Description This object indicates the IP address of the interface.
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ifExtVLANInterfacelpMask

Syntax IpAddress

Max-Access read-create

Status current

Description This object indicates the IP mask of the interface.

ifExtVLANInterfacelsLocalArp

Syntax ArubaEnableValue

Max-Access read-create

Status current

Description This object indicates if the Local Arp is set on the interface.

ifExtVLANInterfaceStatus

Syntax Row Status

Max-Access read-create

Status current

Description A row status object used to create/modify and indicate the status row.

ifExtVlaninterfacelpRouting

Syntax ArubaEnableValue

Max-Access read-create

Status current

Description This object indicates if the IP routing is set on the interface.
History Added in AOS-W 3.2.0.0.

ifExtVlaninterfacelpNatinside

Syntax ArubaEnableValue

Max-Access read-create

Status current

Description This object indicates if the IP not inside is set on the interface.
History Added in AOS-W 3.2.0.0.
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ifExtVlaninterfacelplgmpSnooping

Syntax ArubaEnableValue

Max-Access read-create

Status current

Description This object indicates if the IP IGMP snooping is set on the interface.
History Added in AOS-W 3.2.0.0.
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Chapter 8

Mesh

The Mesh module provides information about Mesh portal and topology in the Alcatel-Lucent switch.
Mesh is a new addition to the AOS-W MIB family.

Figure 10 shows the architecture of the Mesh MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The Mesh MIBs are listed in the file aruba-mesh.my.
For information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.

Figure 10 Mesh Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB Modules) 1.83.6.1.4.1.14823.2

\_‘

( Switch ) 1.3.6.1.4.1.14823.2.2

( wisx MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

\_‘

( wisx Mesh ) 1.3.6.1.4.1.14823.2.2.1.13

\_‘

( wisx CTS Mesh Info Group ) 1.3.6.1.4.1.14823.2.2.1.13.1

(wlsx CTS Mesh Node Group) 1.3.6.1.4.1.14823.2.2.1.18.1.1

wisx CTS Mesh Node Total ) 1.3.6.1.4.1.14823.2.2.1.13.1.1.1

wisx CTS Mesh Node Table ) 1.3.6.1.4.1.14823.2.2.1.13.1.1.2

The Mesh MIB contains the following tables. The objects of each table are described in the following
sections.

Table 35 Mesh MIB Tables

Table Description

wlsxMeshNodeTotal This object lists the total number of mesh nodes in the switch.

wisxMeshNodeTable This table lists mesh node information.
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wisxMeshNodeTotal

Syntax Unsigned32

Max-Access read-only

Status current

Description Total Number of mesh nodes in the switch.

History Added in AOS-W 3.2.0.0.
wisxMeshNodeTable

The objects of the wisx Mesh Node table provide information about the Mesh Node.

Table 36 Mesh Node Table OIDs

Object Object ID

wisxMeshNodeEntry 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1 wisxMeshNodeTable 1
wisxMeshRole 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.1 wisxMeshNodeEntry 1
wisxMeshNodeParent 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.2 wisxMeshNodeEntry 2
wlsxMeshNodeChildrenCount 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.3 wisxMeshNodeEntry 3
wisxMeshNodeCluster 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.4 wisxMeshNodeEntry 4
wlsxMeshNodeRfBand 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.5 wlsxMeshNodeEntry 5
wisxMeshNodePathCost 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.6 wlsxMeshNodeEntry 6
wlsxMeshNodeNodeCost 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.7 wisxMeshNodeEntry 7
wisxMeshNodeLinkCost 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.8 wisxMeshNodeEntry 8
wisxMeshNodeHopCount 1.3.6.1.4.1.14823.2.2.1.13.1.1.2.1.9 wisxMeshNodeEntry 9
wisxMeshNodeEntry

Syntax MeshEntry

Max-Access not-accessible

Status current

Description Mesh node entry.

Index {wlanAPMacAddress}
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wisxMeshRole

Syntax
MAX-ACCES
Status
Description

History

ArubaMeshRole
read-only
current

Mesh role.

Added in AOS-W 3.2.0.0.

wlisxMeshNodeParent

Syntax
Max-Access
Status
Description

History

MacAddress
read-only

current

Mesh node parent.

Added in AOS-W 3.2.0.0.

wisxMeshNodeChildrenCount

Syntax
Max-Access
Status
Description

History

Unsigned32
read-only

current

Mesh node children count.

Added in AOS-W 3.2.0.0.

wlisxMeshNodeCluster

Syntax
Max-Access
Status
Description

History

| Reference Guide

DisplayString(SIZE(0..64))
read-only

current

Mesh cluster name. Value in float.

Added in AOS-W 3.2.0.0.
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wlisxMeshNodeRfBand

Syntax ArubaPhyType

Max-Access read-only

Status current

Description Mesh node RF band.

History Added in AOS-W 3.2.0.0.
wisxMeshNodePathCost

Syntax Integer32

Max-Access read-only

Status current

Description Mesh topology path cost.

History Added in AOS-W 3.2.0.0.
wisxMeshNodeNodeCost

Syntax Integer32

Max-Access read-only

Status current

Description Mesh topology node cost.

History Added in AOS-W 3.2.0.0.
wisxMeshNodeLinkCost

Syntax Integer32

Max-Access read-only

Status current

Description Mesh topology link cost.

History Added in AOS-W 3.2.0.0.
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wisxMeshNodeHopCount

Syntax
Max-Access
Status
Description

History

| Reference Guide

Integer32
read-only

current

Mesh topology hop cost.
Added in AOS-W 3.2.0.0.
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Chapter 9

Mobility

The Mobility module provides information about the subsystem in the Alcatel-Lucent switch, such as
the home agent (HA) or foreign agent (FA) of a roaming agent.

Figure 11 shows the architecture of the Mobility MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The Mobility MIBs are listed in the file
aruba-mobility.my. For information about downloading Alcatel-Lucent MIB files, see Downloading
MIB Files on page 23.

Figure 11 Mobility Hierarchy
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wlisx Mobility Domain Table ) 1.3.6.1.4.1.14823.2.2.1.9.1.1

wlisx Mobility Home Agent Entry ) 1.3.6.1.4.1.148238.2.2.1.9.1.3

wisx Mobility Host Table ) 1.3.6.1.4.1.14823.2.2.1.9.1.4
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—(wlsx Mobility Proxy DHCP Stats ) 1.3.6.1.4.1.148232.2.1.93

{wsx Mobility HA Stats ) 1.3.6.1.4.1.148232.2.1.9.4

—(WISX Mobility FA Stats ) 1.3.6.1.4.1.14823.2.2.1.9.5

—(wlsx Mobility HAFA Revocation Stats Group ) 1.3.6.1.4.1.14823.2.2.1.9.6

AOS-W 6.0 MIB | Reference Guide Mobility | 139



The Mobility MIB contains the following objects. The objects of each table are described in the
following sections.

Table 37 Mobility Objects

wlsxMobilityDomainTable This table lists all mobility domains configured on the switch.
wlsxMobilityHostTable This table lists all mobile hosts on the switch.
wlsxMobilityProxyStatsGroup This group contains proxy state machine statistics—the number

of packets handled by the MobilelP Proxy state machine.

wlisxMobilityProxyDHCPStats Group This group contains proxy DHCP state machine statistics— the
number of DHCP packets handled by the MobilelP DHCP state
machine.

wlisxMobilityHAStats Group This group contains MobilelP Home Agent statistics —the number

of MobilelP registration, revocation-related messages the HA
state machine handled.

wlisxMobilityFAStats Group This group contains MobilelP Foreign Agent statistics —the
number of MobilelP registration, revocation-related messages the
FA state machine handled.

wlsxMobilityHAFARevocationStats Group  This group contains MobilelP HA-FA revocation messages

exchange statistics —the number of MobilelP revocation-related
messages the HA/FA state machine handled.

wisxMobilityDomainTable

The objects of the wlsx Mobility Domain table provide information about the mobility domains
configured on the switch.

Table 38 wisxMobilityDomainTable OIDs

wlisxMobilityDomainEntry 1.3.6.1.4.1.14823.2.2.1.9.1.1.1 wlisxMobilityDomainTable 1
mobilityDomainName 1.3.6.1.4.1.14823.2.2.1.9.1.1.1.1 wlisxMobilityDomainEntry 1
mobilityDomainlsExclusive 1.3.6.1.4.1.14823.2.2.1.9.1.1.1.2 wlsxMobilityDomainEntry 2
mobilityDomainStatus 1.3.6.1.4.1.14823.2.2.1.9.1.1.1.3 wlsxMobilityDomainEntry 3

wisxMobilityDomainEntry

Syntax wlsxMobilityDomainEntry
Max-Access not-accessible

Status current

Description Mobility Domain Entry
Index { mobilityDomainName }
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mobilityDomainName

Syntax
Max-Access
Status
Description

History

DisplayString

not-accessible

current

The name of the active mobility domain(s) this switch belongs to.

Update in AOS-W 3.1 —description.

mobilityDomainlsExclusive

Syntax ArubaEnableValue

Max-Access read-only

Status deprecated

Description Indicates whether this mobility domain is exclusive or not.

History Deprecated in AOS-W 3.1.0.0.
mobilityDomainStatus

Syntax Row Status

Max-Access read-create

Status current

Description Row status object used to indicate the status of the row.

wisxMobilityHomeAgentTable

The objects of the wlsx Mobility Home Agent table list all home agents that are visible to the switch.

Table 39 wisxMobilityHomeAgentTable OIDs

Object Object ID

wlsxMobilityHomeAgentEntry 1.3.6.1.4.1.14823.2.2.1.9.1.3.1 wlisxMobilityHomeAgentTable 1

mobilityHomeAgentSubnet
mobilityHomeAgentMask
mobilityHomeAgentIp

mobilityHomeAgentVLAN

1.3.6.1.4.1.14823.2.2.1.9.1.3.1.1 wlsxMobilityHomeAgentEntry 1

1.3.6.1.4.1.14823.2.2.1.9.1.3.1.2 wlisxMobilityHomeAgentEntry 2

1.3.6.1.4.1.14823.2.2.1.9.1.3.1.3 wlsxMobilityHomeAgentEntry 3

1.3.6.1.4.1.14823.2.2.1.9.1.3.1.4 wlisxMobilityHomeAgentEntry 4
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wisxMobilityHomeAgentEntry

Syntax wisxMobilityHomeAgentEntry

Max-Access not-accessible

Status current

Description Mobility home agent entry.

Index { mobilityHomeAgentSubnet, mobilityHomeAgentMask, mobiltityHomeAgentip }

mobilityHomeAgentSubnet

Syntax IpAddress

Max-Access read-only

Status current

Description Subnet of the home agent.

mobilityHomeAgentMask

Syntax IpAddress

Max-Access read-only

Status current

Description Subnet mask of the home agent.

mobilityHomeAgentip

Syntax IpAddress

Max-Access not-accessible

Status current

Description IP address of the home agent.

mobilityHomeAgentVLAN

Syntax Integer32

Max-Access read-only

Status current

Description VLAN of the home agent.
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wisxMobilityHostTable

The objects of the wlsx Mobility Host table provide information about the mobile hosts on the switch.

Table 40 wisxMobilityHostTable OIDs

Object Object ID

wlisxMobilityHostEntry
mobilityHostMac
mobilityHostlp
mobilityHostStatus
mobilityHostServiceTime
mobilityHostHomeVLAN
mobilityHostHomeNetwork
mobilityHostHomeMask

mobilityHostDhcplnfo

1.3.6.1.4.1.14823.2.2.1.9.1.4.1

1.3.6.1.4.1.14823.2.2.1.9.1.4.1 1
1.3.6.1.4.1.14823.2.2.1.9.1.4.1.2
1.3.6.1.4.1.14823.2.2.1.9.1.4.1.3
1.3.6.1.4.1.14823.2.2.1.9.1.4.1.4
1.3.6.1.4.1.14823.2.2.1.9.1.4.1.5
1.3.6.1.4.1.14823.2.2.1.9.1.4.1.6
1.3.6.1.4.1.14823.2.2.1.9.1.4.17
1.3.6.1.4.1.14823.2.2.1.9.1.4.1.8

wisxMobilityHostEntry

Syntax wisxMobilityHostEntry

Max-Access not-accessible

Status current

Description Mobility Host Home Agent Entry.

Index { mobilityHostMac }
mobilityHostMac

Syntax MacAddress

Max-Access not-accessible

Status current

Description MAC address of the mobile host.
mobilityHostlp

Syntax IpAddress

Max-Access read-only

Status current

Description IP address of the mobile host.

wlisxMobilityHostTable 1
wlisxMobilityHostEntry 1
wisxMobilityHostEntry 2
wlsxMobilityHostEntry 3
wlsxMobilityHostEntry 4
wlisxMobilityHostEntry 5
wlisxMobilityHostEntry 6
wlisxMobilityHostEntry 7
wisxMobilityHostEntry 8
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mobilityHostStatus

Syntax DisplayString

Max-Access read-only

Status current

Description Roaming status of the mobile host.

mobilityHostServiceTime

Syntax Integer32

Max-Access read-only

Status current

Description The time (seconds) mobility service is provided to the mobile host.

mobilityHostHomeVLAN

Syntax Integer32

Max-Access read-only

Status current

Description Home VLAN of the mobile host.

mobilityHostHomeNetwork

Syntax IpAddress

Max-Access read-only

Status current

Description Home network of the mobile host.
mobilityHostHomeMask

Syntax IpAddress

Max-Access read-only

Status current

Description Home network mask of the mobile host.
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mobilityHostDhcpinfo

Syntax DisplayString

Max-Access read-only

Status current

Description DHCP details of the mobile host.

wisxMobilityProxyStatsGroup

The objects of this group provide information of the number of packets MobileIP Proxy state machine

handled.

Table 41 wisxMobilityProxyStats OIDs

Object Object ID

mobilityProxyPktRx 1.3.6.1.4.1.14823.2.2.1.9.2.1

mobilityProxyPktHandled 1.3.6.1.4.1.14823.2.2.1.9.2.2

mobilityProxyPktFwd 1.3.6.1.4.1.14823.2.2.1.9.2.3

mobilityProxyPktDrop 1.3.6.1.4.1.14823.2.2.1.9.2.4

mobilityProxyBusy 1.3.6.1.4.1.14823.2.2.1.9.2.5

mobilityProxyNoMobility 1.3.6.1.4.1.14823.2.2.1.9.2.6
mobilityProxyClientlPChg 1.3.6.1.4.1.14823.2.2.1.9.2.7

mobilityProxyClientEssidChg 1.3.6.1.4.1.14823.2.2.1.9.2.8

mobilityProxyPktRx

wlisxMobilityProxyStatsGroup 1
wlisxMobilityProxyStatsGroup 2
wlsxMobilityProxyStatsGroup 3
wlsxMobilityProxyStatsGroup 4
wlsxMobilityProxyStatsGroup 5
wlisxMobilityProxyStatsGroup 6
wlisxMobilityProxyStatsGroup 7
wlsxMobilityProxyStatsGroup 8

Syntax Counter32

Max-Access read-only

Status current

Description The number of packets the proxy state machine received.

mobilityProxyPktHandled

Syntax Counter32
Max-Access read-only
Status current

Description

The number of packets the proxy state machine processed.
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mobilityProxyPktFwd

Syntax Counter32

Max-Access read-only

Status current

Description The number of packets the proxy state machine forwarded back to data path.

mobilityProxyPktDrop

Syntax Counter32

Max-Access read-only

Status current

Description The number of packets the proxy state machine dropped.

mobilityProxyBusy

Syntax Counter32

Max-Access read-only

Status current

Description 'bl'he number of mobility events the proxy state machine ignored because it was
usy.

mobilityProxyNoMobility

Syntax Counter32

Max-Access read-only

Status current

Description The number of mobility clients with No Mobility Service.

mobilityProxyClientlPChg

Syntax Counter32

Max-Access read-only

Status current

Description The number of times mobility detected client IP change.
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mobilityProxyClientEssidChg

Syntax Counter32

Max-Access read-only

Status current

Description The number of times mobility detected client ESSID change.

wisxMobilityProxyDHCPStats Group

The objects of this group provide information of the number of DHCP packages the Mobile IP state
machine handles.

Table 42 wisxMobilityProxyDHCPStats

mobilityProxyDhcpBootpRx 1.3.6.1.4.1.14823.2.2.1.9.3.1 wlisxMobilityProxyDHCPStatsGroup 1
mobilityProxyDhcpPktProc 1.3.6.1.4.1.14823.2.2.1.9.3.2  wlsxMobilityProxyDHCPStatsGroup 2
mobilityProxyDhcpPktFwd 1.3.6.1.4.1.14823.2.2.1.9.3.3  wlsxMobilityProxyDHCPStatsGroup 3
mobilityProxyDhcpPktDrop 1.3.6.1.4.1.14823.2.2.1.9.3.4  wlsxMobilityProxyDHCPStatsGroup 4
mobilityProxyDHCPNak 1.3.6.1.4.1.14823.2.2.1.9.3.5  wlsxMobilityProxyDHCPStatsGroup 5
mobilityProxyBadDHCPPkt 1.3.6.1.4.1.14823.2.2.1.9.3.6  wisxMobilityProxyDHCPStatsGroup 6
mobilityProxyNotDHCP 1.3.6.1.4.1.14823.2.2.1.9.3.7  wisxMobilityProxyDHCPStatsGroup 7

mobilityProxyDHCPNoHomeVLAN  1.3.6.1.4.1.14823.2.2.1.9.3.8  wlsxMobilityProxyDHCPStatsGroup 8
mobilityProxyDHCPUnexpFrame 1.3.6.1.4.1.14823.2.2.1.9.3.9  wlsxMobilityProxyDHCPStatsGroup 9
mobilityProxyDHCPUnexpRemote  1.3.6.1.4.1.14823.2.2.1.9.3.10 wlsxMobilityProxyDHCPStatsGroup 10

mobilityProxyDhcpBootpRx

Syntax Counter32

Max-Access read-only

Status current

Description The number of DHCP Bootp messages received.

mobilityProxyDhcpPktProc

Syntax Counter32

Max-Access read-only

Status current

Description The number of DHCP messages processed.
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mobilityProxyDhcpPktFwd

Syntax Counter32

Max-Access read-only

Status current

Description The number of DHCP messages forwarded.

mobilityProxyDhcpPktDrop

Syntax Counter32

Max-Access read-only

Status current

Description The number of DHCP messages dropped.

mobilityProxyDHCPNak

Syntax Counter32

Max-Access read-only

Status current

Description The number of DHCP NAK received from the server.

mobilityProxyBadDHCPPkt

Syntax Counter32

Max-Access read-only

Status current

Description The number of DHCP packets marked invalid by mobility.

mobilityProxyNotDHCP

Syntax Counter32

Max-Access read-only

Status current

Description The number of non-DHCP frames received by DHCP state machine.
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mobilityProxyDHCPNoHomeVLAN

Syntax Counter32
Max-Access read-only
Status current
Description

mobilityProxyDHCPUnexpFrame

Syntax Counter32
Max-Access read-only
Status current
Description

mobilityProxyDHCPUnexpRemote

Syntax Counter32
Max-Access read-only
Status current
Description

wisxMobilityHAStats Group

The objects of this group provide information of the number of registration and revocation messages
the HA state machine handles.

Table 43 wisxMobilityHAStats OIDs

mobilityHARXRRQ
mobilityHASentRRP
mobilityHARRQAccept
mobilityHARRQDenied
mobilityHARRQIgnore
mobilityHARRQAdminDeny
mobilityHARRQNoResource
mobilityHAMNauthFail
mobilityHAFAauthFail
mobilityHABadID
mobilityHAMalform
mobilityHATooManyBnd

mobilityHABNdExpire

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

14823.2.2.1.9.4.1
14823.2.2.1.9.4.2
14823.2.2.1.9.4.3
14823.2.2.1.9.4.4
14823.2.2.1.9.4.5
14823.2.2.1.9.4.6
14823.2.2.1.9.4.7
14823.2.2.1.9.4.8
14823.2.2.1.9.4.9
14823.2.2.1.9.4.10
14823.2.2.1.9.4.11
14823.2.2.1.9.4.12
14823.2.2.1.9.4.13

The number of DHCP-requested IP for which home VLAN does not exist.

The number of unexpected DHCP frames received from client.

The number of unexpected DHCP frames received from remote HA/FA.

wlsxMobilityHAStatsGroup 1
wlsxMobilityHAStatsGroup 2
wlsxMobilityHAStatsGroup 3
wlisxMobilityHAStatsGroup 4
wlisxMobilityHAStatsGroup 5
wlisxMobilityHAStatsGroup 6
wlsxMobilityHAStatsGroup 7
wlisxMobilityHAStatsGroup 8
wlsxMobilityHAStatsGroup 9
wisxMobilityHAStatsGroup 10
wlisxMobilityHAStatsGroup 11
wlsxMobilityHAStatsGroup 12
wlsxMobilityHAStatsGroup 13
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mobilityHARxRRQ

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests received by HA.

mobilityHASentRRP

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests reply sent by HA.

mobilityHARRQAccept

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests accepted by HA.

mobilityHARRQDenied

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests denied.

mobilityHARRQIgnore

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests ignored by HA.

mobilityHARRQAdminDeny

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests denied for administrative reasons by HA.
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mobilityHARRQNoResource

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of registration requests denied due to lack of resources by HA.

mobilityHAMNauthFail

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of times MN-HA authentication failed.

mobilityHAFAauthFail

Syntax
Max-Access
Status

Description

mobilityHABadID

Syntax
Max-Access
Status

Description

mobilityHAMalform

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of HA-FA authentications failed.

Counter32
read-only
current

The number of mobile IP messages rejected by HA due to bad identification.

Counter32
read-only
current

The number of mobile IP messages rejected by HA due to being poorly formed.

mobilityHATooManyBnd

Syntax
Max-Access
Status

Description
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Counter32
read-only
current

The number of registration requests rejected due to too many bindings at HA.
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mobilityHABndExpire

Syntax Counter32

Max-Access read-only

Status current

Description The number of times binding expired.

wisxMobilityFAStats Group

This desribes the number of Registration request sent by FA

The objects of this group provide information of the number of registration requests sent by FA.

Table 44 wisxMobilityFAStats OIDs

Object Object ID

mobilityFASentRRQ 1.3.6.1.4.1.14823.2.2.1.9.5.1

mobilityFARcvRRP 1.3.6.1.4.1.14823.2.2.1.9.5.2
mobilityFARRQAccept 1.3.6.1.4.1.14823.2.2.1.9.5.3
mobilityFARRQReject 1.3.6.1.4.1.14823.2.2.1.9.5.4
mobilityMNHAauthFAIL 1.3.6.1.4.1.14823.2.2.1.9.5.5
mobilityFAHAauthFAIL 1.3.6.1.4.1.14823.2.2.1.9.5.6
mobilityFABadID 1.3.6.1.4.1.14823.2.2.1.9.5.7

mobilityFAMalfor 1.3.6.1.4.1.14823.2.2.1.9.5.8

mobilityFASentRRQ

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration requests sent by FA.

mobilityFARcvRRP

Syntax Counter32
Max-Access read-only
Status current

Description

wlsxMobilityFAStatsGroup 1
wlsxMobilityFAStatsGroup 2
wlisxMobilityFAStatsGroup 3
wlisxMobilityFAStatsGroup 4
wlsxMobilityFAStatsGroup 5
wlisxMobilityFAStatsGroup 6
wlisxMobilityFAStatsGroup 7
wlisxMobilityFAStatsGroup 8

The number of registration request replies received by FA.
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mobilityFARRQAccept

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of registration requests accepted by HA.

mobilityFARRQReject

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of registration requests rejected by HA.

mobilityMNHAauthFAIL

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of times MN-HA authentication failed.

mobilityFAHAauthFAIL

Syntax
Max-Access
Status

Description

mobilityFABadID

Syntax
Max-Access
Status

Description

mobilityFAMalfor

Syntax
Max-Access
Status

Description
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Counter32
read-only
current

The number of FA-HA authentications that failed.

Counter32
read-only
current

The number of mobile IP messages rejected by FA due to bad identification.

Counter32
read-only
current

The number of mobile IP messages rejected by FA because they are poorly formed.
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The objects of this group provide information about the revocation of messages handled by the HAFA
(home agent, foreign agent) state machines.

Table 45 wisxMobilityHAFARevocationStats

mobilitySentRRVRQ
mobilityRcvRRVAck
mobilityRcvRRV
mobilitySentRRVAck
mobilityRRVRQIgnore

mobilityRRVAckIgnore

1.3.6.1.4.1.14823.2.2.1.9.6.1 wisxMobilityHAFARevocationStatsGroup 1
1.3.6.1.4.1.14823.2.2.1.9.6.2 wlisxMobilityHAFARevocationStatsGroup 2
1.3.6.1.4.1.14823.2.2.1.9.6.3 wlsxMobilityHAFARevocationStatsGroup 3
1.3.6.1.4.1.14823.2.2.1.9.6.4 wisxMobilityHAFARevocationStatsGroup 4
1.3.6.1.4.1.14823.2.2.1.9.6.5 wisxMobilityHAFARevocationStatsGroup 5
1.3.6.1.4.1.14823.2.2.1.9.6.6 wisxMobilityHAFARevocationStatsGroup 6

mobilitySentRRVRQ

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of registration revocation requests sent.

mobilityRcvRRVAck

Syntax
Max-Access
Status

Description

mobilityRcvRRV

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of registration revocation ACKs received.

Counter32
read-only
current

The number of registration revocation requests received.

mobilitySentRRVAck

Syntax
Max-Access
Status

Description

Counter32
read-only
current

The number of received registration revocation request ACKs sent.
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mobilityRRVRQIgnore

Syntax Counter32

Max-Access read-only

Status current

Description The number of registration revocation requests ignored.

mobilityRRVAcklgnore

Syntax Counter32

Max-Access read-only

Status current

Description The number of registrations that revocation ACK ignored.
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Chapter 10

Monitor

The Monitor module provides information about network traffic. Monitoring access points can be used

to observe network traffic, such as the number of packets transferred at a specific rate, the number of
errors per access point, and so on.

Figure 12 shows the architecture of the Monitor MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The Monitor MIBs are listed in the file aruba-mon.my.
For information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.
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Figure 12 Monitor Hierarchy

C

Aruba ) 1.3.6.1.4.1.14823

(wlsx Enterprise Mib Modules ) 1.3.6.1.4.1.14823.2

C

Switch ) 1.3.6.1.4.1.14823.2.2

(wlsx Enterprise MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

C

wlisx Mon MIB ) 1.3.6.1.4.1.14823.2.2.1.6

wlsxMonAPStatsTable

—( wlsx Mon Stats Group ) 1.3.6.1.4.1.14823.2.2.1.6.6

L(wlsx Mon Access Point Stats Group ) 1.3.6.1.4.1.14823.2.2.1.6.6.1

—(Wlsx Mon AP Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.1.1

—(wlsx Mon AP Rate Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.1.2

—(Mon AP Stats Tot Bytes At 9Mbps ) 1.3.6.1.4.1.14823.2.2.1.6.6.1.3

—(wlsx Mon AP Frame Type Stats Table) 1.3.6.1.4.1.14823.2.2.1.6.6.1.4

—(wlsx Mon AP Pkt Size Stats Table) 1.3.6.1.4.1.14823.2.2.1.6.6.1.5

—(wlsx Mon Station HT Rate Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.1.6

—(wlsx Mon Station Stats Group ) 1.3.6.1.4.1.14823.2.2.1.6.6.2

—Cwlsx Mon Station Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.2.1

—Cwlsx Mon Sta Rate Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.2.2

—(wlsx Mon Sta DA Type Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.2.3

—(wlsx Mon Sta Frame Type Stats Table) 1.3.6.1.4.1.14823.2.2.1.6.6.2.4

—Cwlsx Mon Sta Pkt Size Stats Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.2.5

—(wlsx Mon Event Count Table ) 1.3.6.1.4.1.14823.2.2.1.6.6.2.6

—(wlsx Mon AP HT Rate Stats Table )1.3.6.1.4.1.14823.2.241 6.6.2.7

—(wlsx Mon Info Group ) 1.3.6.1.4.1.14823.2.2.1.6.7

L(wlsx Mon Access Point Info Group ) 1.3.6.1.4.1.14823.2.2.1.6.7.1
L(wlsx Mon AP Info Table ) 1.3.6.1.4.1.14823.2.2.1.6.7.1.1

The Monitor MIB contains the following tables. The objects of each table are described in the following
sections.

Table 46 Monitor MIB Tables

This table lists the statistics of all the access points being monitored by the

switch.
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Table 46 Monitor MIB Tables (Continued)

wlsxMonAPRateStatsTable

wlsxMonAPDATypeStatsTable

wisxMonAPFrameTypeStatsTable

wlsxMonAPPktSizeStatsTable

wilsxMonAPHTRateStatsTable

wisxMonStationStatsTable

wisxMonStaRateStatsTable

wlsxMonStaDATypeStatsTable

wisxMonStaFrameTypeStatsTable

wisxMonStaPktSizeStatsTable

wisxMonAPInfoTable
wlsxMonStationInfoTable
wlsxMonEventCountTable

wlsxMonStationHTRateStatsTable

This tables lists the statistics of access points that are sorted by rate
transfer rate.

This table lists the per BSSID packet and byte counts that are sorted by
the destination address.

This table lists the per BSSID packet and byte counts that are sorted by
frame type.

This table lists the per BSSID packet and byte counts that are sorted by
packet size.

This table lists Ithe access point packet and byte counts that are sorted by
HT rate.

This table lists the statistics of the wireless stations being monitored by an
AP connected to this switch.

This table lists the packet and byte counts for a monitored station that are
sorted by transfer rate.

This table lists the packet and byte counts for a monitored station that are
sorted by destination address.

This table lists the packet and byte counts of monitored stations that are
sorted by frame type.

This table lists the packet and byte counts for monitored stations that are
sorted by packet size.

This table lists all of the access points being monitored by the switch.
This table lists the statistics of all the wireless stations being monitored.
This table lists the counts of events generated by the access points.

This table lists the monitored access point packet and byte counts that are
sorted by high throughput.

wisxMonAPStatsTable

The objects of the wisx Mon AP Statistics table provide the statistics of all the APs that are monitored

by the switch.

Table 47 wisxMonApStatsTable OIDs

wisxMonAPStatsEntry
monPhyAddress
monRadioNumber
monitoredApBSSID
monPhyType
monAPCurrentChannel
monAPNumClients

monAPTxPkts

1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1 wisxMonAPStatsTable 1

1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.1 wisxMonAPStatsEntry 1

1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.2 wisxMonAPStatsEntry 2
1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.3 wisxMonAPStatsEntry 3
1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.4 wisxMonAPStatsEntry 4
1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.5 wisxMonAPStatsEntry 5
1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.6 wisxMonAPStatsEntry 6
1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.7 wisxMonAPStatsEntry 7
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Table 47 wisxMonApStatsTable OIDs (Continued)

monAPTxBytes 1.83.6.1.4.1.14823.2.2.1.6.6.1.1.1.8 wlsxMonAPStatsEntry 8
monAPRXxPkts 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.9 wlsxMonAPStatsEntry 9
monAPRXxPkts 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.10  wisxMonAPStatsEntry 10
monAPRXxBytes 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.11  wisxMonAPStatsEntry 11
monAPTxDeauthentications 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.12  wIsxMonAPStatsEntry 12

monAPRxDeauthentications 1.3.6.1.4.1.14823.2.2.1.6.6.1.

—_

.1.13  wilsxMonAPStatsEntry 13
monAPChannelThroughput 1.3.6.1.4.1.14823.2.2.1.6.6.1.

—

.1.14  wisxMonAPStatsEntry 14
monAPFrameRetryRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.

—

.1.15  wisxMonAPStatsEntry 15
monAPFrameLowSpeedRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.

—

.1.16  wisxMonAPStatsEntry 16
monAPFrameNonUnicastRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.

—

.1.17  wisxMonAPStatsEntry 17

monAPFrameFragmentationRate  1.3.6.1.4.1.14823.2.2.1.6.6.1.

—

.1.18  wilsxMonAPStatsEntry 18
monAPFrameBandwidthRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.

—_

.1.19  wisxMonAPStatsEntry 19

monAPFrameRetryErrorRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.20  wisxMonAPStatsEntry 20
monAPChannelErrorRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.21  wisxMonAPStatsEntry 21
monAPESSID 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.22  wisxMonAPStatsEntry 22
monAPRSSI 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.23  wiIsxMonAPStatsEntry 23

monAPFrameReceiveErrorRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.1.1.24  wisxMonAPStatsEntry 24

wisxMonAPStatsEntry

Syntax wlsxMonAPStatsEntry

Max-Access not-accessible

Status current

Description Monitored Access Point Stats entry.

Index { monPhyAddress, monRadioNumber, monitoredApBSSID }

History Update in AOS-W 3.1 —description.
monPhyAddress

Syntax MacAddress

Max-Access not-accessible

Status current

Description MAC address of the air monitor that is monitoring the AP.
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monRadioNumber

Syntax Integer32

Max-Access not-accessible

Status current

Description The radio number of the air monitor that is monitoring the access point.
monitoredApBSSID

Syntax MacAddress

Max-Access not-accessible

Status current

Description The BSSID of the monitored access point.
monPhyType

Syntax ArubaPhyType

Max-Access read-only

Status current

Description The PHY type of the monitored access point.
monAPCurrentChannel

Syntax Unsigned32

Max-Access read-only

Status current

Description The channel the monitored access point is using.

monAPNumClients

Syntax Integer32

Max-Access read-only

Status current

Description The number of clients associated to this monitored access point.
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monAPTxPkts

Syntax
Max-Access
Status
Description

History

monAPTxBytes

Syntax
Max-Access
Status
Description

History

monAPRXxPkts

Syntax
Max-Access
Status
Description

History

monAPRXxBytes

Syntax
Max-Access
Status
Description

History

Counter32
read-only

current

The number of packets transmitted by this monitored access point.

Update in AOS-W 3.1 —description.

Counter32
read-only

current

The number of bytes transmitted by this monitored access point.

Update in AOS-W 3.1 —description.

Counter32

read-only

current

The number of packets received by this monitored access point.

Update in AOS-W 3.1 —description.

Counter32

read-only

current

The number of bytes received by this monitored access point.

Update in AOS-W 3.1 —description.
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monAPTxDeauthentications

Syntax
Max-Access
Status
Description

History

Counter32

read-only

current

The number of deauthentications transmitted by this monitored access point.

Update in AOS-W 3.1 —description.

monAPRxDeauthentications

Syntax
Max-Access
Status
Description

History

Counter32

read-only

current

The number of deauthentications received by this monitored access point.

Update in AOS-W 3.1 —description.

monAPChannelThroughput

Syntax Integer32

Max-Access read-only

Status current

Description The throughput achieved on this channel by this monitored access point.
History Update in AOS-W 3.1 —description.
monAPFrameRetryRate

Syntax Integer32

Max-Access read-only

Status current

Description The number of retry packets as a percentage of the total packets transmitted and

received by this monitored access point.
History Update in AOS-W 3.1 —description.
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monAPFrameLowSpeedRate

Syntax Integer32

Max-Access read-only

Status current

Description The number of low data rate (<= 18 Mbps for A/G bands and <=2 Mbps for B band)

packets as a percentage of the total packets transmitted and received by this
monitored access point.

History Update in AOS-W 3.1 —description.

monAPFrameNonUnicastRate

Syntax Integer32

Max-Access read-only

Status current

Description The multicast rate on this monitored access point.
History Update in AOS-W 3.1 —description.

monAPFrameFragmentationRate

Syntax Integer32

Max-Access read-only

Status current

Description The number of fragments as a percentage of the total packets transmitted by this

monitored access point.

History Update in AOS-W 3.1 —description.

monAPFrameBandwidthRate

Syntax Integer32

Max-Access read-only

Status current

Description The bandwidth of this monitored access point in Kbps.
History Update in AOS-W 3.1 —description.

| Monitor | Reference Guide



monAPFrameRetryErrorRate

Syntax
Max-Access
Status

Description

History

Integer32Status
read-only
deprecated

The number of error packets as a percentage of the total packets received on this
monitored access point.

Deprecated in AOS-W 3.1.0.0.

monAPChannelErrorRate

Syntax
Max-Access
Status

Description

History

monAPESSID

Syntax
Max-Access
Status
Description

History

monAPRSSI

Syntax
Max-Access
Status
Description

History
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Integer32
read-only
current

The number of error packets as a percentage of the total packets received on the
current channel.

Update in AOS-W 3.1 —description.

DisplayString

read-only

current

ESSID of the monitored access point.

Update in AOS-W 3.1 —description.

Integer32

read-only

current

SNR of the monitored access point.

Update in AOS-W 3.1 —description.

Monitor |



monAPFrameReceiveErrorRate

Syntax Integer32
Max-Access read-only
Status current
Description
monitored access point.
History Added in AOS-W 3.1

wisxMonAPRateStatsTable

The objects of the wlsx Monitor AP Rate Statistics table provide AP statistics that are sorted by rate

categories.

Table 48 wisxMonAPRateStatsTable OIDs

wlsxMonAPRateStatsEntry
monAPStatsTotPktsAt1Mbps
monAPStatsTotBytesAt1Mbps
monAPStatsTotPktsAt2Mbps
monAPStatsTotBytesAt2Mbps
monAPStatsTotPktsAt5Mbps
monAPStatsTotBytesAt5Mbps
monAPStatsTotPktsAt11Mbps
monAPStatsTotBytesAt11Mbps
monAPStatsTotPkitsAt6Mbps
monAPStatsTotBytesAt6Mbps
monAPStatsTotPktsAt12Mbps
monAPStatsTotBytesAt12Mbps
monAPStatsTotPktsAt18Mbps
monAPStatsTotBytesAt18Mbps
monAPStatsTotPktsAt24Mbps
monAPStatsTotBytesAt24Mbps
monAPStatsTotPktsAt36Mbps
monAPStatsTotBytesAt36Mbps
monAPStatsTotPktsAt48Mbps
monAPStatsTotBytesAt48Mbps
monAPStatsTotPktsAt54Mbps

monAPStatsTotBytesAt54Mbps

1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.2
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.3
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.5
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.5
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.6
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.7
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.8
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.9
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.10
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.11
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.12
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.13
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.14
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.15
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.16
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.17
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.18
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.19
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.20
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.21
1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.22

The number of error packets as a percentage of the total packets received on this

wlsxMonAPRateStatsTable 1
wisxMonAPRateStatsEntry 1
wlsxMonAPRateStatsEntry 2
wisxMonAPRateStatsEntry 3
wisxMonAPRateStatsEntry 4
wisxMonAPRateStatsEntry 5
wlsxMonAPRateStatsEntry 6
wlsxMonAPRateStatsEntry 7
wisxMonAPRateStatsEntry 8
wisxMonAPRateStatsEntry 9
wisxMonAPRateStatsEntry 10
wlsxMonAPRateStatsEntry 11
wlsxMonAPRateStatsEntry 12
wisxMonAPRateStatsEntry 13
wisxMonAPRateStatsEntry 14
wisxMonAPRateStatsEntry 15
wisxMonAPRateStatsEntry 16
wlsxMonAPRateStatsEntry 17
wlsxMonAPRateStatsEntry 18
wisxMonAPRateStatsEntry 19
wisxMonAPRateStatsEntry 20
wisxMonAPRateStatsEntry 21

wlsxMonAPRateStatsEntry 22
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Table 48 wisxMonAPRateStatsTable OIDs

monAPStatsTotPktsAt9Mbps 1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.23 wisxMonAPRateStatsEntry 23
monAPStatsTotBytesAt9Mbps 1.3.6.1.4.1.14823.2.2.1.6.6.1.2.1.24 wisxMonAPRateStatsEntry 24

wisxMonAPRateStatsEntry

Syntax Sequence of wisxMonAPRateStatsEntry

Max-Access not-accessible

Status current

Description Data rate-based packet and byte count entry for a monitored access point.
Index { monPhyAddress, monRadioNumber, monitoredApBSSID }

monAPStatsTotPktsAt1Mbps

Syntax Counter32

Max-Access read-only

Status current

Description 'Il\'/lhki)s attritbute indicates the total number of packets observed from this BSSID at 1
ps rate.

monAPStatsTotBytesAt1Mbps

Syntax Counter32

Max-Access read-only

Status current

Description 'Il\'/lhki)s attritbute indicates the total number of bytes observed from this BSSID at 1
ps rate.

monAPStatsTotPktsAt2Mbps

Syntax Counter32

Max-Access read-only

Status current

Description 'Il\'/lhki)s attritbute indicates the total number of packets observed from this BSSID at 2
ps rate.
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monAPStatsTotBytesAt2Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -Il\—/lhki)s attritbute indicates the total number of bytes observed from this BSSID at 2
ps rate.

monAPStatsTotPktsAtSMbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 5
ps rate.

monAPStatsTotBytesAt5Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 5
ps rate.

monAPStatsTotPktsAt11Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 11
ps rate.

monAPStatsTotBytesAt11Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 11
ps rate.

| Monitor | Reference Guide



monAPStatsTotPktsAt6Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -Il\—/lhki)s attritbute indicates the total number of packets observed from this BSSID at 6
ps rate.

monAPStatsTotBytesAt6Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 6
ps rate.

monAPStatsTotPktsAt12Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 12
ps rate.

monAPStatsTotBytesAt12Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 12
ps rate.

monAPStatsTotPktsAt18Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 18
ps rate.
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monAPStatsTotBytesAt18Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -Il\—/lhki)s attritbute indicates the total number of bytes observed from this BSSID at 18
ps rate.

monAPStatsTotPktsAt24Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 24
ps rate.

monAPStatsTotBytesAt24Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 24
ps rate.

monAPStatsTotPktsAt36Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 36
ps rate.

monAPStatsTotBytesAt36Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 36
ps rate.
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monAPStatsTotPktsAt48Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -Il\—/lhki)s attritbute indicates the total number of packets observed from this BSSID at 48
ps rate.

monAPStatsTotBytesAt48Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 48
ps rate.

monAPStatsTotPktsAt54Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 54
ps rate.

monAPStatsTotBytesAt54Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of bytes observed from this BSSID at 54
ps rate.

monAPStatsTotPktsAt9Mbps

Syntax Counter32

Max-Access read-only

Status current

Description -ll\-AhkiS attritbute indicates the total number of packets observed from this BSSID at 9
ps rate.
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monAPStatsTotBytesAt9Mbps

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of bytes observed from this BSSID at 9

Mbps rate.

The objects of the wilsx Mon Access Point DA Type Statistics table provide information about all the
BSSID packet and byte counts, which are sorted by the Destination Address (DA) Type.

Table 49 wisxMonAPDATypeStatsTable OIDs

wisxMonAPDATypeStatsEntry
monAPStatsTotDABroadcastPkts
monAPStatsTotDABroadcastBytes
monAPStatsTotDAMulticastPkts
monAPStatsTotDAMulticastBytes
monAPStatsTotDAUnicastPkis
monAPStatsTotDAUnicastBytes
wlsxMonAPFrameTypeStatsEntry
monAPStatsTotMgmtPkts
monAPStatsTotMgmtBytes
monAPStatsTotCtrlIPkts
monAPStatsTotCtrIBytes
monAPStatsTotDataPkts

monAPStatsTotDataBytes

Syntax

Max-Access

Status current

Description :
point

Index

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

wisxMonAPDATypeStatsEntry

not-accessible

14823.2.2.1.6.6.1.3.1
14823.2.2.1.6.6.1.3.1.1
14823.2.2.1.6.6.1.3.1.2
14823.2.2.1.6.6.1.3.1.3
14823.2.2.1.6.6.1.3.1.4
14823.2.2.1.6.6.1.3.1.5
14823.2.2.1.6.6.1.3.1.6
14823.2.2.1.6.6.1.3.1.7
14823.2.2.1.6.6.1.3.1.8
14823.2.2.1.6.6.1.3.1.9
14823.2.2.1.6.6.1.3.1.10
14823.2.2.1.6.6.1.3.1.11
14823.2.2.1.6.6.1.3.1.12
14823.2.2.1.6.6.1.3.1.13

wlsxMonAPDATypeStatsEntry

monAPStatsTotDAUnicastPktsCounter32,
monAPStatsTotDAUnicastBytesCounter32 }

wlsxMonAPDATypeStatsTable 1
wisxMonAPDATypeStatsEntry 1
wlsxMonAPDATypeStatsEntry 2
wlsxMonAPDATypeStatsEntry 3
wisxMonAPDATypeStatsEntry 4
wisxMonAPDATypeStatsEntry 5
wlsxMonAPDATypeStatsEntry 6
wlsxMonAPDATypeStatsEntry 7
wlsxMonAPDATypeStatsEntry 8
wlsxMonAPDATypeStatsEntry 9
wisxMonAPDATypeStatsEntry 10
wisxMonAPDATypeStatsEntry 11
wlsxMonAPDATypeStatsEntry 12
wlsxMonAPDATypeStatsEntry 13

Destination address-based packet and byte count entry for a monitored access

{ monPhyAddress, monRadioNumber, monitoredApBSSID,
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monAPStatsTotDABroadcastPkts

Syntax Counter32

Max-Access read-only

Status current

Description 'Igg; IaDttribute indicates the total number of broadcast packets observed from this

monAPStatsTotDABroadcastBytes

Syntax Counter32

Max-Access read-only

Status current

Description 'ggg I%ttribute indicates the total number of broadcast bytes observed from this

monAPStatsTotDAMulticastPkts

Syntax Counter32

Max-Access read-only

Status current

Description 'ggg I%ttribute indicates the total number of multicast packets observed from this

monAPStatsTotDAMulticastBytes

Syntax Counter32

Max-Access read-only

Status current

Description 'ggg I%ttribute indicates the total number of multicast bytes observed from this

monAPStatsTotDAUnicastPkts

Syntax Counter32

Max-Access read-only

Status current

Description 'ggg I%ttribute indicates the total number of unicast packets observed from this
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monAPStatsTotDAUnicastBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of unicast bytes observed from this BSSID.

The objects of the wlsx Mon Access Point Frame Type Stats table provide statistics of the BSSID packet
and byte counts, which are sorted by Destination Address (DA) Type.

wisxMonAPFrameTypeStatsEntry

Syntax wisxMonAPFrameTypeStatsEntry

Max-Access not-accessible

Status current

Description Frame Type-based packet and byte count entry for a monitored access point.
Index { monPhyAddress, monRadioNumber, monitoredApBSSID }

monAPStatsTotMgmtPkts

Syntax Counter32

Max-Access read-only

Status current

Description ;I'hhis ;étéi%te indicates the total number of management packets observed from
is .

monAPStatsTotMgmtiBytes

Syntax Counter32

Max-Access read-only

Status current

Description 'ggg Ielljttribute indicates the total number of management bytes observed from this
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monAPStatsTotCtriPkts

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the total number of control packets observed from this
BSSID.
monAPStatsTotCtrIBytes
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the total number of control bytes observed from this BSSID.

monAPStatsTotDataPkts

Syntax
Max-Access
Status

Description

Counter32
read-only
current

This attribute indicates the total number of data packets observed from this BSSID.

monAPStatsTotDataBytes

Syntax
Max-Access
Status

Description

Counter32
read-only
current

This attribute indicates the total number of data bytes observed from this BSSID.

The objects of the wlsx Mon AP Packet Size Statistics table provide channel statistics that are sorted by

packet size.
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wisxMonAPPktSizeStatsEntry

Syntax wisxMonAPPktSizeStatsEntry

Max-Access not-accessible

Status current

Description Packet size-based packet count entry for a BSSID.

Index { monPhyAddress, monRadioNumber, monitoredApBSSID }
monAPStatsPkts63Bytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of packets transmitted by the access point

that were less than 64 bytes long.

History Updated in AOS-W 3.1 —description.

monAPStatsPkts64To127

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of packets transmitted by the access point

that were between 64 and 127 bytes long.
History Updated in AOS-W 3.1 —description.

monAPStatsPkts128To255

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of packets transmitted by the access point

that were between 128 and 255 bytes long.
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monAPStatsPkts256To511

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of packets transmitted by the access point

that were between 256 and 511 bytes long.

monAPStatsPkts512To1023

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of packets transmitted by the access point

that were between 512 and 1023 bytes long.

monAPStatsPkts1024To1518

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total number of packets transmitted by the access

point that were between 1024 and 1518 bytes long.

wisxMonAPHTRateStatsTable

The objects of thewlsx Mon AP HPT Rate Stats table provide the monitored counts of access point
packet and byte counts that are sorted by high throughput (HT) rates.

Table 50 wisxMonAPHTRateStatsTable OIDs

wisxMonAPHTRateStatsEntry 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.1 wlsxMonAPHRageStatsTable 1
monHTRate 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.1.1 wisxMonAPHRageStatsEntry 1
monAPStatsToHTPkts 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.1.2 wisxMonAPHRageStatsEntry 2
monAPStatsToHTBytes 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.1.3 wisxMonAPHRageStatsEntry 3
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wilsxMonAPHTRateStatsEntry

Syntax WisxMonAPHTRateStatsEntry

Max-Access not-accessible

Status current

Description Data rate based packet and byte count entry for a monitored AP.
Index monPhyAddress, monRadioNumber, monitoredApBSSID, monHTRate
monHTRate

Syntax ArubaHTRate

Max-Access read-only

Status current

Description The rate at which the counters apply.

Index monPhyAddress, monRadioNumber, monitoredApBSSID, monHTRate
monAPStatsToHTPkts

Syntax Counter32

Max-Access read-only

Status current

Description The total number of packets processed at the indicated rate.

Index monPhyAddress, monRadioNumber, monitoredApBSSID, monHTRate
monAPStatsToHTBytes

Syntax Counter32

Max-Access read-only

Status current

Description The total number of bytes processed at the indicated rate.

Index monPhyAddress, monRadioNumber, monitoredApBSSID, monHTRate

The objects of the wlsx Monitor Station Statistics table provide aggregate statistics collected for a
station.

Table 51 MonStationStats Table

wlsxMonStationStatsEntry 1.3.6.1.4.1.14823.2.2.1.6.6.2.1.1 wlsxMonStationStatsTable 1
monitoredStaPhyAddress 1.3.6.1.4.1.14823.2.2.1.6.6.2.1.1.1 wlsxMonStationStatsEntry 1
monStaChannelNum 1.3.6.1.4.1.14823.2.2.1.6.6.2.1.1.2 wlsxMonStationStatsEntry 2
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Table 51 MonStationStats Table (Continued)

monStaTxPkts
monStaTxBytes
monStaRxPkts
monStaRxBytes
monStaTxBCastPkts
monStaTxBCastBytes
monStaTxMCastPkts
monStaTxMCastBytes
monStaDataPkts
monStaCtrlPkts
monStaNumAssocRequests
monStaNumAuthRequests
monStaTxDeauthentications
monStaRxDeauthentications
monStaFrameRetryRate
monStaFrameLowSpeedRate
monStaFrameNonUnicastRate
monStaFrameFragmentationRate
monStaFrameBandwidthRate
monStaFrameRetryErrorRate
monStaBSSID

monStaESSID
monStaPhyType

monStaRSSI

monStaFrameReceiveErrorRate

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

14823.2.2.1.6.6.2.1.1.3

14823.2.2.1.6.6.2.1.1.4

14823.2.2.1.6.6.2.1.1.5

14823.2.2.1.6.6.2.1.1.6

14823.2.2.1.6.6.2.1.1.7

14823.2.2.1.6.6.2.1.1.8

14823.2.2.1.6.6.2.1.1.9

14823.2.2.1.6.6.2.1.1.10
14823.2.2.1.6.6.2.1.1.11
14823.2.2.1.6.6.2.1.1.12
14823.2.2.1.6.6.2.1.1.13
14823.2.2.1.6.6.2.1.1.14
14823.2.2.1.6.6.2.1.1.15
14823.2.2.1.6.6.2.1.1.16
14823.2.2.1.6.6.2.1.1.17
14823.2.2.1.6.6.2.1.1.18
14823.2.2.1.6.6.2.1.1.19
14823.2.2.1.6.6.2.1.1.20
14823.2.2.1.6.6.2.1.1.21
14823.2.2.1.6.6.2.1.1.22
14823.2.2.1.6.6.2.1.1.23
14823.2.2.1.6.6.2.1.1.24
14823.2.2.1.6.6.2.1.1.25
14823.2.2.1.6.6.2.1.1.26
14823.2.2.1.6.6.2.1.1.27

wlsxMonStationStatsEntry 3

wlsxMonStationStatsEntry 4

wlsxMonStationStatsEntry 5

wlsxMonStationStatsEntry 6

wlsxMonStationStatsEntry 7

wlsxMonStationStatsEntry 8

wlsxMonStationStatsEntry 9

wlsxMonStationStatsEntry 10
wlsxMonStationStatsEntry 11
wlisxMonStationStatsEntry 12
wlsxMonStationStatsEntry 13
wlsxMonStationStatsEntry 14
wlsxMonStationStatsEntry 15
wlsxMonStationStatsEntry 16
wlsxMonStationStatsEntry 17
wlsxMonStationStatsEntry 18
wlsxMonStationStatsEntry 19
wlsxMonStationStatsEntry 20
wlsxMonStationStatsEntry 21
wlsxMonStationStatsEntry 22
wlsxMonStationStatsEntry 23
wisxMonStationStatsEntry 24
wlsxMonStationStatsEntry 25
wlsxMonStationStatsEntry 26
wlsxMonStationStatsEntry 27
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wlisxMonStationStatsEntry

Syntax
Max-Access
Status
Description

Index

MonStationStatsEntry
not-accessible

current

Monitored Station Stats Entry.

{ monPhyAddress, monRadioNumber, monitoredStaPhyAddress }

monitoredStaPhyAddress

Syntax

Max-Access

MacAddress

not-accessible

Status current

Description MAC address of the monitored station.
monStaChannelNum

Syntax Unsigned32

Max-Access read-only

Status current

Description The channel the station is currently using.
monStaTxPkts

Syntax Counter32

Max-Access read-only

Status current

Description The number of packets transmitted by this station.
monStaTxBytes

Syntax Counter32

Max-Access read-only

Status current

Description The number of bytes transmitted by this station.
monStaRxPkts

Syntax Counter32

Max-Access read-only

Status current

Description The number of packets received by this station.
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monStaRxBytes

Syntax Counter32

Max-Access read-only

Status current

Description The number of bytes received by this station.
monStaTxBCastPkts

Syntax Counter32

Max-Access read-only

Status current

Description The number of broadcast packets transmitted by this station.
monStaTxBCastBytes

Syntax Counter32

Max-Access read-only

Status current

Description The number of broadcast bytes transmitted by this station.
monStaTxMCastPkts

Syntax Counter32

Max-Access read-only

Status current

Description The number of multicast packets transmitted by this station.
monStaTxMCastBytes

Syntax Counter32

Max-Access read-only

Status current

Description The number of multicast bytes transmitted by this station.
monStaDataPkts

Syntax Counter32

Max-Access read-only

Status current

Description The total number of data packets transmitted by this station.
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monStaCtriPkts

Syntax Counter32

Max-Access read-only

Status current

Description The total number of control packets transmitted by this station.

monStaNumAssocRequests

Syntax Counter32

Max-Access read-only

Status current

Description The number of association requests transmitted by this station.

monStaNumAuthRequests

Syntax Counter32

Max-Access read-only

Status current

Description The number of authentication requests transmitted by this station

monStaTxDeauthentications

Syntax Counter32

Max-Access read-only

Status current

Description The number of deauthentication frames transmitted by this station.

monStaRxDeauthentications

Syntax Counter32

Max-Access read-only

Status current

Description The number of deauthentication frames received by this station.
monStaFrameRetryRate

Syntax Integer32

Max-Access read-only

Status current

Description The number of retry packets as a percentage of the total packets transmitted and

received by this station.
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monStaFramelLowSpeedRate

Syntax Integer32

Max-Access read-only

Status current

Description The number of low data rate (<= 18 Mbps for A/G bands and <=2 Mbps for B band)
g’?a(i:(oef as a percentage of the total packets transmitted and received by this

monStaFrameNonUnicastRate

Syntax Integer32

Max-Access read-only

Status current

Description The number of broadcast and multicast packets as a percentage of the total

packets transmitted by this station.

monStaFrameFragmentationRate

Syntax Integer32

Max-Access read-only

Status current

Description Tthet.number of fragments as a percentage of the total packets transmitted by this
station.

monStaFrameBandwidthRate

Syntax
Max-Access
Status

Description

Integer32
read-only
current

The bandwidth of this station in Kbps.

monStaFrameRetryErrorRate

Syntax
Max-Access
Status

Description

| Reference Guide

Integer32
read-only
deprecated

The number of error packets as a percentage of the total packets received by this
station.
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monStaBSSID

Syntax
Max-Access
Status

Description

monStaESSID

Syntax
Max-Access
Status

Description

monStaPhyType

Syntax
Max-Access
Status

Description

monStaRSSI

Syntax
Max-Access
Status

Description

MacAddress
read-only
current

BSSID of the monitored station.

DisplayString
read-only
current

ESSID of the monitored station.

ArubaPhyType
read-only

current

PHY type of the monitored station.

Integer32
read-only
current

SNR of the monitored station.

monStaFrameReceiveErrorRate

Syntax
Max-Access
Status

Description

History

Integer32
read-only

current

The number of error packets as a percentage of the total packets received by this

station.

Added in AOS-W 3.1.0.0.
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The objects of the wisx Monitor Station Statistics table provide station statistics sorted by data rates.

Table 52 wisxMonStaRateStatsTable OIDs

Object

wisxMonStaRateStatsEntry
monStaTxPktsAt1Mbps
monStaTxBytesAt1Mbps
monStaTxPktsAt2Mbps
monStaTxBytesAt2Mbps
monStaTxPkitsAt5Mbps
monStaTxBytesAt5Mbps
monStaTxPktsAt11Mbps
monStaTxBytesAt11Mbps
monStaTxPktsAt6Mbps
monStaTxBytesAt6Mbps
monStaTxPkisAt12Mbps
monStaTxBytesAt12Mbps
monStaTxPktsAt18Mbps
monStaTxBytesAt18Mbps
monStaTxPktsAt24Mbps
monStaTxBytesAt24Mbps
monStaTxPktsAt36Mbps
monStaTxBytesAt36Mbps
monStaTxPktsAt48Mbps
monStaTxBytesAt48Mbps
monStaTxPktsAt54Mbps
monStaTxBytesAt54Mbps
monStaRxPktsAt1Mbps
monStaRxBytesAt1Mbps
monStaRxPktsAt2Mbps
monStaRxBytesAt2Mbps
monStaRxPktsAt5Mbps
monStaRxBytesAt5Mbps
monStaRxPkisAt11Mbps
monStaRxBytesAt11Mbps
monStaRxPktsAt6Mbps

monStaRxBytesAt6Mbps

Object ID

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

14823.2.2.1.6.6.2.2.1
14823.2.2.1.6.6.2.2.1.1
14823.2.2.1.6.6.2.2.1.2
14823.2.2.1.6.6.2.2.1.3
14823.2.2.1.6.6.2.2.1.4
14823.2.2.1.6.6.2.2.1.5
14823.2.2.1.6.6.2.2.1.6
14823.2.2.1.6.6.2.2.1.7
14823.2.2.1.6.6.2.2.1.8
14823.2.2.1.6.6.2.2.1.9
14823.2.2.1.6.6.2.2.1.10
14823.2.2.1.6.6.2.2.1.11
14823.2.2.1.6.6.2.2.1.12
14823.2.2.1.6.6.2.2.1.13
14823.2.2.1.6.6.2.2.1.14
14823.2.2.1.6.6.2.2.1.15
14823.2.2.1.6.6.2.2.1.16
14823.2.2.1.6.6.2.2.1.17
14823.2.2.1.6.6.2.2.1.18
14823.2.2.1.6.6.2.2.1.19
14823.2.2.1.6.6.2.2.1.20
14823.2.2.1.6.6.2.2.1.21
14823.2.2.1.6.6.2.2.1.22
14823.2.2.1.6.6.2.2.1.23
14823.2.2.1.6.6.2.2.1.24
14823.2.2.1.6.6.2.2.1.25
14823.2.2.1.6.6.2.2.1.26
14823.2.2.1.6.6.2.2.1.27
14823.2.2.1.6.6.2.2.1.28
14823.2.2.1.6.6.2.2.1.29
14823.2.2.1.6.6.2.2.1.30
14823.2.2.1.6.6.2.2.1.31
14823.2.2.1.6.6.2.2.1.32

wlisxMonStaRateStatsTable 1
wlsxMonStaRateStatsEntry 1
wlsxMonStaRateStatsEntry 2
wlisxMonStaRateStatsEntry 3
wlisxMonStaRateStatsEntry 4
wlsxMonStaRateStatsEntry 5
wlsxMonStaRateStatsEntry 6
wlsxMonStaRateStatsEntry 7
wlisxMonStaRateStatsEntry 8
wlisxMonStaRateStatsEntry 9
wlsxMonStaRateStatsEntry 10
wlsxMonStaRateStatsEntry 11
wlsxMonStaRateStatsEntry 12
wlsxMonStaRateStatsEntry 13
wlsxMonStaRateStatsEntry 14
wlsxMonStaRateStatsEntry 15
wlsxMonStaRateStatsEntry 16
wlsxMonStaRateStatsEntry 17
wlsxMonStaRateStatsEntry 18
wlsxMonStaRateStatsEntry 19
wlsxMonStaRateStatsEntry 20
wlsxMonStaRateStatsEntry 21
wlisxMonStaRateStatsEntry 22
wlsxMonStaRateStatsEntry 23
wlsxMonStaRateStatsEntry 24
wlsxMonStaRateStatsEntry 25
wlsxMonStaRateStatsEntry 26
wlsxMonStaRateStatsEntry 27
wlsxMonStaRateStatsEntry 28
wlsxMonStaRateStatsEntry 29
wlsxMonStaRateStatsEntry 30
wlsxMonStaRateStatsEntry 31
wlsxMonStaRateStatsEntry 32
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Table 52 wisxMonStaRateStatsTable OIDs (Continued)

Object Object ID

monStaRxPktsAt12Mbps
monStaRxBytesAt12Mbps
monStaRxPktsAt18Mbps
monStaRxBytesAt18Mbps
monStaRxPkisAt24Mbps
monStaRxBytesAt24Mbps
monStaRxPktsAt36Mbps
monStaRxBytesAt36Mbps
monStaRxPktsAt48Mbps
monStaRxBytesAt48Mbps
monStaRxPkisAt54Mbps
monStaRxBytesAt54Mbps
monStaTxPktsAtOMbps
monStaTxBytesAtOMbps
monStaRxPktsAtOMbps

monStaRxBytesAt9Mbps

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

wisxMonStaRateStatsEntry

14823.2.2.1.6.6.2.2.1.33
14823.2.2.1.6.6.2.2.1.34
14823.2.2.1.6.6.2.2.1.35
14823.2.2.1.6.6.2.2.1.36
14823.2.2.1.6.6.2.2.1.37
14823.2.2.1.6.6.2.2.1.38
14823.2.2.1.6.6.2.2.1.39
14823.2.2.1.6.6.2.2.1.40
14823.2.2.1.6.6.2.2.1.41
14823.2.2.1.6.6.2.2.1.42
14823.2.2.1.6.6.2.2.1.43
14823.2.2.1.6.6.2.2.1.44
14823.2.2.1.6.6.2.2.1.45
14823.2.2.1.6.6.2.2.1.46
14823.2.2.1.6.6.2.2.1.47
14823.2.2.1.6.6.2.2.1.48

wlsxMonStaRateStatsEntry 33
wlsxMonStaRateStatsEntry 34
wlsxMonStaRateStatsEntry 35
wlsxMonStaRateStatsEntry 36
wlsxMonStaRateStatsEntry 37
wlsxMonStaRateStatsEntry 38
wlsxMonStaRateStatsEntry 39
wlsxMonStaRateStatsEntry 40
wlisxMonStaRateStatsEntry 41
wlsxMonStaRateStatsEntry 42
wlsxMonStaRateStatsEntry 43
wlsxMonStaRateStatsEntry 44
wlsxMonStaRateStatsEntry 45
wlsxMonStaRateStatsEntry 46
wlisxMonStaRateStatsEntry 47

wlsxMonStaRateStatsEntry 48

Data rate-based packet and byte count entry for a monitored station.

{ monPhyAddress, monRadioNumber, monitoredStaPhyAddress }

Syntax wlsxMonStaRateStatsEntry
Max-Access not-accessible
Status current
Description
Index
monStaTxPktsAt1Mbps
Syntax Counter32
Max-Access read-only
Status current
Description

This attribute indicates the number of packets transmitted by the station at 1 Mbps

rate.
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monStaTxBytesAt1Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 1 Mbps
rate.
monStaTxPktsAt2Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 2 Mbps
rate.
monStaTxBytesAt2Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 2 Mbps
rate.
monStaTxPktsAt5Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 5 Mbps
rate.
monStaTxBytesAt5Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 5 Mbps
rate.
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monStaTxPktsAt11Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 11
Mbps rate.
monStaTxBytesAt11Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 11 Mbps
rate.
monStaTxPktsAt6Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 6 Mbps
rate.
monStaTxBytesAt6Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 6 Mbps
rate.
monStaTxPktsAt12Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 12
Mbps rate.
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monStaTxBytesAt12Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 12 Mbps
rate.
monStaTxPktsAt18Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 18
Mbps rate.
monStaTxBytesAt18Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 18 Mbps
rate.
monStaTxPktsAt24Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 24
Mbps rate.
monStaTxBytesAt24Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 24 Mbps
rate.
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monStaTxPktsAt36Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 36
Mbps rate.
monStaTxBytesAt36Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 36 Mbps
rate.
monStaTxPktsAt48Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 48
Mbps rate.
monStaTxBytesAt48Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 48 Mbps
rate.
monStaTxPktsAt54Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 5
4Mbps rate.
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monStaTxBytesAt54Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 54 Mbps
rate.
monStaRxPktsAt1Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 1 Mbps
rate.
monStaRxBytesAt1Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 1 Mbps rate.
monStaRxPktsAt2Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 2 Mbps
rate.
monStaRxBytesAt2Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 2 Mbps rate.
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monStaRxPktsAt5Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 5 Mbps
rate.
monStaRxBytesAt5Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 5 Mbps rate.
monStaRxPktsAt11Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 11 Mbps
rate.
monStaRxBytesAt11Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 11 Mbps
rate.
monStaRxPktsAt6Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 6 Mbps
rate.
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monStaRxBytesAt6Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 6 Mbps rate.
monStaRxPktsAt12Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 12 Mbps
rate.
monStaRxBytesAt12Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 12 Mbps
rate.
monStaRxPktsAt18Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 18 Mbps
rate.
monStaRxBytesAt18Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 18 Mbps
rate.
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monStaRxPktsAt24Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 24 Mbps
rate.
monStaRxBytesAt24Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 24 Mbps
rate.
monStaRxPktsAt36Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 36 Mpbs
rate.
monStaRxBytesAt36Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 36 Mpbs
rate.
monStaRxPktsAt48Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 48 Mbps
rate.
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monStaRxBytesAt48Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 48 Mbps
rate.
monStaRxPktsAt54Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 54 Mbps
rate.
monStaRxBytesAt54Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 54 Mbps
rate.
monStaTxPktsAt9Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station at 9 Mbps
rate.
monStaTxBytesAt9Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets transmitted by the station at 9 Mbps
rate.
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monStaRxPktsAt9Mbps

Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station at 9 Mbps
rate.
monStaRxBytesAt9Mbps
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of octets received by the station at 9 Mbps rate.

wisxMonStaDATypeStatsTable

The objects of the wlsx Monitor Station DA Type Statistics table provide station statistics sorted by
Destination Address (DA) types.

Table 53 MonStaDATypeStatsTable OIDs

wlsxMonStaDATypeStatsEntry 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1 wisxMonStaDATypeStatsTable 1
monStaTxDABroadcastPkts 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1.1 wisxMonStaDATypeStatsEntry 1
monStaTxDABroadcastBytes 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1.2 wisxMonStaDATypeStatsEntry 2
monStaTxDAMulticastPkts 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1.3 wlsxMonStaDATypeStatsEntry 3
monStaTxDAMulticastBytes 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1.4 wisxMonStaDATypeStatsEntry 4
monStaTxDAUnicastPkts 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1.5 wlsxMonStaDATypeStatsEntry 5
monStaTxDAUnicastBytes 1.3.6.1.4.1.14823.2.2.1.6.6.2.3.1.6 wisxMonStaDATypeStatsEntry 6

wisxMonStaDATypeStatsEntry

Syntax wisxMonStaDATypeStatsEntry

Max-Access not-accessible

Status current

Description Data rate-based packet and byte count entry for a monitored station.
Index { monPhyAddress, monRadioNumber, monitoredStaPhyAddress }
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monStaTxDABroadcastPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of broadcast packets transmitted by this station.

monStaTxDABroadcastBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of broadcast bytes transmitted by this station.

monStaTxDAMulticastPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of multicast packets transmitted by this station.

monStaTxDAMulticastBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of multicast bytes transmitted by this station.

monStaTxDAUnicastPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total of unicast packets transmitted by this station.

monStaTxDAUnicastBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the total of unicast bytes transmitted by this station.
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wisxMonStaFrameTypeStatsTable

The objects of the wlsx Monitor Station Frame Type Statistics table provide packet and byte counts for
monitored stations. The information is sorted by frame type.

Table 54 MonStaFrameTypeStatsTable OIDs

Object Object ID

wisxMonStaFrameTypeStatsEntry  1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1

monStaTxMgmtPkts
monStaTxMgmtBytes
monStaTxCtrIPkts
monStaTxCtriBytes
monStaTxDataPkts
monStaTxDataBytes
monStaRxMgmtPkts
monStaRxMgmtBytes
monStaRxCtrlPkts
monStaRxCtrIBytes
monStaRxDataPkts

monStaRxDataBytes

1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.1
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.2
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.3
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.4
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.5
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.6
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.7
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.8
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.9
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.10
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.11
1.3.6.1.4.1.14823.2.2.1.6.6.2.4.1.12

wisxMonStaFrameTypeStatsEntry

wlsxMonStaFrameTypeStatsTable 1
wlsxMonStaFrameTypeStatsTable 1
wlsxMonStaFrameTypeStatsTable 2
wlsxMonStaFrameTypeStatsTable 3
wlsxMonStaFrameTypeStatsTable 4
wlsxMonStaFrameTypeStatsTable 5
wlsxMonStaFrameTypeStatsTable 6
wlsxMonStaFrameTypeStatsTable 7
wlsxMonStaFrameTypeStatsTable 8
wlisxMonStaFrameTypeStatsTable 9
wlsxMonStaFrameTypeStatsTable 10
wlsxMonStaFrameTypeStatsTable 11

wlsxMonStaFrameTypeStatsTable 12

Syntax wlsxMonStaFrameTypeStatsEntry

Max-Access not-accessible

Status current

Description Frame type-based packet and byte count entry for a monitored station.

Index { monPhyAddress, monRadioNumber, monitoredStaPhyAddress }
monStaTxMgmtPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the transmitted management packets from a station.
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monStaTxMgmtBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the transmitted management bytes from a station.
monStaTxCtriPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the transmitted control packets from a station.

monStaTxCtriBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the transmitted control bytes from a station.
monStaTxDataPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the transmitted data packets from a station.
monStaTxDataBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the transmitted data bytes observed from this station.
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monStaRxMgmtPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of received management packets at a station.
monStaRxMgmtBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of received management bytes at a station.
monStaRxCtrIPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of received control packets at a station.
monStaRxCtriBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of received control bytes at a station.
monStaRxDataPkts

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of received data packets at a station.
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monStaRxDataBytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of received data bytes at a station.

wlsxMonStaPktSizeStatsTable

The objects of the wlsx Monitor Station Packet Size Statistics table provide packet and byte counts for

monitored stations. The information is sorted by packet sizes.

Table 55 wisxMonStaPktSizeStatsTable OIDs

Object Object ID

wlsxMonStaPktSizeStatsEntry 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1
monStaTxPkts63Bytes 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.1
monStaTxPkts64To127 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.2
monStaTxPkts128To255 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.3
monStaTxPkts256To511 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.4
monStaTxPkts512To1023 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.5
monStaTxPkts1024To1518 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.6
monStaRxPkts63Bytes 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.7
monStaRxPkis64To127 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.8
monStaRxPkis128To255 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.9
monStaRxPkts256To511 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.10
monStaRxPkts512To1023 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.11
monStaRxPkts1024To1518 1.3.6.1.4.1.14823.2.2.1.6.6.2.5.1.12

wisxMonStaPktSizeStatsEntry

wlsxMonStaPkiSizeStatsTable 1
wlsxMonStaPktSizeStatsEntry1
wisxMonStaPktSizeStatsEntry2
wlsxMonStaPkiSizeStatsEntry3
wlsxMonStaPktSizeStatsEntry4
wlsxMonStaPktSizeStatsEntry5
wlsxMonStaPktSizeStatsEntry6
wlsxMonStaPktSizeStatsEntry7
wlsxMonStaPkiSizeStatsEntry8
wlsxMonStaPkiSizeStatsEntry9
wlsxMonStaPktSizeStatsEntry10
wlsxMonStaPktSizeStatsEntry11
wlsxMonStaPkiSizeStatsEntry12

Syntax wlsxMonStaPktSizeStatsEntry

Max-Access not-accessible

Status current

Description Packet size-based packet count entry for a monitored station.
Index { monPhyAddress, monRadioNumber, monitoredStaPhyAddress }
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monStaTxPkts63Bytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of packets transmitted by the station that were

less than 64 bytes long.

monStaTxPkts64To127
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station that were

between 64 and 127 bytes long.

monStaTxPkts128To0255
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station that were

between 128 and 255 bytes long.

monStaTxPkts256To511
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets transmitted by the station that were

between 256 and 511 bytes long.

monStaTxPkts512To1023

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of packets transmitted by the station that were

between 512 and 1023 bytes long.
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monStaTxPkts1024To1518

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of packets transmitted by the station that were

between 1024 and 1518 bytes long.

monStaRxPkts63Bytes

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of packets received by the station that were less

than 64 bytes long.

monStaRxPkts64To127
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station that were

between 64 and 127 bytes long.

monStaRxPkts128To0255
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station that were

between 128 and 255 bytes long.

monStaRxPkts256To511
Syntax Counter32
Max-Access read-only
Status current
Description This attribute indicates the number of packets received by the station that were

between 256 and 511 bytes long.
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monStaRxPkts512To1023

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of packets received by the station that were

between 512 and 1023 bytes long.

monStaRxPkts1024To1518

Syntax Counter32

Max-Access read-only

Status current

Description This attribute indicates the number of packets received by the station that were

between 1024 and 1518 bytes long.

wisxMonAPInfoTable

The objects of the wlsx Monitor AP Information table list the Access Points being monitored by the
switch.

Table 56 wisxMonAPInfoTable OIDs

Object Object ID

wisxMonAPInfoEntry 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1 wisxMonAPInfoTable 1
monAPInfoPhyType 1.83.6.1.4.1.14823.2.2.1.6.7.1.1.1.1 wlsxMonAPInfoEntry 1
monAPInfoCurrentChannel 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.2  wilsxMonAPInfoEntry 2
monAPInfoClassification 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.3  wilsxMonAPInfoEntry 3
monAPInfoESSID 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.4  wisxMonAPInfoEntry 4
monAPInfoRSSI 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.5  wisxMonAPInfoEntry 5
monAPInfoMonitorTime 1.3.6.1.4.1.14828.2.2.1.6.7.1.1.1.6  wisxMonAPInfoEntry 6
monAPInfolnactivityTime 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.7  wlsxMonAPInfoEntry 7
monAPInfoSnrSignalPkts 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.8  wlsxMonAPInfoEntry 8
monAPInfoSnrSampleTime 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.9  wilsxMonAPInfoEntry 9
monAPInfoStatus 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.10  wisxMonAPInfoEntry 10

monAPInfoConfidence 1.3.6.1.4.1.14823.2.2.1.6.7.1.

—

.1.11 wisxMonAPInfoEntry 11
monAPInfoMatchType 1.3.6.1.4.1.14823.2.2.1.6.7.1.

—_

.1.12  wisxMonAPInfoEntry 12
monAPInfoMatchMethod 1.3.6.1.4.1.14823.2.2.1.6.7.1.

—_

.1.13  wisxMonAPInfoEntry 13

monAPInfoHTMode 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.14  wlsxMonAPInfoEntry 14
monAPInfoEncryptionType 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.15  wiIsxMonAPInfoEntry 15
monAPInfoWPAUnicastCipher 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.16  wisxMonAPInfoEntry 16
monAPInfoWPAAuthAlgorithm 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.17  wlsxMonAPInfoEntry 17
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Table 56 wisxMonAPInfoTable OIDs (Continued)

Object Object ID

monAPInfolBSS 1.3.6.1.4.1.14823.2.2.1.6.7.1.1.1.18  wilsxMonAPInfoEntry 8

wisxMonAPInfoEntry

Syntax wisxMonAPInfoEntry

Max-Access not-accessible

Status current

Description Access Point Info entry

Index { monPhyAddress, monRadioNumber, monitoredApBSSID }
monAPInfoPhyType

Syntax ArubaPhyType

Max-Access read-only

Status current

Description PHY type of the monitored access point.

monAPInfoCurrentChannel

Syntax Unsigned32

Max-Access read-only

Status current

Description Channel the monitored access point is using.

monAPInfoClassification

Syntax ArubaRogueApType

Max-Access read-only

Status current

Description This attribute indicates the type of the access point.
monAPInfoESSID

Syntax DisplayString

Max-Access read-only

Status current

Description ESSID of the monitored access point.
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monAPInfoRSSI

Syntax Integer32

Max-Access read-only

Status current

Description SNR of the monitored access point.

monAPInfoMonitorTime

Syntax TimeTicks

Max-Access read-only

Status current

Description This attribute indicates how long the access point has been monitored.

monAPInfolnactivityTime

Syntax TimeTicks

Max-Access read-only

Status current

Description This attribute indicates how long the access point has been inactive.

monAPInfoSnrSignalPkts

Syntax Integer32

Max-Access read-only

Status current

Description The number of signal packets observed by the monitoring access point during this
sample time.

monAPInfoSnrSampleTime

Syntax Integer32

Max-Access read-only

Status current

Description The sample time in which SNR data was collected.
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monAPInfoStatus

Syntax Integer
up(1)
down(2)
Max-Access read-only
Status current
Description Indicates whether this access point is considered to be up or down.

monAPInfoConfidence

Syntax Integer32

Max-Access read-only

Status current

Description Indicates the confidence that a suspected rogue access point is in fact a rogue in
terms of percentage.

History Added in AOS-W 3.1.0.0.

monAPInfoMatchType

Syntax ArubaAPMatchType

Max-Access read-only

Status current

Description The method used to classify the access point as a rogue or suspected rogue AP.

History Added in AOS-W 3.1.0.0.

monAPInfoMatchMethod

Syntax ArubaAPMatchMethod

Max-Access read-only

Status current

Description Indicates how the match occurred for rogue or suspect-rogue classification— an

exact or +1 or -1 MAC match.

History Added in AOS-W 3.1.0.0.
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monAPInfoHTMode

Syntax
Max-Access
Status
Description

History

ArubaHTMode

read-only

current

Indicates the HT mode of the monitored AP, if any.

Added in AOS-W 3.3.0.0.

monAPInfoEncryptionType

Syntax
Max-Access
Status
Description

History

monAPIEncryptionType

read-only

current

Indicates the Encryption type of the monitored AP.
Added in AOS-W 6.0

monAPInfoWPAUnicastCipher

Syntax
Max-Access
Status

Description

History

monAPInfoWPAUnicastCipher
read-only
current

Indicates the WPA/WPA2 unicast cipher supported by the monitored AP. If multiple
ciphers are supported, the weakest will be indicated.

Added in AOS-W 6.0

monAPInfoWPAAuthAlgorithm

Syntax
Max-Access
Status

Description

History

monAPInfolBSS

Syntax
Max-Access
Status
Description

History

monAPInfoWPAAuthAlgorithm
read-only
current

Indicates the WPA/WPA2 authentication algorithm supported by the monitored AP.
If multiple authentication algorithms are supported, the weakest will be indicated.

Added in AOS-W 6.0

TruthValue

read-only

current

Indicates if the monitored AP is part of an adhoc network.

Added in AOS-W 6.0
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wisxMonStationinfoTable

The objects of the wlsx Monitor Station Information table provide statistics of all the wireless stations

that are monitored.

Table 57 wisxMonStationinfoTable OIDs

Object Object ID

wlsxMonStationInfoTable 1

wisxMonStationInfoEntry 1.3.6.1.4.1.
monStalnfoChannelNummonStal  1.3.6.1.4.1.
nfoBSSID

monStalnfoChannelNummonStal  1.3.6.1.4.1.
nfoBSSID

monStalnfoESSID 1.3.6.1.4.1.
monStalnfoPhyType 1.3.6.1.4.1.
monStalnfoRSSI 1.3.6.1.4.1.
monStalnfoClassification 1.3.6.1.4.1.
monStalnfoMonitorTime 1.3.6.1.4.1.
monStalnfolnactivityTime 1.3.6.1.4.1.
monStalnfoSnrSignalPkts 1.3.6.1.4.1.
monStalnfoSnrSampleTime 1.3.6.1.4.1.
monStalnfoStatus 1.3.6.1.4.1.
monStalnfoHTMode 1.3.6.1.4.1.

wisxMonStationinfoEntry

Syntax

Max-Access not-accessible

14823.2.2.1.6.7.2.1.1
14823.2.2.1.6.7.2.1.1.1

14823.2.2.1.6.7.2.1.1.2

14823.2.2.1.6.7.2.1.1.3
14823.2.2.1.6.7.2.1.1.4
14823.2.2.1.6.7.2.1.1.5
14823.2.2.1.6.7.2.1.1.6
14823.2.2.1.6.7.2.1.1.7
14823.2.2.1.6.7.2.1.1.8
14823.2.2.1.6.7.2.1.1.9
14823.2.2.1.6.7.2.1.1.10
14823.2.2.1.6.7.2.1.1.11
14823.2.2.1.6.7.2.1.1.12

MonStationInfoEntry

Status current
Description Station entry information.
Index

monStalnfoChannelNummonStalnfoBSSID

The channel the station is currently using.

Syntax Unsigned32

Max-Access read-only

Status current

Description

History Updated in AOS-W 3.1 —description.

MonStationInfoEntry 1

MonStationInfoEntry 2

MonStationInfoEntry 3
MonStationInfoEntry 4
MonStationInfoEntry 5
MonStationIinfoEntry6
MonStationInfoEntry 7
MonStationInfoEntry 8
MonStationInfoEntry 9
MonStationInfoEntry 10
MonStationinfoEntry 11
MonStationInfoEntry 12

{ monPhyAddress, monRadioNumber, monitoredStaPhyAddress }
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Syntax
Max-Access
Status
Description

History

monStalnfoESSID

Syntax
Max-Access
Status
Description

History

MacAddress
read-only
current

BSSID of the monitored station.

Updated in AOS-W 3.1 —description.

DisplayString
read-only
current

ESSID of the monitored station.

Updated in AOS-W 3.1 —description.

monStalnfoPhyType

Syntax
Max-Access
Status
Description

History

monStalnfoRSSI

Syntax
Max-Access
Status
Description

History

ArubaPhyType
read-only
current

PHY type of the monitored station.

Updated in AOS-W 3.1 —description.

Integer32
read-only
current

SNR of the monitored station.

Updated in AOS-W 3.1 —description.

monStalnfoClassification

Syntax
Max-Access
Status

Description

ArubaStationType
read-only

current

Classification of the monitored station.
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monStalnfoMonitorTime

Syntax TimeTicks

Max-Access read-only

Status current

Description This attribute indicates how long the station has been monitored.
History Updated in AOS-W 3.1 —description.

monStalnfolnactivityTime

Syntax TimeTicks

Max-Access read-only

Status current

Description This attribute indicates how long the station has been inactive.
History Updated in AOS-W 3.1 —description.

monStalnfoSnrSignalPkts

Syntax Integer32

Max-Access read-only

Status current

Description The number of signal packets observed by the monitoring station during this
sample time.

History Updated in AOS-W 3.1 —description.

monStainfoSnrSampleTime

Syntax Integer32
Max-Access read-only
Status current
Description The sample time in which SNR data was collected.
monStalnfoStatus
Syntax Integer
up(1)
down(2)
Max-Access read-only
Status current
Description Indicates whether this station is considered up or down.
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monStalnfoHTMode

Syntax
Max-Access
Status
Description

History

ArubaHTMode

read-only

current

Indicates the HT mode of the station, if any.

Added in ArubasOS 3.3.0.0.

wlisxMonEventCountTable

The objects of the wlsx Monitor Event Count table provide the event ID and the number of events of the

event type.

Table 58 wisxMonEventCountTable OIDs

Object Object ID

wisxMonEventCountEntry

monEventID

monEventCount

1.3.6.1.4.1.14823.2.2.1.6.6.2.6.1 wisxMonEventCountTable 1

1.3.6.1.4.1.14823.2.2.1.6.6.2.6.1.1 wlsxMonEventCountEntry 1

1.3.6.1.4.1.14823.2.2.1.6.6.2.6.1.2 wlsxMonEventCountEntry 2

wisxMonEventCountEntry

Syntax
Max-Access
Status
Description
Index

History

monEventIiD

Syntax
Max-Access
Status
Description

History

MonEventCountEntry
not-accessible
current

Event count entry.

{ monEventID }

Added in AOS-W 3.1.0.0.

Unsigned32

read-only

current

Event ID.

Added in AOS-W 3.1.0.0.
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monEventCount

Syntax Unsigned32
Max-Access read-only

Status current

Description Event count.

History Added in AOS-W 3.1.0.0.

wisxMonStationHTRateStatsTable

This table contains all the monitored AP Packet and Byte Counts but represented in terms of HT rate
categories.

Table 59 wisxMonStationHTRateStatsTable OIDs

wlsxMonStationHTRateStatsEntry  1.3.6.1.4.1.14823.2.2.1.6.6.1.6.2.7 wlsxMonStationHTRateStats

Table 1

monStaTxHTPkts 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.2.7.1  wIsxMonStationHTRateStats
Entry 1

monStaTxHTBytes 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.2.7.2  wisxMonStationHTRateStats
Entry 2

monStaRxHTPkts 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.2.7.3  wIsxMonStationHTRateStats
Entry 3

monStaRxHTBytes 1.3.6.1.4.1.14823.2.2.1.6.6.1.6.2.7.3  wilsxMonStationHTRateStats
Entry 4

wlisxMonStationHTRateStatsEntry

Syntax WisxMonStationHTRateStatsEntry

Max-Access not-accessible

Status current

Description HT Data rate based packet and byte count entry for a monitored station

Index { monPhyAddress, monRadioNumber, monitoredStaPhyAddress, monHTRate }

History Added in AOS-W 3.3.0.0.

monStaTxHTPkts

Syntax Counter32

Max-Access read-only

Status current

Description The total number of packets transmitted at the indicated rate.

History Added in AOS-W 3.3.0.0.
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monStaTxHTBytes

Syntax
Max-Access
Status
Description

History

monStaRxHTPkts

Syntax
Max-Access
Status
Description

History

monStaRxHTBytes

Syntax
Max-Access
Status
Description

History

Counter32
read-only

current

The total number of bytes transmitted at the indicated rate.

Added in AOS-W 3.3.0.0.

Counter32

read-only

current

The total number of packets received at the indicated rate.

Added in AOS-W 3.3.0.0.

Counter32

read-only

current

The total number of bytes received at the indicated rate.

Added in AOS-W 3.3.0.0.
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Chapter 11

Signal Noise Ratio

The Signal Noise Ratio (SNR) module provides information about signal quality and packets. One value
of SNR is the signal quality during a sample period. The signal quality affects the quality of the
transmitted packets. The available SNR values include signal strength (total, maximum, minimum).
Additional information is the number of packets that were transmitted during the sample time.

Figure 13 shows the architecture of the SNR MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The SNR MIBs are listed in the file aruba-snr.my. For
information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.

Figure 13 SNR Hierarchy
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The SNR MIB contains the following tables. The objects of each table are described in the following
sections.

Table 60 SNR Tables

Table Description

wisxAPSnrTable This table lists SNR information about monitored APs.
wisxStaSnrTable This table lists SNR information about monitored stations.
wIsxAPSnrBSSIDTable This table lists SNR information about monitored access points.
wisxStaSnrPhyTable This table lists SNR information about monitored stations.
wisxAPSnrTable
The objects of the wlsx AP SNR table provide signal information about the access points connected to
this switch.

Table 61 wisxAPSnrTable OIDs

wIsXAPSnrEntry 1.3.6.1.4.1.14823.2.2.1.7.1.1.1 wlisxAPSnrTable 1
apSnrAverageSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.1.1.1 wlisxAPSnrEntry 1
apSnrSignalPkts 1.3.6.1.4.1.14823.2.2.1.7.1.1.1.2 wlIsxAPSnrEntry 2
apSnrHighestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.1.1.3 wlIsxAPSnrEntry 3
apSnrLowestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.1.1.4 wlIsxAPSnrEntry 4
apSnrSampleTime 1.3.6.1.4.1.14823.2.2.1.7.1.1.1.5 wIsxAPSnrEntry 5
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wisxAPSnrEntry

Syntax
Max-Access
Status
Description

Index

wIsxAPSnrEntry
not-accessible

current

Station management entry.

{monPhyAddress, monRadioNumber, monitoredApBSSID}

apSnrAverageSignalStrength

Syntax
Max-Access
Status

Description

apSnrSignalPkts

Syntax
Max-Access
Status

Description

Integer32
read-only
current

The total signal strength observed by the monitoring station during this sample
time.

Integer32
read-only
current

The number of signal packets observed by the monitoring station during this
sample time.

apSnrHighestRxSignalStrength

Syntax
Max-Access
Status

Description

Integer32
read-only
current

The highest signal strength observed by the monitoring station during this sample
time.

apSnrLowestRxSignalStrength

Syntax
Max-Access
Status

Description
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Integer32
read-only
current

The lowest signal strength observed by the monitoring station during this sample
time.
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apSnrSampleTime

Syntax Integer32

Max-Access read-only

Status current

Description The sample time in which this data is collected.
wisxStaSnrTable
The objects of the station SNR table provide signal information about the access points connected to
this switch.

Table 62 wisxStaSnrTable OIDs

Object Object ID

WISXAPSnrEntry 1.3.6.1.4.1.14823.2.2.1.7.1.21 wlisxStaSnrTable 1

apSnrAverageSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.2.1.1 wlisxStaSnrEntry 1

apSnrSignalPkts 1.3.6.1.4.1.14823.2.2.1.7.1.2.1.2 wlisxStaSnrEntry 2

apSnrHighestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.2.1.3 wlisxStaSnrEntry 3

apSnrLowestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.2.1.4 wlisxStaSnrEntry 4

apSnrSampleTime 1.3.6.1.4.1.14823.2.2.1.7.1.2.1.5 wlisxStaSnrEntry 5
wlisxStaSnrEntry

Syntax wisxStaSnrEntry

Max-Access not-accessible

Status current

Description Station management entry.

Index {monPhyAddress, monRadioNumber, monitoredStaPhyAddress}

staSnrAverageSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe total signal strength observed by the monitoring station during this sample
ime.
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staSnrSignalPkts

Syntax Integer32

Max-Access read-only

Status current

Description The number of signal packets observed by the monitoring station during this
sample time.

staSnrHighestRxSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe highest signal strength observed by the monitoring station during this sample
ime.

staSnrLowestRxSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe lowest signal strength observed by the monitoring station during this sample
ime.

staSnrSampleTime

Syntax Integer32

Max-Access read-only

Status current

Description The sample time in which this data is collected.
wisxAPSnrBSSIDTable

The objects of the wlsx Access Point SNR BSSID table provide signal information about the monitored
access points.

Table 63 wisxAPSnrBSSIDTable

wlsxAPSnrBSSIDEntry 1.3.6.1.4.1.14823.2.2.1.7.1.3.1 wIsxAPSnrBSSIDTable 1
apSnrBSSIDAverageSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.3.1.1 wIsxAPSnrBSSIDEntry 1
apSnrBSSIDSignalPkts 1.3.6.1.4.1.14823.2.2.1.7.1.3.1.2 wIsxAPSnrBSSIDEntry 2

apSnrBSSIDHighestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.3.1.3 wIsxAPSnrBSSIDEntry 3
apSnrBSSIDLowestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.3.1.4 wIsxAPSnrBSSIDEntry 4
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Table 63 wisxAPSnrBSSIDTable (Continued)

apSnrBSSIDSampleTime 1.3.6.1.4.1.14823.2.2.1.7.1.3.1.5 wlIsxAPSnrBSSIDEntry 5
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wisxAPSnrBSSIDEntry

Syntax wIsxAPSnrBSSIDEntry

Max-Access not-accessible

Status current

Description Station management entry.

Index {monitoredApBSSID, monPhyAddress, monRadioNumber}

apSnrBSSIDAverageSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe total signal strength observed by the monitoring station during this sample
ime.

apSnrBSSIDSignalPkts

Syntax Integer32

Max-Access read-only

Status current

Description The number of signal packets observed by the monitoring station during this
sample time.

apSnrBSSIDHighestRxSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe highest signal strength observed by the monitoring station during this sample
ime.

apSnrBSSIDLowestRxSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe lowest signal strength observed by the monitoring station during this sample
ime.
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apSnrBSSIDSampleTime

Syntax Integer32

Max-Access read-only

Status current

Description The sample time in which this data is collected.
wisxStaSnrPhyTable

The objects of the wlsx Station SNR PHY table provide information of the monitored stations.

Table 64 wisxStaSnrPhyTable OIDs

wlsxStaSnrPhyEntry 1.3.6.1.4.1.14823.2.2.1.7.1.41 wlisxStaSnrPhyTable 1
staSnrPhyAverageSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.4.1.1 wisxStaSnrPhyEntry 1
staSnrPhySignalPkts 1.3.6.1.4.1.14823.2.2.1.7.1.4.1.2 wisxStaSnrPhyEntry 2

staSnrPhyHighestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.4.1.3 wlisxStaSnrPhyEntry 3
staSnrPhyLowestRxSignalStrength 1.3.6.1.4.1.14823.2.2.1.7.1.4.1.4 wlisxStaSnrPhyEntry 4
staSnrPhySampleTime 1.3.6.1.4.1.14823.2.2.1.7.1.4.1.5 wlisxStaSnrPhyEntry 5
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wlisxStaSnrPhyEntry

Syntax wlisxStaSnrPhyEntry

Max-Access not-accessible

Status current

Description Station management entry.

Index {monitoredStaPhyAddress, monPhyAddress, monRadioNumber}

staSnrPhyAverageSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe total signal strength observed by the monitoring station during this sample
ime.

staSnrPhySignalPkts

Syntax Integer32

Max-Access read-only

Status current

Description The number of signal packets observed by the monitoring station during this
sample time.

staSnrPhyHighestRxSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe highest signal strength observed by the monitoring station during this sample
ime.

staSnrPhyLowestRxSignalStrength

Syntax Integer32

Max-Access read-only

Status current

Description Ihe lowest signal strength observed by the monitoring station during this sample
ime.
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staSnrPhySampleTime

Syntax
Max-Access
Status

Description

| Signal Noise Ratio

Integer32
read-only

current

The sample time in which this data is collected.
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Chapter 12

Switch

The Switch module provides statistical information about Alcatel-Lucent switches, including storage
and memory utilization, and the wireless stations associated with the access points.

Figure 14 shows the architecture of the Switch MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The Switch MIBs are listed in the file aruba-switch.my.
For information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.

Figure 14 Switch Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB Modules) 1.3.6.1.4.1.14823.2

( Switch ) 1.3.6.1.4.1.14823.2.2

(wlsx Enterprise MIB Modules) 1.3.6.1.4.1.14823.2.2.1

( wlsx Switch ) 1.3.6.1.4.1.14823.2.2.1.1
—(Wlsx System X Group ) 1.3.6.1.4.1.14823.2.2.1.1 1
{wlsx User Info Group ) 1.3.6.1.4.1.14823.2.2.1.1.2

—(Wlsx Access Point Info Group ) 1.3.6.1.4.1.14823.2.2.1.1.3

—(Wlsx Switch Traps ) 1.3.6.1.4.1.14823.2.2.1.1.100

The Switch MIB contains the following groups and tables. The objects of each table are described in the
following sections.

Table 65 System X Group MIB Objects

wlisxSystemXGroup This group lists information that describes a switch, such as the IP of
the switch, and the licenses that are applied to that switch

wlsxSwitchListTable This table lists the switches in the domain.
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Table 65 System X Group MIB Objects (Continued)

e S

wlsxSwitchLicenseTable
wlsxSysXProcessorTable

wlisxSysXStorageTable

wlsxSysXMemoryTable

wisxSwitchUserTable

wisxSwitchUser6Table

wlisxSwitchStationMgmtTable

wisxSwitchStationStatsTable

wlsxAccessPointinfoGroup

wlsxSwitchAccessPointTable

wisxSwitchGlobalAPTable

wisxSwitchAccessPointStatsTable

wlsxSwitchTraps Group
Switch Traps—Notifications

Platform Traps

wlisxSystemXGroup

This table lists all valid licenses installed on the switch.
This table lists all the processors and the corresponding load.

This table lists the storage devices in the switch and their utilization
numbers.

This table lists the memory utilization of the switch.

This table lists all the users (both wired and wireless) connected to the
switch. Users are identified by their IP address.

This table lists all the users (both wired and wireless) connected to the
switch. Users are identified by their IP address. The objects support
IPv6.

This table lists the wireless stations associated with the access points
connected to this switch.

This table lists the statistics of the wireless stations associated with
the access points connected to this switch. The stats are indexed by
the Station MAC and the AP BSSID.

This group lists all the access points and stations that are associated
with a switch.

This table lists the access points connected to this switch.

This table lists the access points connected in the switch domain.

This table is only valid on a master switch. On a local switch, the table
is empty.

This table lists the statistics of all the access points connected to this
switch.

This table lists the traps related to the switch platform.
This table lists the switch traps.

This table lists the platform traps.

The objects of the wlsx System X Group provided information that describes a switch, such as the IP of
the switch, and the licenses that are applied to that switch.

Table 66 wlisxSystemXGroup OIDs

Object Object ID

wlisxHostname 1.3.6.1.4.1.14823.2.2.1.1.1.1 wlsxSystemXGroup 1

wlisxModelName 1.3.6.1.4.1.14823.2.2.1.1.1.2 wlsxSystemXGroup 2

wlisxSwitchlp 1.3.6.1.4.1.14823.2.2.1.1.1.3 wlsxSystemXGroup 3

wisxSwitchRole 1.3.6.1.4.1.14823.2.2.1.1.1.4 wisxSystemXGroup 4

wlsxSwitchMasterlp 1.3.6.1.4.1.14823.2.2.1.1.1.5 wlisxSystemXGroup 5
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wisxHostname

Syntax
Max-Access
Status

Description

wisxModelName

Syntax
Max-Access
Status

Description

wisxSwitchlp

Syntax
Max-Access
Status

Description

wlisxSwitchRole

Syntax

Max-Access
Status

Description

DisplayString (Size(1.32))
read-only
current

Name of the switch.

DisplayString (Size(1..32))
read-only
current

Model name of the switch.

IpAddress
read-only

current

Switch IP as configured by the user. This IP address uniquely identifies the switch.

Integer
master(1)
local(2)
standbymaster(3)

read-only
current

Role of this switch in the switch domain.

wisxSwitchMasterlp

Syntax
Max-Access
Status

Description

The objects of the wlsx Switch List table list the switches in the domain.

| Reference Guide

IpAddress
read-only
current

Master IP of the switch
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This table is only populated on the master switch—information can only be queried from the master

NOTE switch. If a local switch is queried, an empty table will be returned.

Table 67 wisxSwitchListTable OIDs

wisxSwitchListEntry 1.3.6.1.4.1.14823.2.2.1.1.1.6.1 wisxSwitchListTable 1
switchListSwitchlPAddress 1.3.6.1.4.1.14823.2.2.1.1.1.6.1.1 wisxSwitchListEntry 1
switchListSwitchRole 1.3.6.1.4.1.14823.2.2.1.1.1.6.1.2 wisxSwitchListEntry 2
wisxSwitchLicenseCount 1.3.6.1.4.1.14823.2.2.1.1.1.6.1.2.3 wisxSwitchListEntry 3
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wlisxSwitchListEntry

Syntax MxSwitchListEntry
Max-Access not-accessible

Status current

Description Switch List Entry.

Index { switchListSwitchlPAddress }

switchListSwitchlPAddress

Syntax IpAddress

Max-Access not-accessible

Status current

Description P Address of the switch.

switchListSwitchRole

Syntax Integer
master(1)
local(2)
standbymaster(3)
Max-Access read-only
Status current
Description Role of the switch.

wlsxSwitchLicenseCount

Syntax Integer32

Max-Access read-only

Status current

Description The number of licenses installed on the switch.

wlisxSwitchLicenseTable

The objects of the wlsx Switch License table list all valid licenses installed on the switch.

Table 68 wisxSwitchLicenseTable OlDs

Object Object ID

wlisxLicenseEntry 1.3.6.1.4.1.14823.2.2.1.1.1.8.1 wlsxSwitchLicenseTable 1
licenselndex 1.3.6.1.4.1.14823.2.2.1.1.1.8.1.1 wisxLicenseEntry 1
licenseKey 1.3.6.1.4.1.14823.2.2.1.1.1.8.1.2 wlsxLicenseEntry 2
licenselnstalled 1.3.6.1.4.1.14823.2.2.1.1.1.8.1.3 wlisxLicenseEntry 3
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Table 68 wisxSwitchLicenseTable OIDs (Continued)

Object Object ID

licenseExpires 1.3.6.1.4.1.14823.2.2.1.1.1.8.1.4 wlisxLicenseEntry 4
licenseFlags 1.3.6.1.4.1.14823.2.2.1.1.1.8.1.5 wlisxLicenseEntry 5
licenseService 1.3.6.1.4.1.14823.2.2.1.1.1.8.1.6 wlisxLicenseEntry 6
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wisxLicenseEntry

Syntax
Max-Access
Status
Description

Index

licenselndex

Syntax
Max-Access
Status

Description

licenseKey

Syntax
Max-Access
Status

Description

licenselnstalled

Syntax
Max-Access
Status

Description

licenseExpires

Syntax
Max-Access
Status

Description
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LicenseEntry
not-accessible
current
License Entry.

{ licenselndex }

Integer32
not-accessible
current

License ID number.

DisplayString
read-only
current

License Key.

DisplayString
read-only

current

License installation time.

DisplayString
read-only

current

License expiry time.
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licenseFlags

Syntax DisplayString
Max-Access read-only
Status current
Description License flags

E — enabled

A — auto-generated
R - reboot required to activate

licenseService

Syntax DisplayString

Max-Access read-only

Status current

Description The service enabled by this license.

wlisxSysXProcessorTable

The objects of the wlsx Sys XProcessor table list all the processors and the corresponding load.

Table 69 wisxSysXProcessorTable OIDs

Object Object ID

wlisxSysXProcessorEntry 1.3.6.1.4.1.14823.2.2.1.1.1.9.1 wlsxSysXProcessorTable 1
sysXProcessorlD 1.3.6.1.4.1.14823.2.2.1.1.1.9.1.1 wlisxSysXProcessorEntry 1
sysXProcessorDescr 1.3.6.1.4.1.14823.2.2.1.1.1.9.1.2 wlisxSysXProcessorEntry 2
sysXProcessorLoad 1.3.6.1.4.1.14823.2.2.1.1.1.9.1.3 wlsxSysXProcessorEntry 3
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wlsxSysXProcessorEntry

Syntax wisxSysXProcessorEntry

Max-Access not-accessible

Status current

Description An entry for one processor contained by the switch.

History Added in AOS-W 2.3.
sysXProcessorlD

Syntax Integer32

Max-Access not-accessible

Status current

Description Processor Index.

History Added in AOS-W 2.3.
sysXProcessorDescr

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Description of the processor.

History Added in AOS-W 2.3.
sysXProcessorLoad

Syntax Integer32 (0..100)

Max-Access read-only

Status current

Description The average, over the last minute, of the percentage of time that this processor was

not idle.

History Added in AOS-W 2.3.

wlisxSysXStorageTable

The objects of the wlsx Sys XStorage table list the storage devices in the switch.

Table 70 wisxSysXStorageTable OIDs

Object Object ID

wlisxSysXStorageEntry 1.3.6.1.4.1.14823.2.2.1.1.1.10.1 wlsxSysXStorageTable 1
sysXStoragelndex 1.3.6.1.4.1.14823.2.2.1.1.1.10.1.1 wlsxSysXStorageEntry 1
sysXStorageType 1.3.6.1.4.1.14823.2.2.1.1.1.10.1.2 wlsxSysXStorageEntry 2
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Table 70 wisxSysXStorageTable OIDs (Continued)

Object Object ID

sysXStorageSize 1.3.6.1.4.1.14823.2.2.1.1.1.10.1.3 wlisxSysXStorageEntry 3
sysXStorageUsed 1.3.6.1.4.1.14823.2.2.1.1.1.10.1.4 wlsxSysXStorageEntry 4
sysXStorageName 1.3.6.1.4.1.14823.2.2.1.1.1.10.1.5 wlsxSysXStorageEntry 5

234 | Switch AOS-W 6.0 MIB | Reference Guide



wlisxSysXStorageEntry

Syntax
Max-Access
Status
Description

History

sysXStoragelndex

Syntax
Max-Access
Status
Description

History

sysXStorageType

Syntax

Max-Access
Status
Description

History

sysXStorageSize

Syntax
Max-Access
Status
Description

History

sysXStorageUsed

Syntax
Max-Access
Status
Description

History
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wlisxSysXStorageEntry
not-accessible

current

An entry for one long-term storage device contained by the switch.

Added in AOS-W 2.3.

Integer32
not-accessible
current

The storage index.

Added in AOS-W 2.3.

Integer
ram(1)
flashMemory(2)

read-only

current

The storage type is indicated by Syntax.
Added in AOS-W 2.3.

Integer32
read-only

current

The size of the storage file system in MB.

Added in AOS-W 2.3.

Integer32
read-only

current

The size of the storage file system in MB.

Added in AOS-W 2.3.
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sysXStorageName

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description The name of the storage file system.

History Added in AOS-W 2.3.
wisxSysXMemoryTable

The objects of the wlsx Sys XMemory table describes the memory utilization of the switch.

Table 71 wisxSysXMemoryTable OIDs

Object Object ID

wlsxSysXMemoryEntry 1.3.6.1.4.1.14823.2.2.1.1.1.11.1 wlisxSysXMemoryTable 1
ysysXMemorylndex 1.3.6.1.4.1.14823.2.2.1.1.1.11.11 wlsxSysXMemoryEntry 1
sysXMemorySize 1.3.6.1.4.1.14823.2.2.1.1.1.11.1.2 wisxSysXMemoryEntry 2
sysXMemoryUsed 1.3.6.1.4.1.14823.2.2.1.1.1.11.1.3 wlisxSysXMemoryEntry 3
sysXMemoryFree 1.3.6.1.4.1.14823.2.2.1.1.1.11.1.4 wlisxSysXMemoryEntry 4
wlsxSwitchLicenseSerialNumber  1.3.6.1.4.1.14823.2.2.1.1.1.12 wlsxSystemXGroup 12
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wlisxSysXMemoryEntry

Syntax
Max-Access
Status

Description

History

ysysXMemorylndex

Syntax
Max-Access
Status
Description

History

sysXMemorySize

Syntax
Max-Access
Status
Description

History

sysXMemoryUsed

Syntax
Max-Access
Status
Description

History

sysXMemoryFree

Syntax
Max-Access
Status
Description

History
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WisxSysXMemoryEntry
not-accessible

current

An entry for one memory region on the switch. Currently, only the CP region is

monitored.

Added in AOS-W 2.3.

Integer32
not-accessible
current
Memory index.

Added in AOS-W 2.3.

Integer32

read-only

current

Total memory in KB.

Added in AOS-W 2.3.

Integer32

read-only

current

Used memory in KB.
Added in AOS-W 2.3.

Integer32

read-only

current

Free memory in KB.

Added in AOS-W 2.3.
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wlisxSwitchLicenseSerialNumber

Syntax DisplayString

Max-Access read-only

Status current

Description The license serial number of the switch.
wisxSwitchUserTable

The objects of the wlsx Switch User table list all the users (wired and wireless) that are connected to
the switch. Users are identified by their IP addresses.

Table 72 wisxSwitchUserTable OIDs

wlsxSwitchUserEntry
userlpAddress
userPhyAddress
userName

userRole

userUpTime
userAuthenticationMethod
userLocation
userServerName
userConnectedVLAN
userConnectedSlot
userConnectedPort
userBWContractName

userBWContractUsage

1.3.6.1.4.1.14823.2.2.1.1.2.1.1
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.1
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.2
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.3
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.4
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.5
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.6
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.7
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.8
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.9
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.10
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.11
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.12
1.3.6.1.4.1.14823.2.2.1.1.2.1.1.13

MxSwitchMxSwitchUserTable 1
MxSwitchUserEntry 1
MxSwitchUserEntry 2
MxSwitchUserEntry 3
MxSwitchUserEntry 4
MxSwitchUserEntry 5
MxSwitchUserEntry 6
MxSwitchUserEntry 7
MxSwitchUserEntry 8
MxSwitchUserEntry 9
MxSwitchUserEntry 10
MxSwitchUserEntry 11
MxSwitchUserEntry 12
MxSwitchUserEntry 13
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wlisxSwitchUserEntry

Syntax
Max-Access
Status
Description

Index

userlpAddress

Syntax
Max-Access
Status

Description

userPhyAddress

Syntax
Max-Access
Status

Description

userName

Syntax
Max-Access
Status

Description

userRole

Syntax
Max-Access
Status

Description

userUpTime

Syntax
Max-Access
Status

Description
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MxSwitchUserEntry
not-accessible
current

User entry.

{ userlpAddress }

IpAddress
not-accessible

current

IP address from which the user connected to the switch.

MacAddress
read-only

current

Physical address of the station from which the user connected to the switch.

DisplayString(Size(0..32))
read-only
current

Name of the user.

DisplayString(Size(0..64))
read-only
current

The role configured for this user.

TimeTicks
read-only
current

Time since the user was connected to the switch.
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userAuthenticationMethod

Syntax Integer
none(1)
other(2)

Max-Access read-only
Status current

Description Authentication mechanism used by the user to connect to the switch.

userLocation

Syntax DisplayString(Size(0..32))

Max-Access read-only

Status current

Description Location of the access point (in Building.Floor.... format), which the user used to

connect to the switch.

userServerName

Syntax DisplayString(Size(0..32))

Max-Access read-only

Status current

Description Name of the back-end authentication server, used to authenticate the user.
userConnectedVLAN

Syntax Integer32

Max-Access read-only

Status current

Description VLAN on which the user is connected to the switch.

userConnectedSlot

Syntax Integer32

Max-Access read-only

Status current

Description Slot on switch where the user connection terminates.
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userConnectedPort

Syntax Integer32
Max-Access read-only
Status current
Description Port on switch where the user connection terminates.
userBWContractName
Syntax DisplayString(Size(0..32))
Max-Access read-only
Status current
Description Name of the bandwidth contract applied to this user.
userBWContractUsage
Syntax Integer
user(1)
shared(2)
Max-Access read-only
Status current
Description Indicates how the bandwidth contract is used.
wisxSwitchUser6Table

This Table lists all the users (both wired and wireless) currently connected to the switch. Users are
identified by their IP address.

Table 73 wisxSwitchUser6Table OlDs

Object Object ID

wisxSwitchUser6Entry wlsxSwitchUser6Table 1
user6lpAddress wisxSwitchUser6Entry 1
user6PhyAddress wisxSwitchUserB6Entry 2
user6Name wlisxSwitchUser6Entry 3
user6Role wlsxSwitchUser6Entry 4
user6UpTime wlsxSwitchUser6Entry 5
userB6AuthenticationMethod wlsxSwitchUser6Entry 6
user6Location wisxSwitchUser6Entry 7
user6ServerName wlisxSwitchUser6Entry 8
user6ConnectedVlan wisxSwitchUser6Entry 9
user6ConnectedSlot wlsxSwitchUser6Entry 10
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Table 73 wisxSwitchUser6Table OIDs (Continued)

Object Object ID

user6ConnectedPort wlsxSwitchUser6Entry 11
user6BWContractName wlisxSwitchUser6Entry 12
user6BWContractUsage wlisxSwitchUser6Entry 13
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wlisxSwitchUser6Entry

Syntax
Max-Access
Status
Description
Index

History

userb6lpAddress

Syntax
Max-Access
Status
Description

History

user6PhyAddress

Syntax
Max-Access
Status
Description

History

user6Name

Syntax
Max-Access
Status
Description

History

user6Role

Syntax
Max-Access
Status
Description

History
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wisxSwitchUser6Entry
not-accessible

current

User Entr

{ user6lpAddress }
Added in AOS-W 3.3.0.0.

DisplayString(SIZE(0..32))
not-accessible

current

IPv6 Address from which the user connected to the switch.

Added in AOS-W 3.3.0.0.

MacAddress
read-only

current

Physical Address of the station from which the user connected to the switch.

Added in AOS-W 3.3.0.0.

DisplayString(SIZE(0..32))
read-only

current

Name of the user.

Added in AOS-W 3.3.0.0.

DisplayString(SIZE(0..64))
read-only

current

The Role configured for this user.

Added in AOS-W 3.3.0.0.
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user6UpTime

Syntax
Max-Access
Status
Description

History

TimeTicks

read-only

current

Time since the user is connected to the switch.

Added in AOS-W 3.3.0.0.

user6AuthenticationMethod

Syntax

Max-Access
Status
Description

History

user6Location

Syntax
Max-Access
Status

Description

History

user6ServerName

Syntax
Max-Access
Status
Description

History

| Switch

Integer
none(1)
other(2)
web(3)
dot1x(4)

read-only
current
Authentication mechanism used by the user to connect to the switch.

Added in AOS-W 3.3.0.0.

DisplayString(SIZE(0..32))
read-only
current

Location of the access point (in Building.Floor.... format), which the user used to
connect to the switch.

Added in AOS-W 3.3.0.0.

DisplayString(SIZE(0..32))

read-only

current

Name of the Back-end authentication server, used to authenticate the user.

Added in AOS-W 3.3.0.0.
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user6ConnectedVian

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

Vlan on which the user is connected to the switch.

Added in AOS-W 3.3.0.0.

user6ConnectedSlot

Syntax Integer32

Max-Access read-only

Status current

Description Slot on switch, where the user connection terminates.

History Added in AOS-W 3.3.0.0.
user6ConnectedPort

Syntax Integer32

Max-Access read-only

Status current

Description Port on switch, where the user connection terminates.

History Added in AOS-W 3.3.0.0.
user6BWContractName

Syntax DisplayString(SIZE(0..32))

Max-Access read-only

Status current

Description Name of the Bandwidth Contract applied to this user.

History Added in AOS-W 3.3.0.0.
user6BWContractUsage

Syntax Integer

user(1)
shared(2)

Max-Access read-only

Status current

Description Indicates how the Bandwidth Contract is used.

History Added in AOS-W 3.3.0.0.
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wlisxSwitchStationMgmtTable

The objects of the wlsx Switch Station Management table provide information about the wireless

stations associated with the access points connected to this switch.

Table 74 wisxSwitchStationMgmtTable OIDs

Object Object ID

wisxSwitchStationMgmtEntry
staPhyAddress
staAccessPointBSSID
staUserName

staUserRole
staAssociationID
staAccessPointESSID
staSignalToNoiseRatio
staTransmitRate

staReceiveRate

1.3.6.1.4.1.14823.2.2.1.1.2.2.1

1.3.6.1.4.1.14823.2.2.1.1.2.2.11
1.3.6.1.4.1.14823.2.2.1.1.2.21.2
1.3.6.1.4.1.14823.2.2.1.1.2.2.1.3
1.3.6.1.4.1.14823.2.2.1.1.2.2.1.4
1.3.6.1.4.1.14823.2.2.1.1.2.2.1.5
1.3.6.1.4.1.14823.2.2.1.1.2.2.1.6
1.3.6.1.4.1.14823.2.2.1.1.2.21.7
1.3.6.1.4.1.14823.2.2.1.1.2.2.1.8
1.3.6.1.4.1.14823.2.2.1.1.2.2.1.9

wlisxSwitchStationMgmtTable 1
wlisxSwitchStationMgmtEntry 1
wlisxSwitchStationMgmtEntry 2
wlsxSwitchStationMgmtEntry 3
wlsxSwitchStationMgmtEntry 4
wlsxSwitchStationMgmtEntry 5
wlisxSwitchStationMgmtEntry 6
wlisxSwitchStationMgmtEntry 7
wlisxSwitchStationMgmtEntry 8
wlsxSwitchStationMgmtEntry 9
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wisxSwitchStationMgmtEntry

Syntax MxSwitchStationMgmtEntry

Max-Access not-accessible

Status current

Description Station management entry.

Index { staPhyAddress, staAccessPointBSSID }
staPhyAddress

Syntax MacAddress

Max-Access not-accessible

Status current

Description The physical address of the station.
staAccessPointBSSID

Syntax MacAddress

Max-Access not-accessible

Status current

Description BSSID of the access point through which the station is connected to the switch.
staUserName

Syntax DisplayString(Size(0..32))

Max-Access read-only

Status current

Description Name of the user connecting from this station.
staUserRole

Syntax DisplayString(Size(0..32))

Max-Access read-only

Status current

Description User role.

staAssociationIlD

Syntax Unsigned32

Max-Access read-only

Status current

Description Association ID with which the station is associated with this system.
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staAccessPointESSID

Syntax
Max-Access
Status

Description

DisplayString(Size(0..64))
read-only
current

ESSID of the access point.

staSignalToNoiseRatio

Syntax
Max-Access
Status

Description

staTransmitRate

Syntax

Max-Access
Status

Description

Integer32
read-only
current

SNR for the BSSID.

Integer

rate1Mbps(1)
rate2Mbps(2)
rate5point5Mbps(3)
rate6Mbps(4)
rate9Mbps(5)
rate11Mbps(6
rate12Mbps(7
rate18Mbps(8
rate24Mbps(9
rate36Mbps(
rate48Mbps(
rate54Mbps(

)

)
)
)
)
0)
1
2)

1
1
1
read-only

current

The transmit rate of the channel.
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staReceiveRate

Syntax Integer

rate1Mbps(1)
rate2Mbps(2)
rate5point5Mbps(3)
rate6Mbps(4)
rate9Mbps(5)
rate11Mbps(6
rate12Mbps(7
rate18Mbps(8
rate24Mbps(9
rate36Mbps(
rate48Mbps(
rate54Mbps(

)

)
)
)
)
0)
1
2)

1
1
1
Max-Access read-only

Status current

Description The receive rate of the channel.

wlisxSwitchStationStatsTable

The objects of the wlsx Switch Station Stats table provide information about the statistics of the
wireless stations associated with the access points connected to this switch. The statistics are indexed
by the Station MAC and the AP BSSID.

Table 75 wisxSwitchStationStatsTable OIDs

Object Object ID

wlisxSwitchStationStatsEntry 1.3.6.1.4.1.14823.2.2.1.1.2.3.1 wlsxSwitchStationStatsTable 1
staTxPackets 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.1 wlisxSwitchStationStatsEntry 1
staTxBytes 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.2 wlisxSwitchStationStatsEntry 2
staRxPackets 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.3 wlisxSwitchStationStatsEntry 3
staRxBytes 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.4 wisxSwitchStationStatsEntry 4
staBwRate 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.5 wisxSwitchStationStatsEntry 5
staFrameRetryRate 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.6 wlisxSwitchStationStatsEntry 6
staFrameLowSpeedRate 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.7 wlisxSwitchStationStatsEntry 7
staFrameNonUnicastRate 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.8 wlsxSwitchStationStatsEntry 8
staFrameFragmentationRate 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.9 wlisxSwitchStationStatsEntry 9
staFrameReceiveErrorRate 1.3.6.1.4.1.14823.2.2.1.1.2.3.1.10 wlisxSwitchStationStatsEntry 10
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wlisxSwitchStationStatsEntry

Syntax
Max-Access
Status
Description

Index

staTxPackets

Syntax
Max-Access
Status

Description

staTxBytes

Syntax
Max-Access
Status

Description

staRxPackets

Syntax
Max-Access
Status

Description

staRxBytes

Syntax
Max-Access
Status

Description

staBwRate

Syntax
Max-Access
Status

Description

MxSwitchStationStatsEntry
not-accessible

current

Station statistics entry.

{ staPhyAddress, staAccessPointBSSID }

Counter32
read-only
current

Total packets transmitted by the station.

Counter32
read-only
current

Total bytes transmitted by the station.

Counter32
read-only
current

Total packets received by the station.

Counter32
read-only
current

Total bytes received by the station.

Integer32
read-only
current

Bandwidth rate in Kbps of the station.
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staFrameRetryRate

Syntax Integer32

Max-Access read-only

Status current

Description Station frame retry rate.

staFrameLowSpeedRate

Syntax Integer32

Max-Access read-only

Status current

Description Station frame low speed rate.

staFrameNonUnicastRate

Syntax Integer32

Max-Access read-only

Status current

Description Station frame non-unicast packet rate.

staFrameFragmentationRate

Syntax Integer32

Max-Access read-only

Status current

Description Station frame fragmentation rate.

staFrameReceiveErrorRate

Syntax Integer32

Max-Access read-only

Status current

Description Station frame receive error rate.

wisxAccessPointinfoGroup

The wlsx Access Point Info group contains tables that provide access point information.

Table 76 wisxAccessPointinfoGroup OIDs

wlsxSwitchTotalNumAccessPoints 1.3.6.1.4.1.14823.2.2.1.1.3.1. wlisxAccessPointinfoGroup 2
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Table 76 wisxAccessPointinfoGroup OIDs (Continued)

wlsxSwitchTotalNumStationsAssociated | 1.3.6.1.4.1.14823.2.2.1.1.3.2 wlisxAccessPointinfoGroup 2

wisxSwitchTotalNumAccessPoints

Syntax Unsigned32

Max-Access read-only

Status current

Description Total number of access points connected to this switch.

wlsxSwitchTotalNumStationsAssociated

Syntax Unsigned32

Max-Access read-only

Status current

Description Total number of stations associated to this switch.

wlsxSwitchAccessPointTable

The objects of the wisx Switch Access Point table list the access points connected to this switch.

Table 77 wisxSwitchAccessPointTable OIDs

Object Object ID

wisxSwitchAccessPointEntry 1.3.6.1.4.1.14823.2.2.1.1.3.3.1 wlsxSwitchAccessPointTable 1

apBSSID 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.1 wlsxSwitchAccessPointEntry 1
apESSID 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.2 wlisxSwitchAccessPointEntry 2
apSlot 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.3 wlisxSwitchAccessPointEntry 3
apPort 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.4 wlisxSwitchAccessPointEntry 4

aplpAddress

1.3.6.1.4.1.

14823.2.2.1.1.3.3.1.5

wlsxSwitchAccessPointEntry 5

apPhyType 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.6 wlsxSwitchAccessPointEntry 6
apType 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.7 wlisxSwitchAccessPointEntry 7
apCurrentChannel 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.8 wlisxSwitchAccessPointEntry 8
aplLocation 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.9 wlisxSwitchAccessPointEntry 9
apTotalTime 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.10  wisxSwitchAccessPointEntry 10

aplnactiveTime
aplLoadBalancing
apChannelNoise
apSignalToNoiseRatio

apTransmitRate

1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.
1.3.6.1.4.1.

14823.2.2.1.1.3.3.1.11
14823.2.2.1.1.3.3.1.12
14823.2.2.1.1.3.3.1.13
14823.2.2.1.1.3.3.1.14
14823.2.2.1.1.3.3.1.15

wlisxSwitchAccessPointEntry 11
wlsxSwitchAccessPointEntry 12
wlsxSwitchAccessPointEntry 13
wisxSwitchAccessPointEntry 14

wlsxSwitchAccessPointEntry 15

252 | Switch

AOS-W 6.0 MIB | Reference Guide



Table 77 wisxSwitchAccessPointTable OIDs (Continued)

Object Object ID

apReceiveRate 1.3.6.1.4.1.14823.2.2.1.1.3.3.1.16  wlIsxSwitchAccessPointEntry 16
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wlisxSwitchAccessPointEntry

Syntax
Max-Access
Status
Description

Index

apBSSID

Syntax
Max-Access
Status

Description

apESSID

Syntax
Max-Access
Status

Description

apSlot

Syntax
Max-Access
Status

Description

apPort

Syntax
Max-Access
Status

Description

aplpAddress

Syntax
Max-Access
Status

Description

MxSwitchAccessPointEntry
not-accessible

current

Station management entry.

{apBSSID }

MacAddress
not-accessible
current

The physical address of the access point.

DisplayString(Size(0..64))
read-only
current

ESSID of the access point.

Unsigned32
read-only

current

Slot to which the access point is connected.

Unsigned32
read-only

current

Port to which the access point is connected.

IpAddress
read-only
current

Address of the access point.
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apPhyType

Syntax

Max-Access
Status

Description

apType

Syntax

Max-Access
Status

Description

apCurrentChannel

Syntax
Max-Access
Status

Description

apLocation

Syntax
Max-Access
Status

Description

apTotalTime

Syntax
Max-Access
Status

Description

| Reference Guide

Integer
dot11a(1)
dot11b(2)
dot11g(3)

read-only
current

Physical layer protocol support of the access point.

Integer

ap(1)
am(2)

read-only

current

Indicates whether the access point is an air monitor or an access point.

Integer(1..165)
read-only
current

The current operating frequency channel.

DisplayString(Size(0..32))
read-only
current

Location of the access point defined in building floor mode.

TimeTicks
read-only
current

Time since the access point was connected to the switch.

Switch |



| Switch

aplnactiveTime

Syntax
Max-Access
Status

Description

apLoadBalancing

Syntax
Max-Access
Status

Description

apChannelNoise

TimeTicks
read-only
current

Time since the access point has been inactive.

TruthValue
read-only
current

Indicates whether load balancing is enabled or not.

Syntax Integer32

Max-Access read-only

Status current

Description Indicates the noise on the channel.
apSignalToNoiseRatio

Syntax Integer32

Max-Access read-only

Status current

Description SNR for the BSSID.

| Reference Guide



apTransmitRate

Syntax

Max-Access
Status

Description

apReceiveRate

Syntax

Max-Access
Status

Description

Integer

rate1Mbps(1)
rate2Mbps(2)
rate5point5Mbps(3)
rate6Mbps(4)
rate9Mbps(5)
rate11Mbps(6
rate12Mbps(7
rate18Mbps(8
rate24Mbps(9
rate36Mbps(
rate48Mbps(
rate54Mbps(

)

)
)
)
)
0)
1
2)

1
1
1
read-only

current

Indicates transmit rate of the channel.

Integer

rate1Mbps(1)
rate2Mbps(2)
rate5point5Mbps(3)
rate6Mbps(4)
rate9Mbps(5)
rate11Mbps(6
rate12Mbps(7
rate18Mbps(8
rate24Mbps(9
rate36Mbps(
rate48Mbps(
rate54Mbps(

)

)
)
)
)
0)
1
2)

1
1
1
read-only

current

Indicates receive rate of the channel.

wisxSwitchGlobalAPTable

The objects of the wlsx Switch Global APT table list the access points connected in the switch domain.

This table is only valid only on a master switch—only the tables of the master switch are populated.

NOTE

On a local switch, the table is empty.

Table 78 wisxSwitchGlobalAPTable OIDs

Object Object ID

wlisxSwitchGlobalAPEntry

globalAPLocation

1.3.6.1.4.1.14823.2.2.1.1.3.41
1.3.6.1.4.1.14823.2.2.1.1.3.4.1.1

wlisxSwitchGlobalAPTable 1
wlisxSwitchGlobalAPEntry 1
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Table 78 wisxSwitchGlobalAPTable OIDs (Continued)

Object Object ID

globalAPAddress 1.3.6.1.4.1.14823.2.2.1.1.3.4.1.2 wlisxSwitchGlobalAPEntry 2
globalAPLocalSwitch 1.3.6.1.4.1.14823.2.2.1.1.3.4.1.3 wlisxSwitchGlobalAPEntry 3
globalAPdot11aPhyAddr 1.3.6.1.4.1.14823.2.2.1.1.3.4.1.4 wlisxSwitchGlobalAPEntry 4
globalAPdot11bPhyAddr 1.3.6.1.4.1.14823.2.2.1.1.3.4.1.5 wlisxSwitchGlobalAPEntry 5
tvglobalAPState 1.3.6.1.4.1.14823.2.2.1.1.3.4.1.6 wlisxSwitchGlobalAPEntry 6
globalAPdot11gPhyAddr 1.3.6.1.4.1.14823.2.2.1.1.3.4.1.7 wlisxSwitchGlobalAPEntry 7
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wisxSwitchGlobalAPEntry

Syntax MxSwitchGlobalAPEntry

Max-Access not-accessible

Status current

Description Station Management Entry.

Index { globalAPLocation, globalAPAddress }
globalAPLocation

Syntax DisplayString(Size(0..32))

Max-Access not-accessible

Status current

Description Physical location of the AP, defined in building.floor.location format.
globalAPAddress

Syntax IpAddress

Max-Access not-accessible

Status current

Description Address of the access point.
globalAPLocalSwitch

Syntax IpAddress

Max-Access read-only

Status current

Description IP address of the local switch this access point is connected to.
globalAPdot11aPhyAddr

Syntax MacAddress

Max-Access read-only

Status current

Description Physical MAC address of the module supporting dot11a in the access point. AP can

have support for both dot11a and dot11b physical layer.
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globalAPdot11bPhyAddr

Syntax MacAddress

Max-Access read-only

Status current

Description Physical MAC address of the module supporting dot11b in the access point. AP

can have support for both dot11a and dot11b physical layer.

tvglobalAPState

Syntax Integer(1..7)
Max-Access read-only

Status current

Description Values are deprecated.

State of the AP—1-AP is UP, 2 -AP is DOWN

globalAPdot11gPhyAddr
Syntax MacAddress
Max-Access read-only
Status current
Description Physical MAC address of the module supporting dot11g in the access point. AP

can have support for a,b,g physical layers.

wlisxSwitchAccessPointStatsTable

The objects of the wlsx Switch Access Points table lists the statistics of all access points connected to
this switch.

Table 79 wisxSwitchAccessPointStatsTable OIDs

wlsxSwitchAccessPointStatsEntry 1.3.6.1.4.1.14823.2.2.1.1.3.5.1 wlisxSwitchAccessPointStatsTable 1
apStatsChannel 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.1 wisxSwitchAccessPointStatsEntry 1
apChannelBwRate 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.2 wisxSwitchAccessPointStatsEntry 2
apChannelFrameRetryRate 1.83.6.1.4.1.14823.2.2.1.1.3.5.1.3 wlisxSwitchAccessPointStatsEntry 3
apChannelFramelLowSpeedRate 1.8.6.1.4.1.14823.2.2.1.1.3.5.1.4 wisxSwitchAccessPointStatsEntry 4
apChannelFrameNonUnicastRate 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.5 wisxSwitchAccessPointStatsEntry 5
apChannelFrameFragmentationRate 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.6 wisxSwitchAccessPointStatsEntry 6
apChannelFrameReceiveErrorRate 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.7 wisxSwitchAccessPointStatsEntry 7
apBSSTxPackets 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.8 wlisxSwitchAccessPointStatsEntry 8
apBSSTxBytes 1.83.6.1.4.1.14823.2.2.1.1.3.5.1.9 wisxSwitchAccessPointStatsEntry 9
apBSSRxPackets 1.3.6.1.4.1.14823.2.2.1.1.3.5.1.10 wlsxSwitchAccessPointStatsEntry 10
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Table 79 wisxSwitchAccessPointStatsTable OIDs (Continued)

apBSSRxBytes

apBSSBwRate
apBSSFrameRetryRate
apBSSFrameLowSpeedRate
apBSSFrameNonUnicastRate
apBSSFrameFragmentationRate

apBSSFrameReceiveErrorRate

1.3.6.1.4.1.14823.2.2.1.1.3.5.1.11
1.3.6.1.4.1.14823.2.2.1.1.3.5.1.12
1.3.6.1.4.1.14823.2.2.1.1.3.5.1.13
1.3.6.1.4.1.14823.2.2.1.1.3.5.1.14
1.3.6.1.4.1.14823.2.2.1.1.3.5.1.15
1.3.6.1.4.1.14823.2.2.1.1.3.5.1.16
1.3.6.1.4.1.14823.2.2.1.1.3.5.1.17

wlsxSwitchAccessPointStatsEntry 11
wlisxSwitchAccessPointStatsEntry 12
wlsxSwitchAccessPointStatsEntry 13
wlisxSwitchAccessPointStatsEntry 14
wlsxSwitchAccessPointStatsEntry 15
wlsxSwitchAccessPointStatsEntry 16

wlisxSwitchAccessPointStatsEntry 17
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wisxSwitchAccessPointStatsEntry

Syntax MxSwitchAccessPointStatsEntry
Max-Access not-accessible
Status current
Description Access point stats entry.
Index {apBSSID }
apStatsChannel
Syntax Integer(1..165)
Max-Access read-only
Status current
Description Channel on which the access point is operating.

apChannelBwRate

Syntax Integer32

Max-Access read-only

Status current

Description Bandwidth rate in Kbps of the access point channel.

apChannelFrameRetryRate

Syntax Integer32

Max-Access read-only

Status current

Description Access point channel frame retry rate.

apChannelFrameLowSpeedRate

Syntax Integer32

Max-Access read-only

Status current

Description Access point channel frame low speed rate.

apChannelFrameNonUnicastRate

Syntax Integer32

Max-Access read-only

Status current

Description Access point channel frame non-unicast packet rate.
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apChannelFrameFragmentationRate

Syntax
Max-Access
Status

Description

Integer32
read-only
current

Access point channel frame fragmentation rate.

apChannelFrameReceiveErrorRate

Syntax
Max-Access
Status

Description

apBSSTxPackets

Syntax
Max-Access
Status

Description

apBSSTxBytes

Syntax
Max-Access
Status

Description

apBSSRxPackets

Syntax
Max-Access
Status

Description

apBSSRxBytes

Syntax
Max-Access
Status

Description
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Integer32
read-only
current

Access point channel frame receive error rate.

Counter32
read-only
current

Total packets transmitted by the access point on this BSSID.

Counter32
read-only
current

Total bytes transmitted by the access point on this BSSID.

Counter32
read-only
current

Total packets received by the access point on this BSSID.

Counter32
read-only
current

Total bytes received by the access point on this BSSID.
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apBSSBwRate

Syntax Integer32

Max-Access read-only

Status current

Description Bandwidth rate in Kbps of the access point on this BSSID.
apBSSFrameRetryRate

Syntax Integer32

Max-Access read-only

Status current

Description Frame retry rate on this BSSID.

apBSSFramelLowSpeedRate

Syntax
Max-Access
Status

Description

Integer32
read-only
current

Frame low speed rate on this BSSID.

apBSSFrameNonUnicastRate

Syntax
Max-Access
Status

Description

Integer32
read-only
current

Frame non-unicast packet rate on this BSSID.

apBSSFrameFragmentationRate

Syntax
Max-Access
Status

Description

Integer32
read-only
current

Frame fragmentation rate on this BSSID.

apBSSFrameReceiveErrorRate

Syntax
Max-Access
Status

Description

Integer32
read-only
current

Frame receive error rate on this BSSID.
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wisxSwitchTraps Group

The objects of the wlsx Switch Traps group define the objects (variables) that may be returned with a
trap listed in the swith traps (see Table 81 on page 271).

Table 80 wisxSwitchTraps OIDs

wlisxAuthServerName 1.3.6.1.4.1.14823.2.2.1.1.100.100.1 wisxSwitchTrapObjectsGroup 1
wlisxAuthServerTimeout 1.3.6.1.4.1.14823.2.2.1.1.100.100.2 wlisxSwitchTrapObjectsGroup 2
wlsxFanNumber 1.3.6.1.4.1.14823.2.2.1.1.100.100.4 wisxSwitchTrapObjectsGroup 4
wlisxLineCardNumber 1.3.6.1.4.1.14823.2.2.1.1.100.100.5 wlisxSwitchTrapObjectsGroup 5
wlisxVoltageType 1.3.6.1.4.1.14823.2.2.1.1.100.100.6 wlisxSwitchTrapObjectsGroup 6
wlsxVoltageValue 1.3.6.1.4.1.14823.2.2.1.1.100.100.7 wlisxSwitchTrapObjectsGroup 7
wlsxTemperatureValue 1.3.6.1.4.1.14823.2.2.1.1.100.100.8 wlisxSwitchTrapObjectsGroup 8
wlsxProcessName 1.3.6.1.4.1.14823.2.2.1.1.100.100.9 wlisxSwitchTrapObjectsGroup 9
wlisxStationMacAddress 1.3.6.1.4.1.14823.2.2.1.1.100.100.10  wisxSwitchTrapObjectsGroup 10

wlsxStationBlackListReason 1.3.6.1.4.1.14823.2.2.1.1.100.100.11  wisxSwitchTrapObjectsGroup 11
wlsxSpoofedlpAddress 1.3.6.1.4.1.14823.2.2.1.1.100.100.12  wisxSwitchTrapObjectsGroup 12
wisxSpoofedOldPhyAddress 1.3.6.1.4.1.14823.2.2.1.1.100.100.13  wIsxSwitchTrapObjectsGroup 13
wlsxSpoofedNewPhyAddress  1.3.6.1.4.1.14823.2.2.1.1.100.100.14  wisxSwitchTrapObjectsGroup 14

wlsxDBName 1.3.6.1.4.1.14823.2.2.1.1.100.100.15  wisxSwitchTrapObjectsGroup 15
wisxDBUserName 1.3.6.1.4.1.14823.2.2.1.1.100.100.16  wisxSwitchTrapObjectsGroup 16
wlsxDBIpAddress 1.3.6.1.4.1.14823.2.2.1.1.100.100.17  wisxSwitchTrapObjectsGroup 17
wisxDBType 1.3.6.1.4.1.14823.2.2.1.1.100.100.18  wisxSwitchTrapObjectsGroup 18
wisxVrID 1.3.6.1.4.1.14823.2.2.1.1.100.100.19  wIsxSwitchTrapObjectsGroup 19
wlisxVrMasterlp 1.3.6.1.4.1.14823.2.2.1.1.100.100.20  wisxSwitchTrapObjectsGroup 20
wlisxVrrpOperState 1.3.6.1.4.1.14823.2.2.1.1.100.100.21  wisxSwitchTrapObjectsGroup 21
wlisxApTxPower 1.3.6.1.4.1.14823.2.2.1.1.100.100.22  wisxSwitchTrapObjectsGroup 22
wIsxESIServerGrpName 1.3.6.1.4.1.14823.2.2.1.1.100.100.23  wisxSwitchTrapObjectsGroup 23
wlisxESIServerName 1.3.6.1.4.1.14823.2.2.1.1.100.100.24  wisxSwitchTrapObjectsGroup 24
wlisxESIServerlpaddress 1.3.6.1.4.1.14823.2.2.1.1.100.100.25  wisxSwitchTrapObjectsGroup 25

wisxLicenseDaysRemaining 1.3.6.1.4.1.14823.2.2.1.1.100.100.26  wisxSwitchTrapObjectsGroup 26
wisxSlotNumber 1.3.6.1.4.1.14823.2.2.1.1.100.100.27  wisxSwitchTrapObjectsGroup 27
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wisxAuthServerName

Syntax
Max-Access
Status

Description

DisplayString(Size(0..64))
read-only
current

This object is used in the traps to indicate the authentication server used for
authentication.

wisxAuthServerTimeout

Syntax Integer32

Max-Access read-only

Status current

Description This object is used in the traps to indicate the authentication server timeout.
wisxFanNumber

Syntax Integer32

Max-Access read-only

Status current

Description This object is used in the traps to indicate a failing fan number.
wlisxLineCardNumber

Syntax Integer32

Max-Access read-only

Status current

Description This object is used in the traps to indicate a line card in the switch.
wisxVoltageType

Syntax DisplayString(Size(0..32))

Max-Access read-only

Status current

Description This object is used in the traps to indicate the type of the voltage.
wisxVoltageValue

Syntax DisplayString(Size(0..10))

Max-Access
Status

Description

read-only
current

This object is used in the traps to indicate the voltage value in float.
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wisxTemperatureValue

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description This object is used in the traps to indicate temperature value.

wlisxProcessName

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description This object is used in the traps to indicate a process name.

wlsxStationMacAddress

Syntax MacAddress

Max-Access read-only

Status current

Description The physical address of the station.

wisxStationBlackListReason

Syntax Integer
userDefined(1)
mitmAttack(2)
authFailure(3)
pingFlood(4)
sessionFlood(5)
synFlood(6)
sessionBlacklist(7)
ipSpoofing(8)
other(100)
Max-Access read-only
Status current
Description The reason why a station is black listed.
wisxSpoofedipAddress
Syntax IpAddress
Max-Access read-only
Status current
Description This object is used in a trap to identify a spoofed IP address.
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wisxSpoofedOldPhyAddress

Syntax
Max-Access
Status

Description

MacAddress
read-only
current

This object is used in a trap to identify a old MAC address.

wisxSpoofedNewPhyAddress

Syntax
Max-Access
Status

Description

wisxDBName

Syntax
Max-Access
Status

Description

wisxDBUserName

Syntax
Max-Access
Status

Description

wisxDBIpAddress

Syntax
Max-Access
Status

Description

MacAddress
read-only
current

This object is used in a trap to identify a new MAC address.

DisplayString(Size(0..64))
read-only
current

This object is used in a trap to identify name of the database.

DisplayString(Size(0..64))
read-only
current

This object is used in a trap to identify name of the database user.

IpAddress
read-only
current

This object is used in a trap to identify the IP address of the DB.
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wisxDBType

Syntax

Max-Access
Status

Description

wlsxVriD

Syntax
Max-Access
Status

Description

wisxVrMasterlp

Syntax
Max-Access
Status

Description

wlisxVrrpOperState

Syntax

Max-Access
Status

Description

wisxApTxPower

Syntax
Max-Access
Status

Description
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Integer
mssql(1)
mysql(2)

read-only
current

This object is used in a trap to identify the port of the user.

Integer32
read-only
current

This object contains the virtual router identifier.

IpAddress
read-only
current

This object contains the master IP address.

Integer
initialize(1)
backup(2)
master(3)

read-only
current

This object represents the VRRP operational state.

Integer32
read-only
current

This object contains the value of the AP transmit power.
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wlisxESIServerGrpName

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description This object represents the External Services Interface (ESI) Server Group name.

wlisxESIServerName

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description This object represents the External Services Interface (ESI) Server name.

wisxESIServerlpaddress

Syntax IpAddress

Max-Access read-only

Status current

Description This object represents the External Services Interface (ESI) Server IP address.

wisxLicenseDaysRemaining

Syntax Integer32
Max-Access read-only
Status current
Description This object represents number of the days remaining prior to a license expiry.
History Added in AOS-W 2.3.
wisxSlotNumber
Syntax Integer32
Max-Access read-only
Status current
Description This object is used in the traps to indicate a line card in the switch.This value

matches the value of sysExtCardSlot.

History Added in AOS-W 2.3.
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Notification provides an acknowledge to the device that sent the trap message.

Table 81 Switch Trap Notification OIDs

wlsxSwitchIPChanged
wlsxSwitchRoleChange
wlsxUserEntryCreated
wlsxUserEntryDeleted
wlisxUserEntryAuthenticated
wlsxUserEntryDeAuthenticated
wlisxUserAuthenticationFailed
wlsxAuthServerReqTimedOut
wisxAuthServerTimedOut
wlsxAuthServerlsUp
wisxAuthMaxUserEntries
wlisxAuthMaxAclEntries
wlisxAuthMaxBWContracts
wlsxPowerSupplyFailure
wisxFanFailure
wlsxOutOfRangeVoltage
wisxOutOfRangeTemperature
wlisxLClnserted
wlisxSClnserted
wisxGBIClInserted
wisxProcessDied
wlsxProcessExceedsMemoryLimits
wlsxLowOnFlashSpace
wlsxLowMemory
wlsxFanTrayRemoved
wisxLCRemoved
wisxLCRemoved
wisxSCRemoved
wlisxPowerSupplyMissing
wlsxAccessPointlsUp
wlisxAccessPointlsDown
wlsxCoverageHoleDetected

wlsxChannelChanged

1.3.6.1.4.1.14823.2.2.1.1.100.1001
1.3.6.1.4.1.14823.2.2.1.1.100.1002
1.3.6.1.4.1.14823.2.2.1.1.100.1003
1.3.6.1.4.1.14823.2.2.1.1.100.1004
1.3.6.1.4.1.14823.2.2.1.1.100.1005
1.3.6.1.4.1.14823.2.2.1.1.100.1006
1.3.6.1.4.1.14823.2.2.1.1.100.1007
1.3.6.1.4.1.14823.2.2.1.1.100.1008
1.3.6.1.4.1.14823.2.2.1.1.100.1009
1.3.6.1.4.1.14823.2.2.1.1.100.1010
1.3.6.1.4.1.14823.2.2.1.1.100.1011
1.3.6.1.4.1.14823.2.2.1.1.100.1012
1.3.6.1.4.1.14823.2.2.1.1.100.1013
1.3.6.1.4.1.14823.2.2.1.1.100.1014
1.3.6.1.4.1.14823.2.2.1.1.100.1015
1.3.6.1.4.1.14823.2.2.1.1.100.1016
1.3.6.1.4.1.14823.2.2.1.1.100.1017
1.3.6.1.4.1.14823.2.2.1.1.100.1018
1.3.6.1.4.1.14823.2.2.1.1.100.1019
1.3.6.1.4.1.14823.2.2.1.1.100.1020
1.3.6.1.4.1.14823.2.2.1.1.100.1021
1.3.6.1.4.1.14823.2.2.1.1.100.1022
1.3.6.1.4.1.14823.2.2.1.1.100.1023
1.3.6.1.4.1.14823.2.2.1.1.100.1024
1.3.6.1.4.1.14823.2.2.1.1.100.1025
1.3.6.1.4.1.14823.2.2.1.1.100.1026
1.3.6.1.4.1.14823.2.2.1.1.100.1027
1.3.6.1.4.1.14823.2.2.1.1.100.1028
1.3.6.1.4.1.14823.2.2.1.1.100.1029
1.3.6.1.4.1.14823.2.2.1.1.100.1030
1.3.6.1.4.1.14823.2.2.1.1.100.1031
1.3.6.1.4.1.14823.2.2.1.1.100.1032
1.3.6.1.4.1.14823.2.2.1.1.100.1033

wlsxSwitchTraps 1001
wlsxSwitchTraps 1002
wlsxSwitchTraps 1003
wlisxSwitchTraps 1004
wlisxSwitchTraps 1005
wlsxSwitchTraps 1006
wisxSwitchTraps 1007
wlsxSwitchTraps 1008
wlisxSwitchTraps 1009
wlisxSwitchTraps 1010
wlisxSwitchTraps 1011
wisxSwitchTraps 1012
wlsxSwitchTraps 1013
wlsxSwitchTraps 1014
wlisxSwitchTraps 1015
wlisxSwitchTraps 1016
wlsxSwitchTraps 1017
wlsxSwitchTraps 1018
wlsxSwitchTraps 1019
wlsxSwitchTraps 1020
wlisxSwitchTraps 1021
wlisxSwitchTraps 1022
wlisxSwitchTraps 1023
wisxSwitchTraps 1024
wlsxSwitchTraps 1025
wlsxSwitchTraps 1026
wlisxSwitchTraps 1027
wlisxSwitchTraps 1028
wlisxSwitchTraps 1029
wlsxSwitchTraps 1030
wlsxSwitchTraps 1031
wlsxSwitchTraps 1032
wlisxSwitchTraps 1033
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Table 81 Switch Trap Notification OIDs (Continued)

wlisxStationAddedToBlackList
wisxStationRemovedFromBlackList
wlisxlpSpoofingDetected
wisxDBCommunicationFailure
wlisxVrrpStateChange
wlisxAPRadioAttributesChanged
wlisxESIServerUp
wisxESIServerDown

wlisxLicenseExpiry

1.3.6.1.4.1.14823.2.2.1.1.100.1034
1.3.6.1.4.1.14823.2.2.1.1.100.1035
1.3.6.1.4.1.14823.2.2.1.1.100.1036
1.3.6.1.4.1.14823.2.2.1.1.100.1037
1.3.6.1.4.1.14823.2.2.1.1.100.1038
1.3.6.1.4.1.14823.2.2.1.1.100.1039
1.3.6.1.4.1.14823.2.2.1.1.100.1040
1.3.6.1.4.1.14823.2.2.1.1.100.1041
1.3.6.1.4.1.14823.2.2.1.1.100.1042

wlsxSwitchTraps 1034
wlisxSwitchTraps 1035
wlisxSwitchTraps 1036
wisxSwitchTraps 1037
wlsxSwitchTraps 1038
wlsxSwitchTraps 1039
wlisxSwitchTraps 1040
wlisxSwitchTraps 1041
wisxSwitchTraps 1042
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wlisxSwitchIPChanged

Objects { wisxSwitchlp }

Status current

Description A trap which indicates that the switch IP address has changed.
wisxSwitchRoleChange

Objects { wisxSwitchRole }

Status current

Description A trap which indicates that the role of the switch has changed in the domain—

authentication traps.

wisxUserEntryCreated

Objects { userPhyAddress }

Status current

Description A trap which indicates that a new user is created.
wisxUserEntryDeleted

Objects { userPhyAddress }

Status current

Description A trap which indicates that a user is deleted.

wisxUserEntryAuthenticated

Objects { userPhyAddress, userName, userAuthenticationMethod, userRole }
Status current
Description A trap which indicates that a user is authenticated.

wisxUserEntryDeAuthenticated

Objects { userPhyAddress }
Status current
Description A trap which indicates that a user is deauthenticated.

wlisxUserAuthenticationFailed

Objects { userPhyAddress }
Status current
Description A trap which indicates that a user authentication has failed.
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wisxAuthServerReqTimedOut

Objects { wisxAuthServerName }

Status current

Description A trap which indicates that the authentication server request timed out.
wisxAuthServerTimedOut

Objects { wisxAuthServerName, wisxAuthServerTimeout }

Status current

Description A trap which indicates that the authentication server timed out.
wisxAuthServerlsUp

Objects { wisxAuthServerName }

Status current

Description A trap which indicates that the authentication server is up.

wisxAuthMaxUserEntries

Status current
Description A trap which indicates that the user entries table is full and cannot add any more
entries.
wisxAuthMaxAclEntries
Status current
Description A trap which indicates that the ACL entries table is full and cannot add any more
entries.

wisxAuthMaxBWContracts
Status current

Description A trap which indicates that the switch reached the maximum number of
configurable bandwidth contracts.

wisxPowerSupplyFailure

Status current

Description A trap which indicates that the power supply has failed.
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wisxFanFailure

Objects { wisxFanNumber }

Status current

Description A trap which indicates that the fan has failed.
wisxOutOfRangeVoltage

Objects { wisxVoltageType, wisxVoltageValue }

Status current

Description A trap which indicates that the switch received out-of-range voltage.

wisxOutOfRangeTemperature

Objects
Status

Description

wisxLClnserted

Objects
Status

Description

wlsxSClinserted

Status

Description

wlisxGBICInserted

Status

Description

wlisxProcessDied

Objects
Status

Description
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{ wisxTemperatureValue }
current

A trap which indicates that the temperature is out of bounds.

{ wisxLineCardNumber, wisxSlotNumber }
current

A trap which indicates that a line card is inserted.

current

A trap which indicates that a supervisory card is inserted.

current

A trap which indicates that a GBIC is inserted in a line card.

{ wisxProcessName }
current

A trap which indicates that a process has died.

Switch |



| Switch

wlisxProcessExceedsMemoryLimits

Objects { wisxProcessName }
Status current
Description A trap which indicates that a process is consuming large amounts of memory.

wisxLowOnFlashSpace

Status current

Description A trap which indicates that the switch is running low on flash space.
wisxLowMemory

Status current

Description A trap which indicates that the system free memory is low.

wisxFanTrayRemoved

Status current

Description A trap which indicates that the fan tray is removed.

wisxLCRemoved

Status current

Description A trap which indicates that the fan tray is removed.
Objects { wisxLineCardNumber, wisxSlotNumber }

Status current

Description A trap which indicates that a line card is removed.

wlsxSCRemoved

Status current

Description A trap which indicates that a supervisory card is removed.

wisxPowerSupplyMissing

Status current

Description A trap which indicates that the power supply is missing.
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wlisxAccessPointlsUp

Objects { apLocation, aplpAddress }
Status current
Description Access point up trap—a trap which indicates that an access point at location

aplLocation and address aplpAddress is up.

wisxAccessPointisDown

Objects { apLocation, aplpAddress }
Status current
Description Access point down trap—a trap which indicates that an access point at location

aplLocation and address aplpAddress is down.

wlisxCoverageHoleDetected

Objects { apLocation, aplpAddress, wisxStationMacAddress }
Status current
Description A trap which indicates that an access point at location apLocation and address

aplpAddress has detected a coverage hole.

wlisxChannelChanged

Objects { apLocation, aplpAddress, apCurrentChannel }
Status deprecated
Description A trap which indicates that an access point at location apLocation and address

aplpAddress has changed the channel to apCurrentChannel.

wisxStationAddedToBlackList

Objects { wisxStationMacAddress, wisxStationBlackListReason }
Status current
Description A trap which indicates that a station with address wisxStationMacAddress is black

listed for wisxStationBlackListReason reason.

wisxStationRemovedFromBlackList

Objects { wisxStationMacAddress }
Status current
Description A trap which indicates that a station with address wisxStationMacAddress is

removed from black list.
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wisxlpSpoofingDetected

Objects { wisxSpoofedlpAddress, wisxSpoofedOldPhyAddress,
wlsxSpoofedNewPhyAddress }

Status current

Description A trap indicating that the switch detected IP spoofing.

wisxDBCommunicationFailure

Objects { wisxDBName, wisxDBUserName, wisxDBIpAddress, wisxDBType }

Status current

Description A trap to indicate that communication with database failed.
wisxVrrpStateChange

Objects { wisxVrID, wisxVrMasterlp, wisxVrrpOperState }

Status current

Description A trap which indicates that VRRP state has changed on the switch.

wisxAPRadioAttributesChanged

Objects { apLocation, aplpAddress, apCurrentChannel, wisxApTxPower }
Status current
Description A trap which indicates changes in the radio attributes of an access point at location

aplLocation and address ap IpAddress.
Ap channel is apCurrentChannel
Transmit power is apTxPower

wlisxESIServerUp
Objects { wisxESIServerGrpName, wisxESIServerName, wisxESIServerlpaddress }
Status current
Description A trap which indicates that a ESI server <wlsxESIServerName> in group

<wlsxESIServerGrpName> with <wlIsxESIServerlpaddress> is up.

wlisxESIServerDown

Objects { wisxESIServerGrpName, wisxESIServerName, wisxESIServerlpaddress }
Status current
Description A trap which indicates that a ESI server <wlsxESIServerName> in group

<wlsxESIServerGrpName> with <wlsxESIServerlpaddress> is down.

| Reference Guide



wisxLicenseExpiry

Objects { wisxLicenseDaysRemaining }
Status current
Description A trap which indicates that one or more licenses on the switch will expire in

<wlsxLicenseDaysRemaining> days.

wisxUser6EntryCreated
Objects { user6PhyAddress }
Status current
Description A trap which indicates that a New user is created.
History Added in AOS-W 3.3.0.0.
wisxUser6EntryDeleted
Objects { user6PhyAddress }
Status current
Description A trap which indicates that a user is deleted.
History Added in AOS-W 3.3.0.0.

wlisxUser6EntryAuthenticated

Objects { user6PhyAddress, user6Name, user6AuthenticationMethod, user6Role }
Status current

Description A trap which indicates that a user is Authenticated.

History Added in AOS-W 3.3.0.0.

wisxUser6EntryDeAuthenticated

Objects { user6PhyAddress }

Status current

Description A trap which indicates that a user is Deauthenticated.
History Added in AOS-W 3.3.0.0.
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wisxUser6AuthenticationFailed

Objects { user6PhyAddress }

Status current

Description A trap which indicates that a user authentication has failed.
History Added in AOS-W 3.3.0.0.
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Chapter 13

System External

The System External module provides information about resource usages such as memory and CPU.

Figure 15 shows the architecture of the System External MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The System External MIBs are listed in the file
aruba-systemext.my. For information about downloading Alcatel-Lucent MIB files, see Downloading
MIB Files on page 23.

Figure 15 Stem Ext Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB Modules ) 1.3.6.1.4.1.14823.2

( Switch ) 1.3.6.1.4.1.14823.2.2

(wlsx Enterprise MIB Modules) 1.3.6.1.4.1.14823.2.2.1

( wisx System Ext MIB ) 1.83.6.1.4.1.14823.2.2.1.2

—Cwlsx Systemn Ext Group ) 1.3.6.1.4.1.14823.2.2.1.2.1

{wlsx Sys Ext Processor Table ) 1.3.6.1.4.1.14823.2.2.1.2.1.13

—(wlsx Sys Ext Storage Table ) 1.3.6.1.4.1.14823.2.2.1.2.1.14
—Cwlsx System Ext Grooup ) 1.3.6.1.4.1.14823.2.2.1.2.1.15
—(wlsx Sys Ext Card Table ) 1.3.6.1.4.1.14823.2.2.1.2.1.16
—Cwlsx Sys Ext Fan Table ) 1.3.6.1.4.1.14823.2.2.1.2.1.17

—(wlsx Sys Ext Power Supply Table ) 1.3.6.1.4.1.148232.2.1.21.18

—Cwlsx Sys Ext Switch List Table ) 1.3.6.1.4.1.14823.2.2.1.2.1.19

—(Wlsx Sys Ext Switch License Table) 1.3.6.1.4.1.14823.2.2.1.2.1.20

—(WISX System Ext Group ) 1.3.6.1.4.1.14823.2.2.1.2.2
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The System EXT MIB contains the following tables. The objects of each table are described in the
following sections.

Table 82 System External Group Tables

wlsxSysExtProcessorTable The table of processors contained by the switch.
wlsxSysExtStorageTable The table of storage devices contained by the switch.
wlsxSysExtMemoryTable The memory status of the switch.
wisxSysExtCardTable The table of hardware modules in the switch.
wlisxSysExtFanTable The table of all the fans in the switch.
wlisxSysExtPowerSupplyTable The table of power supplies in the switch.
wlsxSysExtSwitchListTable This table lists all the switches in the Alcatel-Lucent Domain.
It is populated only on the master switch. Local switches return
empty tables.
wlisxSysExtSwitchLicenseTable This table lists all licenses installed on the switch.

wlsxSystemExtTableGenNumberGroup  This group lists the modifications that occurred since the last reboot.

wisxSystemExtMIB
This MIB module defines MIB objects which provide system-level information about switches.
wlisxSysExtSwitchlp
Syntax IpAddress
Max-Access read-only
Status current
Description Switch IP as configured by the user. This IP address uniquely identifies the switch.
History Added in AOS-W 2.3.
wisxSysExtHostname
Syntax DisplayString (Size(1..32))
Max-Access read-only
Status current
Description Name of the switch.
History Added in AOS-W 2.3.
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wisxSysExtModelName

Syntax DisplayString (Size(1..32))

Max-Access read-only

Status current

Description Model name of the switch.

History Added in AOS-W 2.3.
wlisxSysExtSwitchRole

Syntax ArubaSwitchRole

Max-Access read-only

Status current

Description Role of this switch in the Alcatel-Lucent Switch Domain.

History Added in AOS-W 2.3.

wlisxSysExtSwitchMasterlp

Syntax IpAddress

Max-Access read-only

Status current

Description Switch IP of the master switch.

History Added in AOS-W 2.3.

Update in AOS-W 3.2.0.0.—description.

wlisxSysExtSwitchDate

Syntax DisplayString(Size(0..64))

Max-Access
Status
Description

History

read-write
current
System notion of the local date and time of day.

Added in AOS-W 2.3.

wisxSysExtSwitchBaseMacaddress

Syntax
Max-Access
Status
Description

History
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MacAddress

read-only

current

The base MAC address of the switch.
Added in AOS-W 2.3.
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wlisxSysExtFanTrayAssemblyNumber

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))
read-only

current

Assembly number of the fan tray.

Added in AOS-W 2.3.

wlisxSysExtFanTraySerialNumber

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))
read-only

current

Serial number of the fan tray.

Added in AOS-W 2.3.

wlisxSysExtinternalTemparature

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))
read-only

current

Internal temperature in the switch.

Added in AOS-W 2.3.

wlisxSysExtLicenseSerialNumber

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))

read-only

current

The license serial number of the switch.

Added in AOS-W 2.3.

wisxSysExtSwitchLicenseCount

Syntax
Max-Access
Status
Description

History

Integer32
read-only

current

The number of licenses installed on the switch.

Added in AOS-W 2.3.
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wisxSysExtMMSCompatLevel

Syntax Integer32

Max-Access read-only

Status current

Description Lists the compatibility level of this switch with the MMS.

History Added in version 3.1
wisxSysExtMMSConfigID

Syntax Integer32

Max-Access read-only

Status current

Description This object represents the value of the MMS Configuration ID in the switch.

History Added in version 3.1

wlisxSysExtControllerConfiglD

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

This object represents the value of the switch's Configuration ID.

Added in version 2.5

wlisxSysExtlsMMSConfigUpdateEnabled

Syntax
Max-Access
Status

Description

History

TruthValue
read-only
current

This object indicates whether the switch is configured to accept configuration
snapshots from MMS.

Added in version 2.5

wlisxSysExtSwitchLastReload

Syntax
Max-Access
Status
Description

History
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DisplayString(Size(0..128))

read-only

current

The reason for the last switch reload.

Added in version 2.5
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wisxSysExtLastStatsReset

Syntax TimeTicks

Max-Access read-only

Status current

Description Last time switch stats was reset.
History Added in version 3.2

wlisxSysExtProcessorTable

The objects of the wlsx System External Process table list all the processors and the corresponding
loads.

Table 83 wisxSysExtProcessorTable OIDs

Object Object ID

wlisxSysExtProcessorEntry 1.3.6.1.4.1.14823.2.2.1.2.1.13.1 wlsxSysExtProcessorTable 1
sysExtProcessor|D 1.3.6.1.4.1.14823.2.2.1.2.1.13.1.1 wlisxSysExtProcessorEntry 1
sysExtProcessorDescr 1.3.6.1.4.1.14823.2.2.1.2.1.13.1.2 wlisxSysExtProcessorEntry 2
sysExtProcessorLoad 1.3.6.1.4.1.14823.2.2.1.2.1.13.1.3 wlisxSysExtProcessorEntry 3
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wisxSysExtProcessorEntry

Syntax wlisxSysExtProcessorEntry

Max-Access not-accessible

Status current

Description An entry for one processor contained by the switch.

History Added in AOS-W 2.3.
sysExtProcessorlD

Syntax Integer32

Max-Access not-accessible

Status current

Description Processor index.

History Added in AOS-W 2.3.
sysExtProcessorDescr

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Description of the processor.

History Added in AOS-W 2.3.
sysExtProcessorLoad

Syntax Integer32 (0..100)

Max-Access read-only

Status current

Description The average over the last minute of the percentage of time that this processor was

not idle.
History Added in AOS-W 2.3.

wlisxSysExtStorageTable

The objects of the wlsx System External Storage table provide information of the storage devices in the
switch.

Table 84 wisxSysExtStorageTable OIDs

wlisxSysExtStorageEntry 1.3.6.1.4.1.14823.2.2.1.2.1.141 wlisxSysExtStorageTable 1
sysExtStoragelndex 1.3.6.1.4.1.14823.2.2.1.2.1.14.1 1 wlsxSysExtStorageEntry 1
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Table 84 wisxSysExtStorageTable OIDs (Continued)

Object Object ID

sysExtStorageType 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.2 wlisxSysExtStorageEntry 2
sysExtStorageSize 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.3 wlsxSysExtStorageEntry 3
sysExtStorageUsed 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.4 wlsxSysExtStorageEntry 4
sysExtStorageName 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.5 wlsxSysExtStorageEntry 5

wlsxSysExtStorageEntry

Syntax wlisxSysExtStorageEntry

Max-Access not-accessible

Status current

Description An entry for one long-term storage device contained by the switch.
History Added in AOS-W 2.3.
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sysExtStoragelndex

Syntax Integer32

Max-Access not-accessible
Status current

Description Index of the table.

History Added in AOS-W 2.3.
sysExtStorageType

Syntax Integer

ram(1)
flashMemory(2)

Max-Access read-only

Status current

Description Type of the storage.

History Added in AOS-W 2.3.
sysExtStorageSize

Syntax Integer32

Max-Access read-only

Status current

Description Total size of the storage file system in MB.

History Added in AOS-W 2.3.
sysExtStorageUsed

Syntax Integer32

Max-Access read-only

Status current

Description Used storage in MB.

History Added in AOS-W 2.3.
sysExtStorageName

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Name of the storage file system.

History Added in AOS-W 2.3.
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wisxSysExtMemoryTable

The objects of the wlsx System External Memory table describe the memory utilization of the switch.

wisxSysExtMemoryEntry 1.3.6.1.4.1.14823.2.2.1.2.1.15.1 wlisxSysExtMemoryTable 1

sysExtMemorylndex 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.1 wlisxSysExtMemoryEntry 1

sysExtMemorySize 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.2 wlisxSysExtMemoryEntry 2

sysExtMemoryUsed 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.3 wlisxSysExtMemoryEntry 3

sysExtMemoryFree 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.4 wlisxSysExtMemoryEntry 4
wisxSysExtMemoryEntry

Syntax wlisxSysExtMemoryEntry

Max-Access not-accessible

Status current

Description An entry for one memory region on the switch. Currently, only the control processor

memory is monitored.

History Added in AOS-W 2.3.
Update in AOS-W 3.2.0.0.—description.

sysExtMemorylndex
Syntax Integer32
Max-Access not-accessible
Status current
Description Index of the table.
History Added in AOS-W 2.3.
sysExtMemorySize
Syntax Integer32
Max-Access read-only
Status current
Description Total memory in KB.
History Added in AOS-W 2.3.
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sysExtMemoryUsed

Syntax Integer32

Max-Access read-only

Status current

Description Used memory in KB.

History Added in AOS-W 2.3.
sysExtMemoryFree

Syntax Integer32

Max-Access read-only

Status current

Description Free memory in KB.

History Added in AOS-W 2.3.
wlisxSysExtCardTable

The objects of the wisx System External Card table list the different hardware modules in the switch.

Table 85 wisxSysExtCardTable

wlisxSysExtCardEntry 1.3.6.1.4.1.14823.2.2.1.2.1.16.1 wlisxSysExtCardTable 1
sysExtCardSlot 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.1 wlisxSysExtCardEntry 1
sysExtCardNumOfPorts 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.2 wlsxSysExtCardEntry 2
sysExtCardNumOfPorts 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.3 wlsxSysExtCardEntry 3
sysExtCardNumOfFastethernetPorts  1.3.6.1.4.1.14823.2.2.1.2.1.16.1.4 wlsxSysExtCardEntry 4
sysExtCardNumOfGigPorts 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.5 wlisxSysExtCardEntry 5
sysExtCardSerialNo 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.6 wlisxSysExtCardEntry 6
sysExtCardAssemblyNo 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.7 wlisxSysExtCardEntry 7
sysExtCardManufacturingDate 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.8 wlsxSysExtCardEntry 8
sysExtCardHwRevision 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.9 wlsxSysExtCardEntry 9
sysExtCardFpgaRevision 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.10 wlisxSysExtCardEntry 10
sysExtCardSwitchChip 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.11 wlisxSysExtCardEntry 11
sysExtCardStatus 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.12 wlisxSysExtCardEntry 12
sysExtCardUserSlot 1.3.6.1.4.1.14823.2.2.1.2.1.16.1.13 wlisxSysExtCardEntry 13
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wisxSysExtCardEntry

Syntax
Max-Access
Status
Description

History

sysExtCardSlot

Syntax

Max-Access

Status current
Description
sysExtCardUserSlot.

History Added in AOS-W 2.3.
sysExtCardType

Syntax ArubaCardType

Max-Access read-only

Status current

Description Type of the card.

History Added in AOS-W 2.3.
sysExtCardNumOfPorts

Syntax Integer32

Max-Access read-only

Status current

Description Number of data ports on the card.

History Added in AOS-W 2.3.

sysExtCardNumOfFastethernetPorts

Syntax
Max-Access
Status
Description

History

wisxSysExtCardEntry
not-accessible

current

An entry for one hardware module in the switch.

Added in AOS-W 2.3.

Integer32

not-accessible

Slot in which this card is located, offset by one. For the user-visible slot number, see

Integer32
read-only

current

Number of fast ethernet ports on the card.

Added in AOS-W 2.3.
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sysExtCardNumOfGigPorts

Syntax Integer32

Max-Access read-only

Status current

Description Number of gigabit ethernet ports on the card.

History Added in AOS-W 2.3.
sysExtCardSerialNo

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Serial number of the card.

History Added in AOS-W 2.3.
sysExtCardAssemblyNo

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Assembly number of the card.

History Added in AOS-W 2.3.

sysExtCardManufacturingDate

Syntax
Max-Access
Status
Description

History

DisplayString

read-only

current

Card manufacturing date.

Added in AOS-W 2.3.

sysExtCardHwRevision

Syntax
Max-Access
Status
Description

History
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DisplayString(Size(0..64))
read-only

current

Hardware revision of the card.

Added in AOS-W 2.3.
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sysExtCardFpgaRevision

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description FPGA revision number.

History Added in AOS-W 2.3.
sysExtCardSwitchChip

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Switching chip version.

History Added in AOS-W 2.3.
sysExtCardStatus

Syntax ArubaActiveState

Max-Access read-only

Status current

Description Status of the card.

History Added in AOS-W 2.3.
sysExtCardUserSlot

Syntax Integer32

Max-Access read-only

Status current

Description User-visible (zero-based) slot number.

History Added in AOS-W 2.3.

wlisxSysExtFanTable

The objects of the wisx System External Fan table list the fans of the switch.

Table 86 w/sxSysExtFanTable OID

Object Object ID

wlisxSysExtFanEntry 1.3.6.1.4.1.14823.2.2.1.2.1.17.1 wlisxSysExtFanTable 1
sysExtFanindex 1.3.6.1.4.1.14823.2.2.1.2.1.17.1 wlisxSysExtFanEntry 1
sysExtFanStatus 1.3.6.1.4.1.14823.2.2.1.2.1.17.2 wisxSysExtFanEntry 2
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wlisxSysExtFanEntry

Syntax wisxSysExtFanEntry

Max-Access not-accessible

Status current

Description An entry for one fan.

History Added in AOS-W 2.3.
sysExtFanindex

Syntax Integer32

Max-Access not-accessible

Status current

Description Index of the table.

History Added in AOS-W 2.3.
sysExtFanStatus

Syntax ArubaActiveState

Max-Access read-only

Status current

Description Status of the fan.

History Added in AOS-W 2.3.

wisxSysExtPowerSupplyTable

The objects of the wlsx Sys External Power Supply table list the power supplies in the switch.

Syntax Sequence Of wisxSysExtPowerSupplyEntry
Max-Access not-accessible

Status current

Description The table of power supplies in the switch.
History Added in AOS-W 2.3.

Table 87 wisxSysExtPowerSupplyTable

wlsxSysExtPowerSupplyEntry 1.3.6.1.4.1.14823.2.2.1.2.1.18.1 wlisxSysExtPowerSupplyTable 1
sysExtPowerSupplylndex 1.3.6.1.4.1.14823.2.2.1.2.1.18.1.1 wlisxSysExtPowerSupplyEntry 1
sysExtPowerSupplyStatus 1.3.6.1.4.1.14823.2.2.1.2.1.18.1.2 wlsxSysExtPowerSupplyEntry 2
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wlisxSysExtPowerSupplyEntry

Syntax wisxSysExtPowerSupplyEntry
Max-Access not-accessible

Status current

Description An entry for one power supply.
History Added in AOS-W 2.3.

sysExtPowerSupplylndex

Syntax Integer32
Max-Access not-accessible
Status current

Description Index of the table.
History Added in AOS-W 2.3.

sysExtPowerSupplyStatus

Syntax ArubaActiveState
Max-Access read-only

Status current

Description Status of the power supply.
History Added in AOS-W 2.3.

wisxSysExtSwitchListTable

The objects of the wlsx System External Switch List table contain all the switches in the domain. This
table is only valid when queried from the master switch.

Syntax Sequence Of wisxSysExtSwitchListEntry

Max-Access not-accessible

Status current

Description This table will list all the switches in the Alcatel-Lucent Switch Domain. It will be

populated only on the master switch. Local switches return empty table.

Table 88 wisxSysExtSwitchListTable OIDs

Object Object ID

wlisxSysExtSwitchListEntry 1.3.6.1.4.1.14823.2.2.1.2.1.19.1 wlsxSysExtSwitchListTable 1
sysExtSwitchlPAddress 1.3.6.1.4.1.14823.2.2.1.2.1.19.1.1 wlisxSysExtSwitchListEntry 1
sysExtSwitchRole 1.3.6.1.4.1.14823.2.2.1.2.1.19.1.2 wlisxSysExtSwitchListEntry 2
sysExtSwitchLocation 1.3.6.1.4.1.14823.2.2.1.2.1.19.1.3 wlsxSysExtSwitchListEntry 3

296 | System External

AOS-W 6.0 MIB | Reference Guide



Table 88 wisxSysExtSwitchListTable OIDs (Continued)

Object Object ID

sysExtSwitchSWVersion 1.3.6.1.4.1.14823.2.2.1.2.1.19.1.4 wlsxSysExtSwitchListEntry 4
sysExtSwitchStatus 1.3.6.1.4.1.14823.2.2.1.2.1.19.15 wlsxSysExtSwitchListEntry 5
sysExtSwitchName 1.3.6.1.4.1.14823.2.2.1.2.1.19.1.6 wlsxSysExtSwitchListEntry 6
sysExtSwitchSerNo 1.3.6.1.4.1.14823.2.2.1.2.1.19.1.7 wlsxSysExtSwitchListEntry 7
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wisxSysExtSwitchListEntry

Syntax
Max-Access
Status
Description
Index

History

wisxSysExtSwitchListEntry
not-accessible

current

Switch list entry.

{ sysExtSwitchlPAddress}
Added in AOS-W 2.3.

sysExtSwitchlPAddress

Syntax
Max-Access
Status
Description

History

sysExtSwitchRole

Syntax
Max-Access
Status
Description

History

IpAddress
not-accessible

current

IP address of the switch.

Added in AOS-W 2.3.

ArubaSwitchRole
read-only

current

Role of the switch.

Added in AOS-W 2.3.

sysExtSwitchLocation

Syntax DisplayString(Size(0..64))

Max-Access read-only

Status current

Description Location of the switch.

History Added in AOS-W 2.3.
sysExtSwitchSWVersion

Syntax DisplayString(Size(0..64))

Max-Access
Status
Description

History

read-only

current

Software version the switch is running.

Added in AOS-W 2.3.
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sysExtSwitchStatus

Syntax ArubaActiveState

Max-Access read-only

Status current

Description Status of the switch.

History Added in AOS-W 2.3.
sysExtSwitchName

Syntax DisplayString(Size(0..128))

Max-Access read-only

Status current

Description Host name of the switch.

History Added in AOS-W 2.3.
sysExtSwitchSerNo

Syntax DisplayString(Size(0..32))

Max-Access read-only

Status current

Description Serial number of the switch.

History Added in AOS-W 2.3.

wlisxSysExtSwitchLicenseTable

The objects of the wlsx External Switch License table list the valid licenses installed on the switch.

Table 89 wisxSysExtSwitchLicenseTable OIDs

wlsxSysExtLicenseEntry 1.3.6.1.4.1.14823.2.2.1.2.1.20.1 wlisxSysExtSwitchLicenseTable 1
sysExtLicenselndex 1.3.6.1.4.1.14823.2.2.1.2.1.20.1.1 wlsxSysExtLicenseEntry 1
sysExtLicenseKey 1.3.6.1.4.1.14823.2.2.1.2.1.20.1.2 wlisxSysExtLicenseEntry 2
sysExtLicenselnstalled 1.3.6.1.4.1.14823.2.2.1.2.1.20.1.3 wlisxSysExtLicenseEntry 3
sysExtLicenseExpires 1.3.6.1.4.1.14823.2.2.1.2.1.20.1.4 wlisxSysExtLicenseEntry 4
sysExtLicenseFlags 1.3.6.1.4.1.14823.2.2.1.2.1.20.1.5 wlsxSysExtLicenseEntry 5
sysExtLicenseService 1.3.6.1.4.1.14823.2.2.1.2.1.20.1.6 wlsxSysExtLicenseEntry 6
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wisxSysExtLicenseEntry

Syntax
Max-Access
Status
Description
Index

History

wlisxSysExtLicenseEntry

not-accessible
current

License entry.

{ sysExtLicenselndex }

Added in AOS-W 2.3.

sysExtLicenselndex

Syntax
Max-Access
Status
Description

History

sysExtLicenseKey

Syntax
Max-Access
Status
Description

History

Integer32
not-accessible
current

License ID number.

Added in AOS-W 2.3.

DisplayString
read-only
current

License key.

Added in AOS-W 2.3.

sysExtLicenselnstalled

Syntax
Max-Access
Status
Description

History

DisplayString
read-only

current

License installation time.

Added in AOS-W 2.3.

sysExtLicenseExpires

Syntax
Max-Access
Status
Description

History

DisplayString
read-only
current

License expiry time.

Added in AOS-W 2.3.
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sysExtLicenseFlags

Syntax DisplayString
Max-Access read-only
Status current
Description License flags
E - enabled

A - auto-generated
R - reboot required to activate

History Added in AOS-W 2.3.

sysExtLicenseService

Syntax DisplayString

Max-Access read-only

Status current

Description The service enabled by this license.
History Added in AOS-W 2.3.

wlisxSysExtStorageTable

The objects of the wlsx Sys External Storage lists the storage devices contained by the switch.

Table 90 w/sxSysExtStorageTable OIDs

Object Object ID

wlisxSysExtStorageEntry 1.3.6.1.4.1.14823.2.2.1.2.1.14.1 wlisxSysExtStorageTable 1
sysExtStoragelndex 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.1 wlisxSysExtStorageEntry 1
sysExtStorageType 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.2  wlsxSysExtStorageEntry 2
sysExtStorageSize 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.3  wlIsxSysExtStorageEntry 3
sysExtStorageUsed 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.4  wlsxSysExtStorageEntry 4
sysExtStorageName 1.3.6.1.4.1.14823.2.2.1.2.1.14.1.5  wlIsxSysExtStorageEntry 5
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wisxSysExtStorageEntry

Syntax wlisxSysExtStorageEntry
Max-Access not-accessible
Status current
Description An entry for one long-term storage device contained by the switch.
Index { sysExtStoragelndex }
sysExtStoragelndex
Syntax Integer32

Max-Access
Status

Description

sysExtStorageType

Syntax

Max-Access
Status

Description

sysExtStorageSize

Syntax
Max-Access
Status

Description

sysExtStorageUsed

Syntax
Max-Access
Status

Description

not-accessible
current

Index of the table.

Integer
ram(1)
flashMemory(2)

read-only
current

Type of the storage.

Integer32
read-only
current

Total size of the storage file system in MB.

Integer32
read-only
current

Used storage in MB.
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sysExtStorageName

Syntax DisplayString(Size(0..64))
Max-Access read-only

Status current

Description Name of the storage file system.

wisxSysExtMemoryTable

The objects of the wlsx System External Memory table contain the memory status of the switch.

Table 91 wisxSysExtMemoryTable OIDs

Object Object ID

wisxSysExtMemoryEntry 1.3.6.1.4.1.14823.2.2.1.2.1.15.1 wisxSysExtMemoryTable 1
sysExtMemorylndex 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.1 wlisxSysExtMemoryEntry 1
sysExtMemorySize 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.2  wlIsxSysExtMemoryEntry 2
sysExtMemoryUsed 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.3  wlIsxSysExtMemoryEntry 3
sysExtMemoryFree 1.3.6.1.4.1.14823.2.2.1.2.1.15.1.4  wlIsxSysExtMemoryEntry 4
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wlisxSysExtMemoryEntry

Syntax wlisxSysExtMemoryEntry

Max-Access not-accessible

Status current

Description An entry for one memory region on the switch. Currently, only the CP region is

monitored.

Index { sysExtMemoryIndex }
sysExtMemorylndex

Syntax Integer32

Max-Access not-accessible

Status current

Description Index of the table.
sysExtMemorySize

Syntax Integer32

Max-Access read-only

Status current

Description Total memory in KB.
sysExtMemoryUsed

Syntax Integer32

Max-Access read-only

Status current

Description Used memory in KB.
sysExtMemoryFree

Syntax Integer32

Max-Access read-only

Status current

Description Free memory in KB.

The objects of the wlsx System External Table Generated Number group list the number of
modifications that occurred since the last reboot.
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Table 92 wisxSystemExtTableGenNumberGroup OIDs

wlisxSysExtUserTableGenNumber
wlsxSysExtAPBssidTableGenNumber
wlsxSysExtAPRadioTableGenNumber
wlsxSysExtAPTableGenNumber
wlisxSysExtSwitchListTableGenNumber
wlisxSysExtPortTableGenNumber
wlsxSysExtVlanTableGenNumber
wlsxSysExtVlaninterfaceTableGenNumber
wlsxSysExtLicenseTableGenNumber
wlisxSysExtMonAPTableGenNumber

wlisxSysExtMonStationTableGenNumber

Object ID

1.3.6.1.4.1.14823.2.2.1.2.2.1
1.3.6.1.4.1.14823.2.2.1.2.2.2
1.3.6.1.4.1.14823.2.2.1.2.2.3
1.3.6.1.4.1.14823.2.2.1.2.2.4
1.3.6.1.4.1.14823.2.2.1.2.2.5
1.3.6.1.4.1.14823.2.2.1.2.2.
1.3.6.1.4.1.14823.2.2.1.2.2.
1.3.6.1.4.1.14823.2.2.1.2.2.
1.3.6.1.4.1.14823.2.2.1.2.2.
1.3.6.1.4.1.14823.2.2.1.2.2.
1.3.6.1.4.1.14823.2.2.1.2.2.

wlsxSystemExtTableGenNumberGroup 1
wlsxSystemExtTableGenNumberGroup 2
wlsxSystemExtTableGenNumberGroup 3
wisxSystemExtTableGenNumberGroup 4
wlisxSystemExtTableGenNumberGroup 5
wlsxSystemExtTableGenNumberGroup 6
wlsxSystemExtTableGenNumberGroup 7
wlsxSystemExtTableGenNumberGroup 8
wlsxSystemExtTableGenNumberGroup 9
wlisxSystemExtTableGenNumberGroup 10

wlisxSystemExtTableGenNumberGroup 11
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wisxSysExtUserTableGenNumber

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

This object denotes the number of times the user table was modified since reboot.

Added in version 3.1

wlisxSysExtAPBssidTableGenNumber

Syntax
Max-Access
Status

Description

History

Integer32
read-only
current

This object denotes the number of times the AP BSSID table was modified since
reboot.

Added in version 3.1

wisxSysExtAPRadioTableGenNumber

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

This object denotes the number of times the radio table was modified since reboot.

Added in version 3.1

wisxSysExtAPTableGenNumber

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

This object denotes the number of times the AP table was modified since reboot.

Added in version 3.1.

wlisxSysExtSwitchListTableGenNumber

Syntax
Max-Access
Status

Description

History

Integer32
read-only
current

This object denotes the number of times the switch list table was modified since
reboot.

Added in version 3.1.

| Reference Guide



wisxSysExtPortTableGenNumber

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

This object denotes the number of times the port table was modified since reboot.

Added in version 3.1.

wlisxSysExtVlanTableGenNumber

Syntax
Max-Access
Status
Description

History

Integer32

read-only

current

This object denotes the number of times the VLAN table was modified since reboot.

Added in version 3.1.

wisxSysExtVlaninterfaceTableGenNumber

Syntax
Max-Access
Status

Description

History

Integer32
read-only
current

This object denotes the number of times the VLAN Interface table was modified
since reboot.

Added in version 3.1.

wlisxSysExtLicenseTableGenNumber

Syntax
Max-Access
Status

Description

History

Integer32
read-only
current

This object denotes the number of times the license table was modified since
reboot.

Added in version 3.1.

wisxSysExtMonAPTableGenNumber

Syntax
Max-Access
Status

Description

History
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Integer32
read-only
current

This object denotes the number of times the monitored AP table was modified since
reboot.

Added in version 3.1.
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wlisxSysExtMonStationTableGenNumber

Syntax Integer32

Max-Access read-only

Status current

Description This object denotes the number of times the monitored station table was modified

since reboot.

History Added in version 3.1
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NOTE

Chapter 14

Textual Conventions

This chapter provides information about the Textual Conventions, which define the data structures of
Alcatel-Lucent object types. Textual Conventions are found in the file aruba-tc.my. For information
about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.

Textual Conventions do not have OIDs.

Following is a list of the Textual Conventions, which are described below.

ArubaEnableValue ArubaEncryptionMethods ArubaDBType
ArubaFrameType ArubaHashAlgorithms ArubaVrrpState
ArubaPhyType ArubaVLANValidRange ArubaOperStateValue
ArubaHTMode ArubaPortMode ArubaAntennaSetting
ArubaHTExtChannel ArubaDot1dState ArubaAPStatus
ArubaSwitchRole ArubaPoeState ArubaPortSpeed
ArubaSupportStatus ArubaCardType ArubaPortDuplex
ArubaActiveState ArubaESIServerMode ArubaPortType
ArubaACLDomain ArubaESIServerStatus ArubaEnet1Mode

ArubaACLNetworkServiceType
ArubaACLAction
ArubaDaysOfWeek
ArubaAuthenticationMethods
ArubaRogueApType
ArubaStationType

ArubalfType
ArubaVoipProtocolType
ArubaAccessPointMode
ArubaAuthServerType
ArubaAddressType

ArubaBlackListReason

ArubaUnprovisionedStatus
ArubaMonitorMode
ArubaMeshRole
ArubaHTRate
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ArubaEnableValue

Syntax Integer
enable(1)
disable(2)
Status current
Description Represents a flag which is either enabled or disabled.
ArubaFrameType
Syntax Integer

associateRequest(0)
associateResponse(1)
reassociateRequest(2)
reassociateResponse(3)

probeRequest(4)
probeResponse(5)
beacon(8)
atim(9)
disassociate(10)
auth(11)
deauth(12)
Status current
Description Represents the frame type.
History Updated in AOS-W 3.1 —syntax
ArubaPhyType
Syntax Integer
dot11a(1)
dot11b(2)
dot11g(3)
dot11ag(4)
wired(5)
Status current
Description Represents the PHY of the access point.
History Updated in AOS-W 3.1 —syntax, wired(5)
ArubaHTMode
Syntax Integer
none(1)
ht20(2)
ht40(3)
Status current
Description Represents the HT status of the access point or client.
History Added in AOS-W 3.3.0.0.
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ArubaHTExtChannel

Syntax Integer
none(1)
above(2)
below(3) }
Description Represents the extension channel offset relative to the current channel.
Status current
History Added in AOS-W 3.3.0.0.

ArubaSwitchRole

Syntax Integer
master(1)
local(2)
backupmaster(3)
Status current
Description Represents the role of the switch.
ArubaSupportStatus
Syntax Integer
unsupported(1)
supported(2)
Status current
Description Represents if a feature is supported or unsupported.
ArubaActiveState
Syntax Integer
active(1)
inactive(2)
Status current
Description Represents if a feature is supported or unsupported.
ArubaACLDomain
Syntax Integer
alias(1)
any(2)
user(3)
host(4)
network(5)
Status current
Description Represents both the source and destination to which an ACL rule will be applied.
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ArubaACLNetworkServiceType

Syntax

Status

Description

ArubaACLAction

Syntax

Status

Description

ArubaDaysOfWeek

Syntax

Status

Description
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Integer
alias(1)
any(2)
tep(3)
udp(4)
protocol(5)

current

Represents the network service in an ACL Rule.

Integer
deny(1)
permit(2)
srcNAT(3)
dstNAT(4)
redirect(5)

current

Represents the actions in an ACL rule.

Integer
sun(1)
mon(2)
tue(3)
wed(4)
thu(5)
fri(6)
sat(7)

current

Represents the actions of an ACL rule.
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ArubaAuthenticationMethods

Syntax Integer
none(0)
web(1)
mac(2)
vpn(3)
dot1x(4)
kerberos(5)
secureld(7)
pubcookie(15)
xSec(16)
xSecMachine(17)
other(255)

Status current

Description Authentication method.

ArubaSubAuthenticationMethods

Syntax Integer
authPAP(1)
authCHAP(2)
authMSCHAP(3)
authMSCHAPv2(4)
eapTLS(5)
eapTTLS(6)
eapLEAP(7)
eapMD5(8)

Status current

Description Sub-authentication (e.g., EAP type).

ArubaRogueApType

Syntax Integer
valid(1)
interfering(2)
unsecure(3)
dos(4)
unknown(5)
knownlnterfering(6)

Status current

Description Represents the rogue AP type.
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ArubaStationType

Syntax Integer
valid(1)
interfering(2)
dos(3)
Status current
Description Represents the station type.
ArubaEncryptionMethods
Syntax Bits
disabled(0)

static-wep(1)
dynamic-wep(2)
static-wpa(3)
dynamic-wpa(4)
wpa2-psk-aes(5)
wpa2-8021x-aes(6)
wpa2PreAuth(7)
xsec(8)
wpa-psk-aes(9)
wpa-aes(10)
wpa2-psk-tkip(11)
wpa2-8021x-tkip(12)

Status current
Description Represents the actions in an ACL rule.
History Updated in AOS-W 3.1 —syntax items (10), (11), (12)
ArubaHashAlgorithms
Syntax Integer
md>5(1)
sha(2)
Status current
Description Represents the actions in an ACL rule.

ArubaVLANValidRange

Syntax Integer(1..4095)
Status current
Description Represents the valid VLAN ID range.

| Textual Conventions | Reference Guide



ArubaPortMode

Syntax

Status

Description

ArubaDot1dState

Syntax

Status
Description

History

ArubaPoeState

Syntax

Status

Description

ArubaCardType

Syntax

Status
Description

History
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Integer
access(1)
dot1qg(2)}

current

Represents the switch port mode.

Integer
disabled(1),
blocked(2),
listening(3),
learning(4),
forwarding(5)

current

Represents the switch port mode.

Updated in AOS-W 3.1 —syntax, addition of items (2)—(5)

Integer
disabled(1)
enabled(2)
enabledCisco(3)

current

Represents the switch port mode.

Integer
Ic1(1)
Ic2(2)
sc1(3)
sc2(4)
sw2400(5)
sw800(6)
sw200(7)
m3mk1(8)
sw3200(9)
sw3400(10)
sw3600(11)

current

Type of the hardware module.

Updated in AOS-W 3.1 —syntax, addition of items (8)—(11)
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ArubaESIServerMode

Syntax Integer
bridged(1)
routed(2)
nat(3)
Status current
Description The mode of the ESI server.
History Updated in AOS-W 3.1 —addition of nat(3)
ArubaESIServerStatus
Syntax Integer
up(1)
down(2)
Status current
Description The status of the ESI server.
ArubalfType
Syntax Integer
port(1)
VLAN(2)
tunnel(3)
loopback(4)
Status current
Description The type interface referred to by the value of ifindex.

ArubaVoipProtocolType

Syntax

Status

Description
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Integer
scep(1)
svp(2)
vocera(3)
sip(4)
unknown(10)

current

The type of VoIP protocols supported.
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ArubaAccessPointMode

Syntax Integer
airMonitor(1),
accessPoint(2),
accessPointAndMonitor(3)

meshPortal(4)
meshPoint(5)
Status current
Description The mode of the access point.
History Update in AOS-W 3.2.0.0.—addition of items (4) and (5) in Syntax.
ArubaAuthServerType
Syntax Integer
internaldb(1)
radius(2)
Idap(3)
kerberos(4)
tacacs(5)
Status current
Description The mode of the access point.
ArubaAddressType
Syntax Integer
srcAddress(1),
dstAddress(2),
bssid(3)
Status current
Description Address type.
ArubaBlackListReason
Syntax Integer
userDefined(1)
mitmAttack(2)
authFailure(3)
pingFlood(4)
sessionFlood(5)
synFlood(6)
sessionBlacklist(7)
ipSpoofing(8)
other(100)
Status current
Description Black list reason.
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ArubaDBType

Syntax

Status

Description

ArubaVrrpState

Syntax

Status

Description

Integer
mssql(1)
mysql(2)

current

Database type.

Integer
initialize(1)
backup(2)
master(3)

current

Database type.

ArubaOperStateValue

Syntax

Syntax

Description

Integer

up(1)
down(2)
testing(3)

current

Represents operational state of an interface.

ArubaAntennaSetting

Syntax

Syntax

Description

ArubaAPStatus

Syntax

Status

Description
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Integer
notPresent(1)
enabled(2)
disabled(3)

current

Represents the status of the external antenna.

Integer

up(1)
down(2)

current

The status of the access point.
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ArubaPortSpeed

Syntax Integer
speed10Mbps(1)
speed100Mbps(2)
speed1000Mbps(3)
speedAuto(4)
speed10Gbps(5)

Status current

Description Port speed.

History Update in AOS-W 3.2.0.0.—addition of item (5) in Syntax.

ArubaPortDuplex

Syntax Integer
half(1)
full2)
auto(3)

Status current

Description Port duplexity.

ArubaPortType

Syntax Integer
fastethernet(1)
gigabitethernet(2)
xgigabitethernet(3)

Status current

Description Port type.

History Update in AOS-W 3.2.0.0.—addition of item (3) in Syntax.

ArubaEnet1Mode

Syntax Integer
activeStandby(1)
tunnel(2
bridge(3)
notApplicable(4)

Status current

Description Represents the mode of the Ethernet port on the access point.
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ArubaUnprovisionedStatus

Syntax Integer
yes(1)
no(2)
Status current
Description Represents whether the AP is provisioned or not.
ArubaMonitorMode
Syntax Integer
Status current
Description Represents whether the AP has any radios dedicated to monitoring.

ArubaConfigurationState

Syntax Integer success(1), error(2)
Status current

Description Configuration transfer types.
History Added in AOS-W 3.1

ArubaConfigurationChangeType

Syntax Integer
create(1)
delete(2)
modify(3)
Status current
Description Configuration change types.
History Added in AOS-W 3.1
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ArubaCallStates

Syntax

Status
Description

History

ArubaVoipProtocol

Syntax

Status
Description

History

Integer
idle(0)
initiated(1)
connecting(2)
delivered(3)
connected(4)
offered(5)
alerting(6)
releasing(7)
cancelling(8)
transient(9)
dummy503(10)
succ(11), fail(12)
aborted(13)
blocked(14)

current
The call state.

Added in AOS-W 3.1

Integer
scep(1)
svp(2)
vocera(3)
sip(9)
ua(11)

current
VolIP protocol used.

Added in AOS-W 3.1

ArubaVoipRegState

Syntax

Status
Description

History
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Integer
unkown(0)
registering(1)
unregistering(2)
challenge(3)
registered(4)
unregistered(5)

current

VolP registered state.

Added in AOS-W 3.1
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ArubaVoiceCdrDirection

Syntax Integer
0g(0)
ic(1)
Status current
Description VolP CDR direction.
History Added in AOS-W 3.1
ArubaVoiceCacBit
Syntax Bits

cacActiveLoadBalancing(0)
cacHighCapThresholdReached(1)
cacHandRsrvThresholdReached(2)
cacPeakCapacityReached(3)

Status current
Description Voice CAC bit flags.
History Added in AOS-W 3.1
ArubaMeshRole
Syntax Integer
nonmesh(0)
point(1)
portal(2)
Status current
Description Mesh role.
History Added in AOS-W 3.2.0.0.
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ArubaHTRate

Syntax Integer
unknown(0)
ht6dot5(1)
ht13(2)
ht13dot5(3)
ht15(4)
ht19dot5(5)
ht26(6)
ht27(7)
ht30(8)
ht39(9)
ht40dot5(10)
ht45(11)
ht52(12)
ht54(13)
ht58dot5(14)
ht60(15)
ht65(16)
ht78(17)
ht81(18)

ht90(19)

0
1

)
)
)
ht120(23)

ht121dot5(24)
ht130(25)

Status current
Description Represents HT rate.

History Added in AOS-W 3.2.0.0.
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Chapter 15

Traps

This module defines the Traps that can be generated by the . Traps are MIB objects (variables) that
transmit information to the SNMP Manager when an event occurs. Traps are included as varbinds

(variable bindings) in the trap protocol data unit (PDU). Varbinds are defined in the Description section
below.

Figure 16 shows the architecture of the Traps MIB relative to 1.3.6.1.4.1.14823
(iso.org.dod.internet.private.enterprise.aruba). The Traps are listed in the file aruba-trap.my MIB file.
For information about downloading Alcatel-Lucent MIB files, see Downloading MIB Files on page 23.

Trap Hierarchy
Figure 16 Trap Hierarchy

( Aruba ) 1.3.6.1.4.1.14823

(Aruba Enterprise MIB Modules) 1.3.6.1.4.1.14823.2

\_‘

( Aruba AP ) 1.3.6.1.4.1.14823.2.3

(wlsr Enterprise MIB Modules ) 1.3.6.1.4.1.14823.2.2.1

\_‘

( wlisr Trap MIB ) 1.3.6.1.4.1.14823.2.3.1.11

( wlsx Traps Group ) 1.3.6.1.4.1.14823.2.3.1.11.1

wlsx Trap Objects Group ) 1.3.6.1.4.1.14823.2.3.1.11.1.1

wlsx Trap Definitions Group ) 1.3.6.1.4.1.14823.2.3.1.11.1.2

Other traps are described in the following sections of this reference guide:
e wlsrTrapObjectsGroup on page 87 (AP and AM)

e wlsrTrapsGroup on page 91 (AP and AM)

e wlsxSwitchTraps Group on page 265 (Switch)

e Switch Traps—Notifications on page 270 (Switch)

e Platform Traps on page 274 (Switch)

e [Pv6 Authentication Traps on page 279 (Switch)
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WisxLcInserted
WisxSCInserted
WisxGBIClnserted
WisxFanTrayRemoved
WisxFanTraylnserted
WisxLcRemoved
WlsxSCRemoved
WisxPowerSupplyMissing
WisxPowerSupplyFailure
WisxPowerSupplyOK
WlsxNLcInserted
WlsxNSClInserted
WlisxNGBICInserted
WisxNFanTrayRemoved
WisxNFanTrayInserted
WlsxNLcRemoved
WlsxNSCRemoved
WlsxNPowerSupplyMissing
WisxNPowerSupplyFailure

All traps are supported on all platforms except for the following traps which are only supported on the
A5000 and A6000 switch series:
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wlisx Trap Objects Group

Table 93 wisxTraps Object Group OIDs

wlisxTrapAPMacAddress 1.3.6.1.4.1.14823.2.3.1.11.1.1 1 wlisxTrapObjectsGroup 1

wlisxTrapAPIpAddress 1.3.6.1.4.1.14823.2.3.1.11.1.1.2 wlsxTrapObjectsGroup 2

wlsxTrapAPBSSID 1.3.6.1.4.1.14823.2.3.1.11.1.1.3 wlisxTrapObjectsGroup 3

wlsxTrapEssid 1.3.6.1.4.1.14823.2.3.1.11.1.1.4 wlisxTrapObjectsGroup 4

wlsxTrapTargetAPBSSID 1.3.6.1.4.1.14823.2.3.1.11.1.1.5 wlisxTrapObjectsGroup 5

wlisxTrapTargetAPSSID 1.3.6.1.4.1.14823.2.3.1.11.1.1.6 wlisxTrapObjectsGroup 6

wlisxTrapTargetAPChannel 1.3.6.1.4.1.14823.2.3.1.11.1.1.7 wlsxTrapObjectsGroup 7

wlisxTrapNodeMac 1.3.6.1.4.1.14823.2.3.1.11.1.1.8 wlsxTrapObjectsGroup 8

wlisxTrapSourceMac 1.3.6.1.4.1.14823.2.3.1.11.1.1.9 wlisxTrapObjectsGroup 9

wlsxReceiverMac 1.3.6.1.4.1.14823.2.3.1.11.1.1.10 wlsxTrapObjectsGroup 10
wlisxTrapTransmitterMac 1.3.6.1.4.1.14823.2.3.1.11.1.1.11 wlisxTrapObjectsGroup 11
wlisxTrapReceiverMac 1.3.6.1.4.1.14823.2.3.1.11.1.1.12 wlisxTrapObjectsGroup 12
wlisxTrapSnr 1.3.6.1.4.1.14823.2.3.1.11.1.1.13 wlsxTrapObjectsGroup 13
wlisxTrapSignatureName 1.3.6.1.4.1.14823.2.3.1.11.1.1.14 wlsxTrapObjectsGroup 14
wlisxTrapFrameType 1.3.6.1.4.1.14823.2.3.1.11.1.1.15 wlisxTrapObjectsGroup 15
wlsxTrapAddressType 1.3.6.1.4.1.14823.2.3.1.11.1.1.16 wlisxTrapObjectsGroup 16
wlsxTrapAPLocation 1.3.6.1.4.1.14823.2.3.1.11.1.1.17 wlisxTrapObjectsGroup 17
wlsxTrapAPChannel 1.3.6.1.4.1.14823.2.3.1.11.1.1.18 wlisxTrapObjectsGroup 18
wlisxTrapAPTxPower 1.3.6.1.4.1.14823.2.3.1.11.1.1.19 wlsxTrapObjectsGroup 19
wlisxTrapMatchedMac 1.3.6.1.4.1.14823.2.3.1.11.1.1.20 wlsxTrapObjectsGroup 20
wlsxTrapMatchedlp 1.3.6.1.4.1.14823.2.3.1.11.1.1.21 wlisxTrapObjectsGroup 21
wlsxTrapRoguelfoURL 1.3.6.1.4.1.14823.2.3.1.11.1.1.22 wlisxTrapObjectsGroup 22
wlsxTrapVLANId 1.3.6.1.4.1.14823.2.3.1.11.1.1.23 wlisxTrapObjectsGroup 23
wlsxTrapAdminStatus 1.3.6.1.4.1.14823.2.3.1.11.1.1.24 wlisxTrapObjectsGroup 24
wlisxTrapOperStatus 1.3.6.1.4.1.14823.2.3.1.11.1.1.25 wlsxTrapObjectsGroup 25
wlisxTrapAuthServerName 1.3.6.1.4.1.14823.2.3.1.11.1.1.26 wlsxTrapObjectsGroup 26
wlisxTrapAuthServerTimeout 1.3.6.1.4.1.14823.2.3.1.11.1.1.27 wlisxTrapObjectsGroup 27
wlsxTrapCardSlot 1.3.6.1.4.1.14823.2.3.1.11.1.1.28 wlisxTrapObjectsGroup 28
wlsxTrapTemperatureValue 1.3.6.1.4.1.14823.2.3.1.11.1.1.29 wlsxTrapObjectsGroup 29
wlisxTrapProcessName 1.3.6.1.4.1.14823.2.3.1.11.1.1.30 wlisxTrapObjectsGroup 30
wlsxTrapFanNumber 1.3.6.1.4.1.14823.2.3.1.11.1.1.31 wlsxTrapObjectsGroup 31
wlisxTrapVoltageType 1.3.6.1.4.1.14823.2.3.1.11.1.1.32 wlisxTrapObjectsGroup 32
wlsxTrapVoltageValue 1.3.6.1.4.1.14823.2.3.1.11.1.1.33 wlisxTrapObjectsGroup 33

AOS-W 6.0 MIB | Reference Guide Traps | 327



wlisxTrapStationBlackListReason
wlisxTrapSpoofedlpAddress
wlisxTrapSpoofedOldPhyAddress

wlisxTrapSpoofedNewPhyAddress

wlsxTrapDBName
wlisxTrapDBUserName
wlsxTrapDBIpAddress
wlsxTrapDBType
wlsxTrapVrrplD
wisxTrapVrrpMasterlp
wlisxTrapVrrpOperState
wisxTrapESIServerGrpName
wlsxTrapESIServerName
wlsxTrapESIServerlpAddress
wlisxTrapLicenseDaysRemaining
wlisxTrapSwitchlp
wlisxTrapSwitchRole
wlisxTrapUserlpAddress
wlsxTrapUserPhyAddress
wlsxTrapUserName

wlsxTrapUserRole

wlsxTrapUserAuthenticationMethod

wisxTrapAPRadioNumber
wlsxTrapRoguelnfoURL
wlisxTraplnterferingAPInfoURL
wlsxTrapPortNumber
wlsxTrapTime
wlisxTrapHostlp
wlsxTrapHostPort
wlisxTrapConfigurationld
wlsxTrapCTSURL
wlisxTrapCTSTransferType
wlisxTrapConfigurationState

wlisxTrapUpdateFailureReason
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1.3.6.1.4.1.14823.2.3.1.11.1.1.34

1.3.6.1.4.1.14823.2.3.1.11.1.1.35

1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1

11
11
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,

A
A

.1.36
.1.37
.1.38
.1.39
.1.40
.41
.1.42
.1.43
.1.44
.1.45
.1.46
1.47
.1.48
.1.49
.1.50
.1.51
.1.52
.1.53
.1.54
.1.55
.1.56
.1.57
.1.58
.1.59
.1.60
.1.61
.1.62
.1.63
.1.64
.1.65
.1.66
.1.67

wlsxTrapObjectsGroup 34
wlsxTrapObjectsGroup 35
wlisxTrapObjectsGroup 36
wlsxTrapObjectsGroup 37
wlsxTrapObjectsGroup 38
wlsxTrapObjectsGroup 39
wlisxTrapObjectsGroup 40
wlisxTrapObjectsGroup 41
wlisxTrapObjectsGroup 42
wlsxTrapObjectsGroup 43
wlsxTrapObjectsGroup 44
wlsxTrapObjectsGroup 45
wlisxTrapObjectsGroup 46
wlisxTrapObjectsGroup 47
wlisxTrapObjectsGroup 48
wlsxTrapObjectsGroup 49
wlsxTrapObjectsGroup 50
wlsxTrapObjectsGroup 51
wlisxTrapObjectsGroup 52
wlsxTrapObjectsGroup 53
wlsxTrapObjectsGroup 54
wlsxTrapObjectsGroup 55
wlsxTrapObjectsGroup 56
wlsxTrapObjectsGroup 57
wlisxTrapObjectsGroup 58
wlisxTrapObjectsGroup 59
wlisxTrapObjectsGroup 60
wlsxTrapObjectsGroup 61
wlsxTrapObjectsGroup 62
wlsxTrapObjectsGroup 63
wlisxTrapObjectsGroup 64
wlsxTrapObjectsGroup 65
wlsxTrapObjectsGroup 66
wlsxTrapObjectsGroup 67
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Table 93 wisxTraps Object Group OIDs (Continued)

1.3.6.1.4.1.14823.2.3.1.11.1.1.68

wlisxTrapUpdateFailedObj

wlisxTrapTableEntryChangeType

wlisxTrapGlobalConfigObj
wlsxTrapTableGenNumber
wlisxTrapLicenseld
wlisxTrapConfidenceLevel
wlsxTrapMissingLicenses
wisxVoiceCurrentNumCdr
wlsxTrapTunnelld
wlisxTrapTunnelStatus
wlisxTrapTunnelUpReason
wlisxTrapTunnelDownReason
wlsxTrapApSerialNumber
wlsxTraptimeStr
wlsxTrapMasterlp
wisxTrapLocalp
wisxTrapMasterName
wlisxTrapLocalName
wlsxTrapPrimaryControllerlp
wlsxTrapBackupControllerlp
wlisxTrapSpoofedFrameType
wlsxTrapAssociationType
wisxTrapDevicelpAddress
wlisxTrapDeviceMac
wlsxTrapVclpAddress
wlsxTrapVcMacAddress
wlsxTrapAPName
wlsxTrapApMode
wlisxTrapAPPrevChannel
wlisxTrapAPPrevChannelSec
wlsxTrapAPPrevTxPower
wlsxTrapAPCurMode

wlsxTrapAPPrevMode

wlisxTrapAPARMChangeReason

1.3.6.1.4.1.14823.2.3.1.11.1.1.69

1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1
1.3.6.1.4.1.14823.2.3.1

11
11
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,
A1,

A
A

.1.70
1.7
172
1.73
174
1.75
.1.76
A7
.1.78
1.79
.1.80
.1.81
.1.82
.1.83
.1.84
.1.85
.1.86
.1.87
.1.88
.1.89
.1.90
.1.91
.1.92
.1.93
.1.94
.1.95
.1.96
1.97
.1.98
.1.99
.1.100
.1.101

wlsxTrapObjectsGroup 68
wlisxTrapObjectsGroup 69
wlsxTrapObjectsGroup 70
wlisxTrapObjectsGroup 71
wlsxTrapObjectsGroup 72
wlsxTrapObjectsGroup 73
wlisxTrapObjectsGroup 74
wlisxTrapObjectsGroup 75
wlsxTrapObjectsGroup 76
wlsxTrapObjectsGroup 77
wlsxTrapObjectsGroup 78
wlsxTrapObjectsGroup 79
wlisxTrapObjectsGroup 80
wlisxTrapObjectsGroup 81
wlsxTrapObjectsGroup 82
wlsxTrapObjectsGroup 83
wlsxTrapObjectsGroup 84
wlsxTrapObjectsGroup 85
wlsxTrapObjectsGroup 86
wlsxTrapObjectsGroup 87
wlsxTrapObjectsGroup 88
wlsxTrapObjectsGroup 89
wlsxTrapObjectsGroup 90
wlsxTrapObjectsGroup 91
wlisxTrapObjectsGroup 92
wlisxTrapObjectsGroup 93
wlisxTrapObjectsGroup 94
wlsxTrapObjectsGroup 95
wlsxTrapObjectsGroup 96
wlsxTrapObjectsGroup 97
wlisxTrapObjectsGroup 98
wlsxTrapObjectsGroup 99
wlsxTrapObjectsGroup 100
wlsxTrapObjectsGroup 101
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Table 93 wisxTraps Object Group OIDs (Continued)

wlisxTrapAPChannelSec 1.3.6.1.4.1.14823.2.3.1.11.1.1.102 wlisxTrapObjectsGroup 102

wlsxTrapUserAttributeChangeType 1.3.6.1.4.1.14823.2.3.1.11.1.1.103 wlisxTrapObjectsGroup 103
wisxTrapAPMacAddress

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the trap to indicate the wired MAC address of an access

point.

wisxTrapAPIpAddress

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the IP address of an access point for

which we are raising the trap.

wlisxTrapAPBSSID
Syntax MacAddress
Max-Access accessible-for-notify
Status current
Description This object is used in the traps to indicate the BSSID of the access point for which
we are raising the trap.
wisxTrapEssid
Syntax DisplayString(Size(0..64))
Max-Access accessible-for-notify
Status current
Description This object is used in the traps to indicate the SSID of the access point for which

we are raising the trap.
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wisxTrapTargetAPBSSID

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the BSSID of the access point for which

we are raising the trap. If an air monitor is sending the trap, this will indicate AP. If an
access point is sending the trap, then it will point to itself.

wlisxTrapTargetAPSSID
Syntax DisplayString(Size(0..64))
Max-Access accessible-for-notify
Status current
Description This object is used in the traps to indicate the SSID of the access point for which we

are raising the trap. If an air monitor is sending the trap, this will indicate AP. If an
access point is sending the trap, then it will point to itself.

wlisxTrapTargetAPChannel

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the channel of the access point for which

we are raising the trap. If an air monitor is sending the trap, this will indicate AP. If an
access point is sending the trap, then it will point to itself.

wisxTrapNodeMac

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the MAC address of a node.
wlisxTrapSourceMac

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the MAC address of the source.
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wlisxReceiverMac

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the MAC address of the receiver.

wisxTrapTransmitterMac

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the MAC address of the transmitter.

wisxTrapReceiverMac

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the MAC address of the transmitter.
wisxTrapSnr

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the signal-to-noise ratio.

wlisxTrapSignatureName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the signature name.
wisxTrapFrameType

Syntax ArubaFrameType

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the frame type.
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wisxTrapAddressType

Syntax ArubaAddressType

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the address type.

wisxTrapAPLocation

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the location of the AP.
wisxTrapAPChannel

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the current channel.

wisxTrapAPTxPower

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the AP transmit power.
wisxTrapMatchedMac

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the MAC address.
wlisxTrapMatchedlp

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the IP address.
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wisxTrapRoguelfoURL

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used to point to the WEBUI Rogue AP information URL.
wisxTrapVLANId

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the VLAN ID.

wisxTrapAdminStatus

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the admin status of VLAN.

wlisxTrapOperStatus

Syntax ArubaOperStateValue

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the admin status of VLAN.

wisxTrapAuthServerName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the authentication server used for

authentication.

wisxTrapAuthServerTimeout

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the authentication server timeout.
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wisxTrapCardSlot

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the slot in which this card is present.

wisxTrapTemperatureValue

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the temperature value.
wlisxTrapProcessName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the process name.
wisxTrapFanNumber

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the fan number.
wisxTrapVoltageType

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the type of voltage.
wisxTrapVoltageValue

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in the traps to indicate the voltage value in float.
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wisxTrapStationBlackListReason

Syntax ArubaBlackListReason

Max-Access accessible-for-notify

Status current

Description The reason for which a station is black listed.

wisxTrapSpoofedipAddress

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify a spoofed IP address.

wisxTrapSpoofedOldPhyAddress

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify an old MAC address.

wisxTrapSpoofedNewPhyAddress

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify a new MAC address.

wisxTrapDBName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify the name of the database.

wisxTrapDBUserName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify the name of the database user.
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wisxTrapDBIpAddress

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify the IP address of the database.
wisxTrapDBType

Syntax ArubaDBType

Max-Access accessible-for-notify

Status current

Description This object is used in a trap to identify the port of the user.
wlisxTrapVrrplD

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object contains the virtual router identifier.
wlisxTrapVrrpMasterlp

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object contains the master IP address.
wlisxTrapVrrpOperState

Syntax ArubaVrrpState

Max-Access accessible-for-notify

Status current

Description This object represents the VRRP operational state.

wlisxTrapESIServerGrpName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object represents the External Services Interface (ESI) server group name.
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wisxTrapESIServerName

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object represents the External Services Interface (ESI) server name.

wlisxTrapESIServerlpAddress

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object represents the External Services Interface (ESI) server IP address.

wlisxTrapLicenseDaysRemaining

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object represents the number of days remaining prior to a license expiry.
wisxTrapSwitchlp

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object represents the switch IP address.

wlisxTrapSwitchRole

Syntax ArubaSwitchRole

Max-Access accessible-for-notify

Status current

Description This object represents the role of the switch.

wisxTrapUserlpAddress

Syntax IpAddress

Max-Access accessible-for-notify

Status current

Description This object represents the IP address of the user.
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wisxTrapUserPhyAddress

Syntax MacAddress

Max-Access accessible-for-notify

Status current

Description This object represents the MAC address of the user.

wisxTrapUserName

Syntax DisplayString(Size(0..64))
Max-Access accessible-for-notify

Status current

Description This object represents the user name.

wisxTrapUserRole

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object represents the authentication method of the user.

wisxTrapUserAuthenticationMethod

Syntax ArubaAuthenticationMethods

Max-Access accessible-for-notify

Status current

Description This object represents the authentication method of the user.
wisxTrapAPRadioNumber

Syntax Integer32

Max-Access accessible-for-notify

Status current

Description This object represents the radio number.
wisxTrapRoguelnfoURL

Syntax DisplayString(Size(0..64))

Max-Access accessible-for-notify

Status current

Description This object is used to point to the WEBGUI Rogue AP information URL.
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wisxTraplnterferingAPInfoURL

Syntax
Max-Access
Status

Description

DisplayString(Size(0..64))
accessible-for-notify

current

This object is used to point to the WEBGUI Rogue interfering access point

information URL.

wlisxTrapPortNumber

Syntax
Max-Access
Status

Description

wisxTrapTime

Syntax
Max-Access
Status

Description

wisxTrapHostlp

Syntax
Max-Access
Status

Description

wisxTrapHostPort

Syntax
Max-Access
Status

Description

Integer32
accessible-for-notify

current

This object is used in the traps to indicate the port number.

DateAndTime
accessible-for-notify

current

This object is used in all the enterprise traps to indicate the time when the trap is

generated on the switch.

IpAddress
accessible-for-notify
current

This object represents the trap host.

Integer32
accessible-for-notify

current

This object represents the trap host port.
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wlisxTrapConfigurationid

Syntax
Max-Access
Status
Description

History

wlisxTrapCTSURL

Syntax
Max-Access
Status
Description

History

Integer32

accessible-for-notify

current

This object represents the ID of the configuration used in traps.

Added in AOS-W 3.1.0.0.

DisplayString(Size(0..64))
accessible-for-notify

current

This object represents the URL from which the transfer should happen.

Added in AOS-W 3.1.0.0.

wlisxTrapCTSTransferType

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))

accessible-for-notify

current

This object represents the transfer type, upload or download.

Added in AOS-W 3.1.0.0.

wlisxTrapConfigurationState

Syntax
Max-Access
Status
Description

History

ArubaConfigurationState

accessible-for-notify

current

This object represents the state of the configuration transfer.

Added in AOS-W 3.1.0.0.

wisxTrapUpdateFailureReason

Syntax
Max-Access
Status
Description

History
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DisplayString(Size(0..64))

accessible-for-notify

current

This object represents the reason for the update failure.

Added in AOS-W 3.1.0.0.
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wisxTrapUpdateFailedObj

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))

accessible-for-notify

current

This variable represents the AMAPI object which is the reason for the update failure.

Added in AOS-W 3.1.0.0.

wlisxTrapTableEntryChangeType

Syntax

Max-Access

ArubaConfigurationChangeType

accessible-for-notify

Status current
Description This object represents the type of the configuration change.
History Added in AOS-W 3.1.0.0.
wisxTrapGlobalConfigObj
Syntax DisplayString(Size(0..64))
Max-Access accessible-for-notify
Status current
Description This variable represents the AMAPI object corresponding to the global configuration
change.
History Added in AOS-W 3.1.0.0.

wisxTrapTableGenNumber

Syntax
Max-Access
Status

Description

History

wisxTrapLicenseld

Syntax
Max-Access
Status
Description

History

Integer32
accessible-for-notify
current

This object represents the generation number of a table. Used in the MMS to keep
track of the table content changes.

Added in AOS-W 3.1.0.0.

Integer32

accessible-for-notify

current

This object is used in the traps to indicate the license ID.

Added in AOS-W 3.1.0.0.
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wisxTrapConfidencelLevel

Syntax
Max-Access
Status
Description

History

Integer32

accessible-for-notify

current

This object is used in the traps to indicate the confidence level as a percentage.

Added in AOS-W 3.1.0.0.

wlisxTrapMissingLicenses

Syntax
Max-Access
Status

Description

History

DisplayString(Size(0..64))
accessible-for-notify
current

This variable indicates any licenses that are not present during a configuration
update.

Added in AOS-W 3.1.0.0.

wlsxVoiceCurrentNumCdr

Syntax
Max-Access
Status
Description

History

wisxTrapTunnelld

Syntax
Max-Access
Status
Description

History

Integer32

accessible-for-notify

current

This object represents the number of CDRs in buffer.

Added in AOS-W 3.1.0.0.

Integer32

accessible-for-notify

current

This object represents the tunnel ID.

Added in AOS-W 3.1.0.0.

wlisxTrapTunnelStatus

Syntax
Max-Access
Status
Description

History
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Integer32

accessible-for-notify

current

This object represents the tunnel status.

Added in AOS-W 3.1.0.0.
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wisxTrapTunnelUpReason

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))
accessible-for-notify

current

This object represents the tunnel up reason.

Added in AOS-W 3.1.0.0.

wisxTrapTunnelDownReason

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))

accessible-for-notify

current

This object represents the tunnel down reason.

Added in AOS-W 3.1.0.0.

wisxTrapApSerialNumber

Syntax
Max-Access
Status
Description

History

wlisxTraptimeStr

Syntax
Max-Access
Status
Description

History

wisxTrapMasterlp

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))
accessible-for-notify

current

This object represents the AP serial number.

Added in AOS-W 3.4.

DisplayString(Size(0..64))

accessible-for-notify

current

This object represents the Time in String format.

Added in AOS-W 3.4.

IpAddress

accessible-for-notify

current

This object represents the master IP address.

Added in AOS-W 3.4.1
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wisxTrapLocalp

Syntax
Max-Access
Status
Description

History

IpAddress

accessible-for-notify

current

This object represents the local IP address.

Added in AOS-W 3.4.1

wisxTrapMasterName

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))

accessible-for-notify

current

This object represents the master controller name.

Added in AOS-W 3.4.1

wisxTrapLocalName

Syntax
Max-Access
Status
Description

History

DisplayString(Size(0..64))

accessible-for-notify

current

This object represents the local controller name.

Added in AOS-W 3.4.1

wlisxTrapPrimaryControllerlp

Syntax
Max-Access
Status
Description

History

IpAddress

accessible-for-notify

current

This object represents the IP address of the AP's primary controller.

Added in AOS-W 3.4.1

wisxTrapBackupControllerlp

Syntax
Max-Access
Status
Description

History
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IpAddress

accessible-for-notify

current

This object represents the IP address of the AP's backup controller.

Added in AOS-W 3.4.1
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wisxTrapSpoofedFrameType

Syntax
Max-Access
Status
Description

History

DisplayString (SIZE(0..64))

accessible-for-notify

current

This object is used in the traps to indicate the Spoofed Frame Type

Added in AOS-W 6.0

wisxTrapAssociationType

Syntax
Max-Access
Status
Description

History

DisplayString (SIZE(0..64))

accessible-for-notify

current

This object is used in the traps to indicate the type of association.

Added in AOS-W 6.0

wisxTrapDevicelpAddress

Syntax
Max-Access
Status
Description

History

IpAddress

accessible-for-notify

current

This object represents the IP address of a device seen by an AP.

Added in AOS-W 6.0

wisxTrapDeviceMac

Syntax

Max-Access

MacAddress

accessible-for-notify

Status current
Description This object represents the MAC address of a device seen by an AP.
History Added in AOS-W 6.0
wisxTrapVclpAddress
Syntax IpAddress
Max-Access accessible-for-notify
Status current
Description This object represents the Ip Address of a Voice client.
History Added in AOS-W 6.0
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wisxTrapVcMacAddress

Syntax
Max-Access
Status
Description

History

wisxTrapAPName

Syntax
Max-Access
Status
Description

History

wisxTrapApMode

Syntax
Max-Access
Status
Description

History

Syntax MacAddress

accessible-for-notify

current

This object represents the MAC address of a Voice client.

Added in AOS-W 6.0

DisplayString (SIZE(0..64))

accessible-for-notify

current

This object is used in the traps to indicate the Name of the AP.

Added in AOS-W 6.0

Integer32

accessible-for-notify

current

This Object represents the AP Mode.
Added in AOS-W 6.0

wlisxTrapAPPrevChannel

Syntax
Max-Access
Status
Description

History

Integer32
accessible-for-notify

current

This object is used in the traps to indicate the Previous Channel.

Added in AOS-W 6.0

wisxTrapAPPrevChannelSec

Syntax
Max-Access
Status
Description

History
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ArubaHTExtChannel
accessible-for-notify

current

This object is used in the traps to indicate the Previous Secondary Channel.

Added in AOS-W 6.0
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wisxTrapAPPrevTxPower

Syntax Integer32
Max-Access accessible-for-notify
Status current
Description This object is used in the traps to indicate previous AP Transmit Power.
History Added in AOS-W 6.0
wlisxTrapAPCurMode
Syntax wlsxTrapAPCurMode

Max-Access

accessible-for-notify

Status current

Description This Object represents the APs Current Mode.

History Added in AOS-W 6.0
wisxTrapAPPrevMode

Syntax ArubaAccessPointMode

Max-Access accessible-for-notify

Status current

Description This Object represents the APs Previous Mode.

History Added in AOS-W 6.0

wisxTrapAPARMChangeReason

Syntax
Max-Access
Status
Description

History

ArubaARMChangeReason
accessible-for-notify

current

This Object represents the APs Previous Mode.
Added in AOS-W 6.0

wisxTrapAPChannelSec

Syntax
Max-Access
Status
Description

History

ArubaHTExtChannel

accessible-for-notify

current

This object is used in the traps to indicate the Current Secondary Channel.

Added in AOS-W 6.0
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wisxTrapUserAttributeChangeType

Syntax ArubaConfigurationChangeType

Max-Access accessible-for-notify

Status current

Description This object represents type of the configuration change.
History Added in AOS-W 6.0
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wisx Trap Definitions Group

Table 94 wisx Trap Definitions Group OIDs

1.3.6.1.4.1.14823.2.3.1.11.1.2.1000  wisxTrapDefinitionsGroup

wisxVLANLinkUp

wisxVLANLinkDown

wlsxSignatureMatch

wlsxNodeRateAnomaly

wlsxNormalTemperature

wlsxProcessRestart

wlisxFlashSpaceOK

wisxMemoryUsageOK

wlsxPowerSupplyOK

wisxFanOK

wlisxlnRangeVoltage

wlisxCoverageHoleResolved

wlsxNSwitchIPChanged

wisxNSwitchRoleChange

wlsxNUserEntryCreated

wlsxNUserEntryDeleted

wlisxNUserEntryAuthenticated

wlisxNUserEntryDeAuthenticated

wlsxNUserAuthenticationFailed

wlsxNAuthServerReqTimedOut

wisxNAuthServerTimedOut

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

A1

A1

11

A1

A1

11

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

.1.2.1001

.1.2.1002

.1.2.1003

.1.2.1004

.1.2.1005

.1.2.1006

.1.2.1007

.1.2.1008

.1.2.1009

.1.2.1010

.1.2.1011

.1.2.1012

.1.2.1013

.1.2.1014

.1.2.1015

.1.2.1016

.1.2.1017

.1.2.1018

.1.2.1019

.1.2.1020

1000

wisxTrapDefinitionsGroup
1001

wisxTrapDefinitionsGroup
1002

wisxTrapDefinitionsGroup
1003

wlsxTrapDefinitionsGroup
1004

wisxTrapDefinitionsGroup
1005

wisxTrapDefinitionsGroup
1006

wisxTrapDefinitionsGroup
1007

wlsxTrapDefinitionsGroup
1008

wisxTrapDefinitionsGroup
1009

wlsxTrapDefinitionsGroup
1010

wisxTrapDefinitionsGroup
1011

wisxTrapDefinitionsGroup
1012

wisxTrapDefinitionsGroup
1013

wisxTrapDefinitionsGroup
1014

wlsxTrapDefinitionsGroup
1015

wlsxTrapDefinitionsGroup
1016

wisxTrapDefinitionsGroup
1017

wisxTrapDefinitionsGroup
1018

wisxTrapDefinitionsGroup
1019

wisxTrapDefinitionsGroup
1020
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Table 94 wisx Trap Definitions Group OIDs (Continued)

wlisxNAuthServerlsUp

wisxNAuthMaxUserEntries

wlsxNAuthMaxAclEntries

wisxNAuthMaxBWContracts

wisxNPowerSupplyFailure

wisxNFanFailure

wlsxNOutOfRangeVoltage

wisxNOutOfRangeTemperature

wisxNLClnserted

wlsxNSClnserted

wiIsxNGBIClInserted

wisxNProcessDied

wlsxNProcessExceedsMemoryLimits

wlsxNLowOnFlashSpace

wlsxNLowMemory

wlsxNFanTrayRemoved

wisxNFanTraylnserted

wisxNLCRemoved

wlsxNPowerSupplyMissing

wlsxNAccessPointlsUp

wlsxNAccessPointlsDown

wlisxNCoverageHoleDetected

1.3.6.1.4.1.14823.2.3.1.11.1.2.1021

1.3.6.1.4.1.14823.2.3.1.11.1.2.1022

1.3.6.1.4.1.14823.2.3.1.11.1.2.1023

1.3.6.1.4.1.14823.2.3.1.11.1.2.1024

1.3.6.1.4.1.14823.2.3.1.11.1.2.1025

1.3.6.1.4.1.14823.2.3.1.11.1.2.1026

1.3.6.1.4.1.14823.2.3.1.11.1.2.1027

1.3.6.1.4.1.14823.2.3.1.11.1.2.1028

1.3.6.1.4.1.14823.2.3.1.11.1.2.1029

1.3.6.1.4.1.14823.2.3.1.11.1.2.1030

1.3.6.1.4.1.14823.2.3.1.11.1.2.1031

1.3.6.1.4.1.14823.2.3.1.11.1.2.1032

1.3.6.1.4.1.14823.2.3.1.11.1.2.1033

1.3.6.1.4.1.14823.2.3.1.11.1.2.1034

1.3.6.1.4.1.14823.2.3.1.11.1.2.1035

1.3.6.1.4.1.14823.2.3.1.11.1.2.1036

1.3.6.1.4.1.14823.2.3.1.11.1.2.1037

1.3.6.1.4.1.14823.2.3.1.11.1.2.1038

1.3.6.1.4.1.14823.2.3.1.11.1.2.1039

1.3.6.1.4.1.14823.2.3.1.11.1.2.1040

1.3.6.1.4.1.14823.2.3.1.11.1.2.1041

1.3.6.1.4.1.14823.2.3.1.11.1.2.1042

wlsxTrapDefinitionsGroup
1021

wlisxTrapDefinitionsGroup
1022

wisxTrapDefinitionsGroup
1023

wisxTrapDefinitionsGroup
1024

wisxTrapDefinitionsGroup
1025

wisxTrapDefinitionsGroup
1026

wisxTrapDefinitionsGroup
1027

wlisxTrapDefinitionsGroup
1028

wisxTrapDefinitionsGroup
1029

wisxTrapDefinitionsGroup
1030

wisxTrapDefinitionsGroup
1031

wisxTrapDefinitionsGroup
1032

wlsxTrapDefinitionsGroup
1033

wlisxTrapDefinitionsGroup
1034

wisxTrapDefinitionsGroup
1035

wisxTrapDefinitionsGroup
1036

wisxTrapDefinitionsGroup
1037

wlsxTrapDefinitionsGroup
1038

wlsxTrapDefinitionsGroup
1039

wlsxTrapDefinitionsGroup
1040

wlisxTrapDefinitionsGroup
1041

wisxTrapDefinitionsGroup
1042
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Table 94 wisx Trap Definitions Group OIDs (Continued)

wlsxNChannelChanged

wisxNStationAddedToBlackList

wisxNStationRemovedFromBlackList

wlisxNIpSpoofingDetected

wlsxNDBCommunicationFailure

wlsxNVrrpStateChange

wlsxNRadioAttributesChanged

wlisxNESIServerUp

wlsxNESIServerDown

wlsxNLicenseExpiry

wisxUnsecureAPDetected

wisxUnsecureAPResolved

wlsxStalmpersonation

wlsxReservedChannelViolation

wlsxValidSSIDViolation

wlisxChannelMisconfiguration

wlisxOUIMisconfiguration

wlsxSSIDMisconfiguration

wlsxShortPreableMisconfiguration

wlsxWPAMisconfiguration

wlsxAdhocNetworkDetected

wlsxAdhocNetworkRemoved

1.3.6.1.4.1.14823.2.3.1.11.1.2.1043

1.3.6.1.4.1.14823.2.3.1.11.1.2.1044

1.3.6.1.4.1.14823.2.3.1.11.1.2.1045

1.3.6.1.4.1.14823.2.3.1.11.1.2.1046

1.3.6.1.4.1.14823.2.3.1.11.1.2.1047

1.3.6.1.4.1.14823.2.3.1.11.1.2.1048

1.3.6.1.4.1.14823.2.3.1.11.1.2.1049

1.3.6.1.4.1.14823.2.3.1.11.1.2.1050

1.3.6.1.4.1.14823.2.3.1.11.1.2.1051

1.3.6.1.4.1.14823.2.3.1.11.1.2.1053

1.3.6.1.4.1.14823.2.3.1.11.1.2.1053

1.3.6.1.4.1.14823.2.3.1.11.1.2.1054

1.3.6.1.4.1.14823.2.3.1.11.1.2.1055

1.3.6.1.4.1.14823.2.3.1.11.1.2.1056

1.3.6.1.4.1.14823.2.3.1.11.1.2.1057

1.3.6.1.4.1.14823.2.3.1.11.1.2.1058

1.3.6.1.4.1.14823.2.3.1.11.1.2.1059

1.3.6.1.4.1.14823.2.3.1.11.1.2.1060

1.3.6.1.4.1.14823.2.3.1.11.1.2.1061

1.3.6.1.4.1.14823.2.3.1.11.1.2.1062

1.3.6.1.4.1.14823.2.3.1.11.1.2.1063

1.3.6.1.4.1.14823.2.3.1.11.1.2.1064

wlsxTrapDefinitionsGroup
1043

wlisxTrapDefinitionsGroup
1044

wisxTrapDefinitionsGroup
1045

wisxTrapDefinitionsGroup
1046

wisxTrapDefinitionsGroup
1047

wisxTrapDefinitionsGroup
1048

wisxTrapDefinitionsGroup
1049

wlisxTrapDefinitionsGroup
1050

wisxTrapDefinitionsGroup
1051

wisxTrapDefinitionsGroup
1053

wisxTrapDefinitionsGroup
1053

wisxTrapDefinitionsGroup
1054

wlsxTrapDefinitionsGroup
1055

wlisxTrapDefinitionsGroup
1056

wisxTrapDefinitionsGroup
1057

wisxTrapDefinitionsGroup
1058

wisxTrapDefinitionsGroup
1059

wlsxTrapDefinitionsGroup
1060

wlsxTrapDefinitionsGroup
1061

wlsxTrapDefinitionsGroup
1062

wlisxTrapDefinitionsGroup
1063

wisxTrapDefinitionsGroup
1064
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Table 94 wisx Trap Definitions Group OIDs (Continued)

wlsxStaPolicyViolation 1.3.6.1.4.1.14823.2.3.1.11.1.2.1065 \1N(I)sé)éTrapDefinitionsGroup
wlsxRepeatWEPIVViolation 1.3.6.1.4.1.14823.2.3.1.11.1.2.1066 xv(l)sé)éTrapDefinitionsGroup
wlsxWeakWEPIVViolation 1.3.6.1.4.1.14823.2.3.1.11.1.2.1067 xv(l)ss);TrapDefinitionsGroup
wlsxChannellnterferenceDetected 1.3.6.1.4.1.14823.2.3.1.11.1.2.1068 xv(l)sggTrapDefinitionsGroup
wlisxChannellnterferenceCleared 1.3.6.1.4.1.14823.2.3.1.11.1.2.1069 :v(l)sé);TrapDefinitionsGroup
wlsxAPInterferenceDetected 1.3.6.1.4.1.14823.2.3.1.11.1.2.1070 :v(l)s%)éTrapDefinitionsGroup
wlsxAPInterferenceCleared 1.3.6.1.4.1.14823.2.3.1.11.1.2.1071 \1N(I)s%);TrapDefinitionsGroup
wlisxStalnterferenceDetected 1.3.6.1.4.1.14823.2.3.1.11.1.2.1072 \1N(I)s%x2TrapDefinitionsGroup
wlisxStalnterferenceCleared 1.3.6.1.4.1.14823.2.3.1.11.1.2.1073 xv(l)s;éTrapDefinitionsGroup
wlisxFrameRetryRateExceeded 1.3.6.1.4.1.14823.2.3.1.11.1.2.1074 xv(l)s;;TrapDefinitionsGroup
wlsxFrameReceiveErrorRateExceeded  1.3.6.1.4.1.14823.2.3.1.11.1.2.1075 :v(l)s7x5TrapDefinitionsGroup
wlsxFrameFragmentationRateExceeded 1.3.6.1.4.1.14823.2.3.1.11.1.2.1076 :v(l)s%)éTrapDefinitionsGroup
wlsxFrameBandWidthRateExceeded 1.3.6.1.4.1.14823.2.3.1.11.1.2.1077 \1N(I)s%x7TrapDefinitionsGroup
wlisxFrameLowSpeedRateExceeded 1.83.6.1.4.1.14823.2.3.1.11.1.2.1078 \1/v(IJs%x8TrapDefinitionsGroup
wlsxFrameNonUnicastRateExceeded 1.3.6.1.4.1.14823.2.3.1.11.1.2.1079 \{V(I)s;(gTrapDefinitionsGroup
wlisxLoadbalancingEnabled 1.83.6.1.4.1.14823.2.3.1.11.1.2.1080 \{\/(I)sS)BTrapDefinitionsGroup
wlisxLoadbalancingDisabled 1.3.6.1.4.1.14823.2.3.1.11.1.2.1081 :v(l)ss);TrapDefinitionsGroup
wlsxChannelFrameRetryRateExceeded  1.3.6.1.4.1.14823.2.3.1.11.1.2.1082 \1N(I)38x2TrapDefinitionsGroup
wlsxChannelFrameFragmentationRateE  1.3.6.1.4.1.14823.2.3.1.11.1.2.1083  wisxTrapDefinitionsGroup
xceeded 1083

wlsxChannelFrameErrorRateExceeded  1.3.6.1.4.1.14823.2.3.1.11.1.2.1084 \1N(I)58)2TrapDefinitionsGroup
wlisxSignatureMatchAP 1.3.6.1.4.1.14823.2.3.1.11.1.2.1085 xv(l)sé);TrapDefinitionsGroup
wlisxSignatureMatchSta 1.3.6.1.4.1.14823.2.3.1.11.1.2.1086 xv(l)ssxeTrapDefinitionsGroup
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Table 94 wisx Trap Definitions Group OIDs (Continued)

1.83.6.1.4.1.14823.2.3.1.11.1.2.1087  wisxTrapDefinitionsGroup

wlsxChannelRateAnomaly

wisxNodeRateAnomalyAP

wisxNodeRateAnomalySta

wisxEAPRateAnomaly

wlisxSignalAnomaly

wlsxSequenceNumberAnomalyAP

wlsxSequenceNumberAnomalySta

wlsxDisconnectStationAttack

wisxApFloodAttack

wlsxAdhocNetwork

wlisxWirelessBridge

wisxInvalidMacOUIAP

wisxlnvalidMacOUISta

wlsxWEPMisconfiguration

wlisxStaRepeatWEPIVViolation

wisxStaWeakWEPIVViolation

wisxStaAssociatedToUnsecureAP

wisxStaUnAssociatedFromUnsecureAP

wlsxAdhocNetworkBridgeDetected

wisxInterferingApDetected

wlsxPortUp

wlsxPortDown

1.3.6.1.4.1.14823.2.3.1.11.1.2.1088

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

.1.2.1089

.1.2.1090

.1.2.1091

.1.2.1092

.1.2.1093

.1.2.1094

.1.2.1095

.1.2.1096

.1.2.1097

.1.2.1098

.1.2.1099

.1.2.1100

.1.2.1101

.1.2.1102

.1.2.1103

.1.2.1104

.1.2.1105

.1.2.1106

.1.2.1107

.1.2.1108

1087

wlisxTrapDefinitionsGroup
1088

wisxTrapDefinitionsGroup
1089

wisxTrapDefinitionsGroup
1090

wisxTrapDefinitionsGroup
1091

wisxTrapDefinitionsGroup
1092

wisxTrapDefinitionsGroup
1093

wlisxTrapDefinitionsGroup
1094

wisxTrapDefinitionsGroup
1095

wisxTrapDefinitionsGroup
1096

wisxTrapDefinitionsGroup
1097

wisxTrapDefinitionsGroup
1098

wlsxTrapDefinitionsGroup
1099

wlisxTrapDefinitionsGroup
1100

wisxTrapDefinitionsGroup
1101

wisxTrapDefinitionsGroup
1102

wisxTrapDefinitionsGroup
1103

wlsxTrapDefinitionsGroup
1104

wlsxTrapDefinitionsGroup
1105

wlsxTrapDefinitionsGroup
1106

wlisxTrapDefinitionsGroup
1107

wisxTrapDefinitionsGroup
1108
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Table 94 wisx Trap Definitions Group OIDs (Continued)

1.83.6.1.4.1.14823.2.3.1.11.1.2.1109  wlisxTrapDefinitionsGroup

wlsxBSSIDIsUpS

wlsxBSSIDIsDown

wlsxColdStart

wisxWarmStart

wlsxAPImpersonation

wisxInformQueueOverFlow

wisxNAuthServerlsDown

wlsxCTSTransferError

wlsxCTSTransferSucceeded

wlisxConfigurationUpdateError

wlisxConfigurationUpdateSucceeded

wlsxGlobalConfigurationChangeNotifica

tion

wlsxUserEntryChanged

wlsxAPBssidEntryChanged

wlisxAPRadioEntryChanged

wlisxAPEntryChanged

wlisxSwitchListEntryChanged

wlsxPortEntryChanged

wlsxVlanEntryChanged

wlisxVlaninterfaceEntryChanged

wlsxWindowsBridgeDetected

wlsxLicenseEntryChanged

1.3.6.1.4.1.14823.2.3.1.11.1.2.1110

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

d.2.1111

d.2.1112

.1.2.1113

1.2.1114

1.2.1115

.1.2.1116

d.2.1117

.1.2.1118

1.2.1119

.1.2.1120

d.2.1121

1.2.1122

.1.2.1128

1.2.1124

.1.2.1125

.1.2.1126

1.2.1127

.1.2.1128

1.2.1129

.1.2.1130

1109

wlisxTrapDefinitionsGroup
1110

wisxTrapDefinitionsGroup
1111

wisxTrapDefinitionsGroup
1112

wisxTrapDefinitionsGroup
1113

wisxTrapDefinitionsGroup
1114

wisxTrapDefinitionsGroup
1115

wlisxTrapDefinitionsGroup
1116

wisxTrapDefinitionsGroup
1117

wisxTrapDefinitionsGroup
1118

wisxTrapDefinitionsGroup
1119

wisxTrapDefinitionsGroup
1120

wlsxTrapDefinitionsGroup
1121

wlisxTrapDefinitionsGroup
1122

wisxTrapDefinitionsGroup
1123

wisxTrapDefinitionsGroup
1124

wisxTrapDefinitionsGroup
1125

wlsxTrapDefinitionsGroup
1126

wlsxTrapDefinitionsGroup
1127

wlsxTrapDefinitionsGroup
1128

wlisxTrapDefinitionsGroup
1129

wisxTrapDefinitionsGroup
1130
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Table 94 wisx Trap Definitions Group OIDs (Continued)

1.3.6.1.4.1.14823.2.3.1.11.1.2.1131

wlisxEsiServerChanged

wlsxMonAPEntryChanged

wlisxMonStationEntryChanged

wlisxSignAPNetstumbler

wlisxSignStaNetstumbler

wlsxSignAPAsleap

wlsxSignStaAsleap

wlisxSignAPAirjack

wlisxSignStaAirjack

wlisxSignAPNullProbeResp

wlisxSignStaNullProbeResp

wlsxSignAPDeauthBcast

wlsxSignStaDeauthBcast

wlsxWindowsBridgeDetectedAP

wlisxWindowsBridgeDetectedSta

wlsxAdhocNetworkBridgeDetectedAP

wisxAdhocNetworkBridgeDetectedSta

wisxDisconnectStationAttackAP

wisxDisconnectStationAttackSta

wlisxSuspectUnsecureAPDetected

wlisxSuspectUnsecureAPResolved

wlisxConfigurationLicenseMismatch

1.3.6.1.4.1.14823.2.3.1.11.1.2.1132

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

.1.2.1133

.1.2.1134

.1.2.1135

.1.2.1136

1.2.1137

.1.2.1138

.1.2.1139

.1.2.1140

1.2.1141

1.2.1142

.1.2.1143

1.2.1144

.1.2.1145

.1.2.1146

1.2.1147

.1.2.1148

.1.2.1149

.1.2.1150

.1.2.1151

.1.2.1152

wlsxTrapDefinitionsGroup
1131

wlisxTrapDefinitionsGroup
1132

wisxTrapDefinitionsGroup
1133

wisxTrapDefinitionsGroup
1134

wisxTrapDefinitionsGroup
1135

wisxTrapDefinitionsGroup
1136

wisxTrapDefinitionsGroup
1137

wlisxTrapDefinitionsGroup
1138

wisxTrapDefinitionsGroup
1139

wisxTrapDefinitionsGroup
1140

wisxTrapDefinitionsGroup
1141

wisxTrapDefinitionsGroup
1142

wlsxTrapDefinitionsGroup
1143

wlisxTrapDefinitionsGroup
1144

wisxTrapDefinitionsGroup
1145

wisxTrapDefinitionsGroup
1146

wisxTrapDefinitionsGroup
1147

wlsxTrapDefinitionsGroup
1148

wlsxTrapDefinitionsGroup
1149

wlsxTrapDefinitionsGroup
1150

wlisxTrapDefinitionsGroup
1151

wisxTrapDefinitionsGroup
1152
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Table 94 wisx Trap Definitions Group OIDs (Continued)

1.83.6.1.4.1.14823.2.3.1.11.1.2.1153  wisxTrapDefinitionsGroup

wlsxVoiceCdrBufferThresholdReached

wlsxTunnelUp

wlsxTunnelDown

wisxMeshNodeEntryChanged

wlsxHtGreenfieldSupported

wlsxHT40MHzIntoleranceAP

wlsxHT40MHzIntoleranceSta

wisxNAuthServerAllinService

wlsxNAdhocNetwork

wlsxNAdhocNetworkBridgeDetectedAP

wisxNAdhocNetworkBridgeDetectedSt

a

wisxNAuthMaxXsecUserEntries

wisxNVpnMaxSessions

wisxNRapExpiredPSK

wisxNRapWarnExpiredPSK

wlsxNConnectionResetWithLocall

wlsxNApOnBackupController

wisxClientFloodAttack

wlsxValidClientNotUsingEncryption

wlsxAdhocUsingValidSSID

wisxAPSpoofingDetected

wisxClientAssociatingOnWrongChannel

1.3.6.1.4.1.14823.2.3.1.11.1.2.1154

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

11

A1

A1

A1

1

A1

A1

.1.2.1155

.1.2.1156

.1.2.1157

.1.2.1158

.1.2.1159

.1.2.1160

.1.2.1161

.1.2.1162

.1.2.1163

.1.2.1164

.1.2.1165

.1.2.1166

1.2.1167

.1.2.1168

.1.2.1169

.1.2.1170

d.2.1171

1.2.1172

.1.2.1173

1.2.1174

1153

wlisxTrapDefinitionsGroup
1154

wisxTrapDefinitionsGroup
1155

wisxTrapDefinitionsGroup
1156

wisxTrapDefinitionsGroup
1157

wisxTrapDefinitionsGroup
1158

wisxTrapDefinitionsGroup
1159

wlisxTrapDefinitionsGroup
1160

wisxTrapDefinitionsGroup
1161

wisxTrapDefinitionsGroup
1162

wisxTrapDefinitionsGroup
1163

wisxTrapDefinitionsGroup
1164

wisxTrapDefinitionsGroup
1165

wlisxTrapDefinitionsGroup
1166

wisxTrapDefinitionsGroup
1167

wlisxTrapDefinitionsGroup
1168

wisxTrapDefinitionsGroup
1169

wisxTrapDefinitionsGroup
1170

wlsxTrapDefinitionsGroup
1171

wlsxTrapDefinitionsGroup
1172

wlisxTrapDefinitionsGroup
1173

wisxTrapDefinitionsGroup
1174
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Table 94 wisx Trap Definitions Group OIDs (Continued)

1.83.6.1.4.1.14823.2.3.1.11.1.2.1175  wisxTrapDefinitionsGroup

wisxNDisconnectStationAttack

wlsxNStaUnAssociatedFromUnsecureA  1.3.6.1.4.1.14823.2.3.1.11.1.2.1176

P

wisxOmertaAttack

wisxTKIPReplayAttack

wlsxChopChopAttack

wisxFataJackAttack

wisxInvalidAddressCombination

wlsxValidClientMisassociation

wisxMalformedHTIEDetected

wlsxMalformedAssocReqgDetected

wisxOverflowlEDetected

wlsxOverflowEAPOLKeyDetected

wlsxMalformedFramelLargeDurationDet

ected

wlsxMalformedFrameWrongChannelDet

ected

wisxMalformedAuthFrame

wisxCTSRateAnomaly

wisxRTSRateAnomaly

wlsxNRogueAPDetected

wlsxNRogueAPResolved

wlisxNeighborAPDetected

wlisxNInterferingAPDetected

wisxNSuspectRogueAPDetected

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

1.3.6.1.4.1.14823.2.3.1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

A1

d.2.1177

.1.2.1178

1.2.1179

.1.2.1180

.1.2.1181

.1.2.1182

.1.2.1183

.1.2.1184

.1.2.1185

.1.2.1186

.1.2.1187

.1.2.1188

.1.2.1189

.1.2.1190

.1.2.1191

.1.2.1192

.1.2.1193

.1.2.1194

.1.2.1195

.1.2.1196

1175

wlisxTrapDefinitionsGroup
1176

wisxTrapDefinitionsGroup
1177

wisxTrapDefinitionsGroup
1178

wisxTrapDefinitionsGroup
1179

wisxTrapDefinitionsGroup
1180

wisxTrapDefinitionsGroup
1181

wlisxTrapDefinitionsGroup
1182

wisxTrapDefinitionsGroup
1183

wisxTrapDefinitionsGroup
1184

wisxTrapDefinitionsGroup
1185

wisxTrapDefinitionsGroup
1186

wlsxTrapDefinitionsGroup
1187

wlisxTrapDefinitionsGroup
1188

wisxTrapDefinitionsGroup
1189

wisxTrapDefinitionsGroup
1190

wisxTrapDefinitionsGroup
1191

wlsxTrapDefinitionsGroup
1192

wlsxTrapDefinitionsGroup
1193

wlsxTrapDefinitionsGroup
1194

wlisxTrapDefinitionsGroup
1195

wisxTrapDefinitionsGroup
1196
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Table 94 wisx Trap Definitions Group OIDs (Continued)

wisxNSuspectRogueAPResolved

wlsxBlockAckAttackDetected

wlsxHotspotterAttackDetected

wlisxNSignatureMatch

wlisxNSignatureMatchNetstumbler

wlsxNSignatureMatchAsleap

wlsxNSignatureMatchAirjack

wlisxNSignatureMatchNullProbeResp

wisxNSignatureMatchDeauthBcast

wlisxNSignatureMatchDisassocBcast

wlisxNSignatureMatchWellenreiter

wisxAPDeauthContainment

wisxClientDeauthContainment

wlsxAPWiredContainment

wlsxClientWiredContainment

wlisxAPTaggedWiredContainment

wlisxClientTaggedWiredContainment

wlsxTarpitContainment

wlsxVoiceClientLocationUpdate

wlsxAPChannelChange

wlsxAPPowerChange

wisxAPModeChange

1.3.6.1.4.1.14823.2.3.1.11.1.2.1197

1.3.6.1.4.1.14823.2.3.1.11.1.2.1198

1.3.6.1.4.1.14823.2.3.1.11.1.2.1199

1.3.6.1.4.1.14823.2.3.1.11.1.2.1200

1.3.6.1.4.1.14823.2.3.1.11.1.2.1201

1.3.6.1.4.1.14823.2.3.1.11.1.2.1202

1.3.6.1.4.1.14823.2.3.1.11.1.2.1203

1.3.6.1.4.1.14823.2.3.1.11.1.2.1204

1.3.6.1.4.1.14823.2.3.1.11.1.2.1205

1.3.6.1.4.1.14823.2.3.1.11.1.2.1206

1.3.6.1.4.1.14823.2.3.1.11.1.2.1207

1.3.6.1.4.1.14823.2.3.1.11.1.2.1208

1.3.6.1.4.1.14823.2.3.1.11.1.2.1209

1.3.6.1.4.1.14823.2.3.1.11.1.2.1210

1.3.6.1.4.1.14823.2.3.1.11.1.2.1211

1.3.6.1.4.1.14823.2.3.1.11.1.2.1212

1.3.6.1.4.1.14823.2.3.1.11.1.2.1213

1.3.6.1.4.1.14823.2.3.1.11.1.2.1214

1.3.6.1.4.1.14823.2.3.1.11.1.2.1215

1.3.6.1.4.1.14823.2.3.1.11.1.2.1216

1.3.6.1.4.1.14823.2.3.1.11.1.2.1217

1.3.6.1.4.1.14823.2.3.1.11.1.2.1218

wlsxTrapDefinitionsGroup
1197

wlisxTrapDefinitionsGroup
1198

wisxTrapDefinitionsGroup
1199

wisxTrapDefinitionsGroup
1200

wisxTrapDefinitionsGroup
1201

wisxTrapDefinitionsGroup
1202

wisxTrapDefinitionsGroup
1203

wlisxTrapDefinitionsGroup
1204

wisxTrapDefinitionsGroup
1205

wisxTrapDefinitionsGroup
1206

wisxTrapDefinitionsGroup
1207

wisxTrapDefinitionsGroup
1208

wisxTrapDefinitionsGroup
1209

wlisxTrapDefinitionsGroup
1210

wisxTrapDefinitionsGroup
1211

wisxTrapDefinitionsGroup
1212

wisxTrapDefinitionsGroup
1213

wisxTrapDefinitionsGroup
1214

wlsxTrapDefinitionsGroup
1215

wlsxTrapDefinitionsGroup
1216

wlisxTrapDefinitionsGroup
1217

wisxTrapDefinitionsGroup
1218
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Table 94 wisx Trap Definitions Group OIDs (Continued)

wlsxUserEntryAttributesChanged 1.83.6.1.4.1.14823.2.3.1.11.1.2.1219  wisxTrapDefinitionsGroup
1219
wisxVLANLinkUp
Objects wlisxTrapVLANId, wisxTrapAdminStatus, wisxTrapOperStatus
Status current
Description This trap indicates that a VLAN interface is up.
wisxVLANLinkDown
Objects wisxTrapVLANId, wisxTrapAdminStatus, wisxTrapOperStatus
Status current
Description This trap indicates that a VLAN interface is down.
wisxSignatureMatch
Objects wlsxTrapSignatureName, wisxTrapSourceMac, wisxTrapSnr, wisxTrapAPBSSID,
wisxTrapAPLocation
Status deprecated
Description This trap indicates that a signature match is detected.
NOTE: This trap has been deprecated in AOS-W 6.0. Instead, use the wisxNSignatureMatch
trap.
wisxNodeRateAnomaly
Objects wisxTrapFrameType, wisxTrapNodeMac, wisxTrapSnr, wisxTrapAPBSSID,
wisxTrapAPLocation
Status deprecated
Description This trap indicates that a node is exceeding the threshold set for the frame type.

NOTE: This trap has been deprecated in AOS-W 6.0. Instead, use the
wisxNodeRateAnomalyAP and wisxNodeRateAnomalySta traps.

wisxNormalTemperature

Objects wlisxTrapTemperatureValue
Status current
Description This trap indicates that the temperature has returned to an acceptable range.
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wisxProcessRestart

Objects wlisxTrapProcessName

Status current

Description This trap indicates that the named process has been restarted.
wisxFlashSpaceOK

Status current

Description This trap indicates that the system flash space is back to a sufficient level.
wisxMemoryUsageOK

Status current

Description This trap indicates that the free memory usage is back to a sufficient level. The

system memory threshold is 5 MB.

wisxPowerSupplyOK
Status current
Description This trap indicates that the system power supply conditions have returned to

normal operation status.

wisxFanOK
Objects wlsxTrapFanNumber
Status current
Description This trap indicates that the fan has returned to normal.

wisxinRangeVoltage

Objects wlisxTrapVoltageType, wisxTrapVoltageValue
Status current
Description This trap indicates that the switch voltage is back within range.

wlisxCoverageHoleResolved

Objects wlsxTrapAPBSSID, wisxTrapAPLocation, wisxTrapNodeMac

Status current

Description This trap indicates that a coverage hole at location wisxTrapAPLocation has been
resolved.

History Updated in AOS-W 3.1 —description.
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wisxNSwitchIPChanged

Objects wlisxTrapSwitchlp

Status current

Description This trap indicates that the switch IP address has changed.
wisxNSwitchRoleChange

Objects wlisxTrapSwitchRole

Status current

Description This trap indicates that the role of the switch IP address has changed in the

domain.

wlisxNUserEntryCreated

Objects wlisxTrapUserlpAddress, wisxTrapUserPhyAddress

Status current

Description This trap indicates that a new user is created.
wisxNUserEntryDeleted

Objects wlisxTrapUserlpAddress, wisxTrapUserPhyAddress

Status current

Description This trap indicates that a user is deleted.

History Added in AOS-W 3.1.0.0.

wisxNUserEntryAuthenticated

Objects

Status
Description

History

wlisxTrapUserlpAddress, wisxTrapUserPhyAddress, wisxTrapUserName,
wlisxTrapUserAuthenticatio Method, wisxTrapUserRole

current
This trap indicates that a user is authenticated.

Added in AOS-W 3.1.0.0.

wisxNUserEntryDeAuthenticated

Objects
Status
Description

History

wlsxTrapUserlpAddress, wisxTrapUserPhyAddress
current
This trap indicates that a user is deauthenticated.

Added in AOS-W 3.1.0.0.
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wisxNUserAuthenticationFailed

Objects wlisxTrapUserlpAddress, wisxTrapUserPhyAddress
Status current

Description This trap indicates that a user authentication has failed.
History Added in AOS-W 3.1.0.0.

wisxNAuthServerReqTimedOut

Objects wlisxTrapAuthServerName

Status current

Description This trap indicates that the authentication server request timed out.
History Added in AOS-W 3.1.0.0.

wisxNAuthServerTimedOut

Objects wlisxTrapAuthServerName, wisxTrapAuthServerTimeout
Status current
Description This trap indicates that the authentication server timed out.
History Added in AOS-W 3.1.0.0.

wisxNAuthServerisUp
Objects wlisxTrapAuthServerName
Status current
Description This trap indicates that an authentication server is up.
History Added in AOS-W 3.1.0.0.

wisxNAuthMaxUserEntries

Status current
Description This trap indicates that the user entries table is full and cannot add any more
entries.
History Added in AOS-W 3.1.0.0.
wisxNAuthMaxAclEntries
Status current
Description This trap indicates the ACL entries table is full and cannot add any more entries.
History Added in AOS-W 3.1.0.0.

| Reference Guide Traps |



| Tr